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This article explores the social and political processes that have made Palestinian social
media an important arena for Hamas’s communications strategies and mobilization efforts.
I argue that this arena derives its power from being a confluence point of two seemingly
opposing forces: the quest of Palestinian youth for social and political alternatives to
traditional sources of authority, including Hamas, and the strategy of Hamas to adapt to
this trend among Palestinian youth by striving discreetly to frame the online discourse to
compensate for the movement’s off-line obstacles while advancing its agenda.
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In recent years, social media and information and communications technologies have impacted
Palestinian society in diverse ways, affected by both global and domestic contexts. One global development
is the process of power diffusion, in which old social and political hierarchies are losing their hegemony over
various resources to new actors and sources of authority, many of which have emerged online. Particular
factors of the Palestinian context are the Israeli occupation and the social, political, and geographical
divisions among the West Bank, Gaza Strip, and Palestinian diaspora that result, inter alia, in powerlessness
and immobility, which increase the importance of social media as a means of communication and political
protest. Social media also provides Palestinians an essential space for discourse and organization due to
their political vulnerability, which is caused not only by Israel but also by the authoritative rules of the
Palestinian Authority (PA) in the West Bank and Hamas in the Gaza Strip. These factors and others are
shaping the various ways in which social media impacts Palestinian society and how groups within it utilize
this tool (Aouragh, 2011; Tawil-Souri & Aouragh, 2014).

While the effect of social media on Palestinians has different manifestations, one may argue that
the sphere it created has become an important social space for Palestinians and a key arena for their
domestic and foreign political struggles. Moreover, the expansion of social networking sites (SNS)
contributes to a significant shift in power relations between Palestinian political organizations and society,
creating more room for personal expression and action. An example of this may be found in the hundreds
of “lone-wolf” individuals who have carried out attacks against Israelis since 2015, most of whom were not
politically affiliated (Meir Amit Intelligence and Terrorism Information Center, 2016). This phenomenon
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raises questions about the reasons for these changing power relations as well as the ability of
institutionalized political organizations to adapt to this change.

This article explores the changes in identity, perceptions, and social practices among Palestinians,
particularly youth, that have made social networking sites an important arena for Hamas’s communications
strategies and mobilization efforts. The study suggests that Palestinian social media is a key sphere for
public dialogue and activism, which attracts Hamas’s discreet efforts to shape the online discourse to
advance its agenda. These efforts reflect Hamas’s adaptation to broad social and political changes as well
as its utilization of SNS and information and communications technologies to compensate for difficulties the
movement faces in the physical world.

The power of the Palestinian social media arena largely derives from the encounter between two
processes. Pushing up from the bottom are young Palestinians who find in online communities a sphere that
allows strong individual expression on a wide range of issues. However, in addition to offering their members
a platform for personal action, online communities provide a solid sense of collectiveness as an alternative
to the traditional collective sources of authority such as political organizations and even the family. This
seemingly contradictory logic is, in fact, reconcilable (as described later) and represents a fusion of twin
elements. I use the term “collectivindualism” to describe this new hybrid.

Concurrently, Hamas is leading top-down strategies that enhance social media’s role as a principal
arena for political mobilization. The movement does this both online and by incorporating online elements
in off-line activities. With Israel and the Palestinian Authority systematically dismantling its infrastructure in
the West Bank, Hamas cultivates cyberspace as an alternative sphere for political mobilization to offset its
real-life weaknesses. This effort not only strengthens Palestinian social media but also, ironically, allows
Hamas to quietly influence online discourse by exploiting young Palestinians’ resentment of the
establishment and their belief that cyberspace is free of the hegemony of political organizations.

This encounter between young people grouping together informally in online communities and
Hamas'’s discreet attempts to influence their discourse and activities falls between two models of mobilization
for collective action. One is the traditional collective action model, which is based on strong face-to-face
familial, social, and organizational ties cultivated over a long period. This method employs direct
recruitment, socialization, and training and dedicates resources to cultivating individual identity and loyalty
to a group brand, as it were. These ties are organized in frameworks that tend to be formal and hierarchical
(McAdam, McCarthy, Zald, & Mayer, 1996; Tilly, 2017; Tilly & Wood, 2015).

The second model emerged recently on the heels of social networking sites and information and
communications technologies, which have become the agents of a new kind of collective action (Castells,
2011; Lim, 2013; Rheingold, 2007; Tilly & Wood, 2015; Vromen, Xenos, & Loader, 2015). According to this
model, dubbed by Bennett and Segerberg (2012) as “connective action,” technology has enabled people to
seek and find content and causes of interest and to act on these interests as individuals rather than be
mobilized from above through socialization, establishment agents, and other traditional actors of the
collective action model. Not every personal cause succeeds in spurring connective action. However, certain
ideas do become popular agendas thanks to social media, which provides a platform for recruiting users
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from widely varying social and political backgrounds (Chorev, 2012) as well as dissemination on an
unprecedented scale that obviates traditional organizations (Earl & Kimport, 2011).

Between the collective and connective action models lies a hybrid practice that is well suited to the
Palestinian case. This practice combines actors from traditional organizations, who partly abandon political
brands and the established recruitment and training means of the collective action model. These actors
adopt connective mobilization methods that are based on intensive use of SNS and information and
communications technologies, which allow forming non-hierarchical frameworks while employing soft power
tactics of personal persuasion (Bimber, Flanagin, & Stohl, 2005). Thus, action frameworks based on
relatively loose ties are created, replacing the tight and hierarchal ties that form the basis of the traditional
collective action model. The hybrid practice reflects the distress of many organizations such as Hamas,
which see declining membership and therefore turn to means of soft power alongside traditional means of
mobilization. The hybrid practice offers these organizations the advantage of not having to forgo their
agendas while providing means of advancing these with more contemporary and effective methods (Bennett
& Segerberg, 2012).

The hybrid practice corresponds with the global process of power diffusion, in which social media
helps remove obstacles barring access to the political arena (Nye, 2011, pp. xv-xviii). This process is not
confined to state players but is also present in the erosion of other traditional hierarchies, including nonstate
actors, family authorities, and local clerics, who have lost control of the flow of information (Campbell, 2010)
to emerging online sources of authority (Barker, 2005; Braman, 2009; Spigelman, 2000). In this context,
Hamas is neither a classic state power nor a classic nonstate power, but it is a key player in the traditional
political hierarchies. Hamas is not the sovereign in the West Bank, but it is the ruler of the Gaza Strip, where
it controls state-like resources (Berti, 2015; Bhasin & Hallward, 2013). For Palestinians, these elements
mark Hamas as one of the two governmental alternatives, alongside the Palestinian Authority (Milton-
Edwards, 2007). In other words, Hamas is an elite actor susceptible to the same power diffusion challenges.

This leads to me to suggest that Hamas’s sophistication in the social networking arena
demonstrates that power diffusion can be a bilateral process, as the hybrid practice offers. Traditional
hierarchies can adapt to the power diffusion and offset it with a response that leverages new conditions
and technologies.

This study draws on a wealth of primary sources obtained from daily monitoring of online
Palestinian discourse and dynamics in 2015-2018, including approximately 100 social media pages from a
wide range of online communities. The study’s qualitative approach is anchored in modern Middle Eastern
history, combined with ideas and digital tools from the field of network analysis (Estrada, Knight, & Knight,
2015). The first section explores the social and political changes among Palestinian youth and their search
for online alternatives to traditional collectives and sources of authority. The second section examines the
dynamic of the increasing centralization of the Palestinian SNS-based information sphere as well as the
preference of young Palestinians for ostensibly nonestablishment sources of information. The third section
analyzes Hamas’s online strategies, which reflect its efforts to adapt to these current trends and use them
to its advantage.
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Bottom-Up: Antiestablishment, Identity, and the Emergence of Online Communities

As elsewhere, Palestinian SNS expanded at the expense of traditional media, which had played a
role in previous conflicts with Israel as an effective means of disseminating political messages (Wolfsfeld,
2001). In 2016, there were approximately 3 million Internet users in the West Bank and Gaza Strip,
representing 64% of the 4.7 million population. Half—about 1.5 million—of these Internet users used
Facebook (Internet World Stats, 2017). Over half (56%) of these Facebook members—840,000 people—
were between the ages of 13 and 24 (Taqrir wa Sa’il, 2016). In 2015, the 15-29 age group totaled 1.23
million (“Palestinian Central Bureau of Statistics,” 2016), suggesting that a majority of young people in the
West Bank use Facebook. Smartphones are the primary Internet device, used by 90% of the West Bank
Facebook members (Taqrir wa S&’il, 2017).

For Palestinian youth, social media forms an alternative space that meets three main needs: It is
a realm supposedly separate from established organizations; it provides a platform for alternative collectives
attracting the increasingly individualized young generation, and it is a sphere that offers a social and national
cohesion that is undisrupted by the real-life restrictions.

Nonaffiliation

SNS offer an alternative political discourse to the physical realm, where the established political
system engenders deep frustration. Many young Palestinians perceive the Palestinian Authority as corrupt
and inefficient. Most Palestinians no longer believe that a PA-supported two-state solution is feasible
(Fatafta, 2018; Palestinian Center for Policy and Survey Research, 2015). In the last decade, however,
Hamas’s image has also diminished as a result of its violent takeover of the Gaza Strip as well as the failure
of its armed “resistance” (al-mugawama) agenda to provide a solution. The chronic deprivation of the Gaza
Strip caused by the blockade Israel imposed in 2007 as well as severe economic sanctions imposed by the
Palestinian Authority and Egypt have also taken a toll (Groisman, 2016; “Solution to the Gaza Electricity
Crisis,” 2017). This inability to advance a consensual vision sends young Palestinians in search of an
alternative and has deepened their alienation from political organizations, giving rise to antiestablishment
sentiment. According to one Palestinian research group, only 23% of the 269 Palestinians killed in various
confrontations with Israeli civilians or security forces between October 2015 and December 2016 identified
with a political organization, and over 60% were politically unaffiliated (Markaz al-Quds, 2016); the same
trend was evident throughout 2017 (Meir Amit Intelligence and Terrorism Information Center, 2018). This
establishment fatigue is also seen in Israeli prisons, where approximately 900 of the 6,500 Palestinian
security prisoners refrain from affiliation with any political organization (Harel & Kubowitz, 2016). More than
half of these 900 nonaffiliated prisoners were between 15 and 25 years old, and about 500 were arrested
between October 2015 and June 2016, indicating this trend is quite new (Tzur, 2016).

Collectivindualism

Many Palestinians interpret the antiestablishment attitude of youth as the extreme individualism

of the “self-absorbed generation” (al-jil al-maslahji), which stands in contrast to the older generations
commitment to the community (Chorev, 2014). Sociologist Jamil Hilal (2014) confirms a growing trend
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of individualism, particularly in the West Bank. He attributes this to the neoliberal economic structure
that the PA adopted since 2005, which encourages personal interests. Hilal also suggests that the overall
transition from a semiegalitarian underground organizational culture to a protostate hierarchy reduced
collective commitment.

Undoubtedly, this is still a new and undertheorized issue, and any observations are preliminary and
should be made with caution. It appears that relations between individualism and collectivism among young
Palestinians are more complex and interwoven than they seem at first, as is often true for young adults
globally (Lukes, 1973; Triandis, 2018). An example that challenges the notion of extreme individualization
may be found in the wave of lone-wolf attacks that proliferated in late 2015 (Chorev, 2017). On one hand,
the attacks seem to be a clear manifestation of individualism, as most assailants acted independently of the
authority of family or political organizations. Many of them also acted on personal grievances or distress,
such as vengeance for a lost loved one (Harel & Kubowitz, 2016). On the other hand, one may view their
actions as the ultimate sacrifice on behalf of the collective, whether national, religious, or even familial.

These contradictory facets seem to reflect the opposing but reconcilable worlds that young
Palestinians occupy simultaneously, expressing a hybrid perspective that I call collectivindualism. Despite
the increasing nonaffiliation with political organizations and deepening individualism, young Palestinians do
not entirely forgo belonging to a collective or collective commitment. The confrontation with Israel, for
example, is central to the daily experience of many youths and clearly occupies their online discourse. At
the same time, they seek alternatives to traditional social and political networks while demanding the
freedom to choose collectives or communities that fit their personal standpoint. As detailed later in this
article, many Palestinians find answers to this quest in online communities that allow mobility between
available options. The local context is key to understanding the value of this mobility for Palestinian youth,
whose real life is affected by the occupation and the fragmentation of Palestinian society, which render them
politically vulnerable and immobile.

In other words, the mind-set of collectivindualism must be seen as a reaction to both the internal
and external structural powers shaping young Palestinians’ lives. The alternatives they find in online
communities, many of which progress from discourse to action, largely support the conclusion that they
tend to engage within the model of connective action based on shared ideas rather than the collective action
of traditional organizations.

The collectivindualistic attitude was poignantly expressed in a Facebook post titled “Ten
Commandments for Every Shahid” published by Bahaa ‘Allyan in December 2014 and formulated as a will
(‘Allyan, 2014). A year later, ‘Allyan, 23, was shot dead after he and another assailant killed four passengers
on a Jerusalem bus. Four of ‘Allyan’s “commandments” cautioned political organizations against
appropriating his death: “My death is on behalf of the homeland, not for your sake,” he wrote. His
resentment of the establishment was explicit: “Tell the PA that calm is in the hands of the people.” A
particularly important section demanded: “Do not sow hatred in my son’s heart. If he were to discover his
homeland and want to die for it—so be it, but not to avenge my death” (‘Allyan, 2014). In this statement,
‘Allyan asks that his son’s individualism be respected. Moreover, he highlights the national collective but
exempts his son from subordination to what is perhaps the strongest collective of all—the family, as
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represented by ‘Allyan himself. The viral spread of the post, which was liked by more than 39,000 users (Al-
Quds City, n.d) suggests that ‘Allyan’s point of view is very popular among his generation. The case also
marked another new phenomenon: the blurring of boundaries between the online and off-line worlds. ‘Allyan
became known as “the educated martyr” (al-shahid al-muthagaf) and inspired other assailants and various
acts such as “reading-chains” ("The Martyr Bahaa ‘Allyan,” 2016).

The processes affecting young Palestinians are related to their particular circumstances, as
discussed above, but also to wider global trends. A survey throughout the Middle East found this generation
characterized by despair, alienation from the establishment, and individualistic aspirations (Burson-
Marsteller, 2016). Such frustrations existed also prior to the Arab Spring and often reflected unemployment
and related problems. Disillusionment with the Arab Spring exacerbated this despair (Hoffman & Jamal,
2012). The World Health Organization found similar trends among global youth. The members of Generation
Z, mostly born between 1995 and 2009, express worries about economic insecurity and show political apathy
and alienation toward the “establishment” of political, professional, and academic bodies as well as
traditional media (Higgins, 2016). As in the Middle East, world youth appear demoralized about their future
prospects (World Health Organization, 2016).

Both internationally and in Palestine, Generation Z is often associated with individualization (World
Health Organization, 2016). However, young people have founded numerous protest movements in recent
years in the Middle East and elsewhere, such as Youth Without a Future in Spain and Occupy Wall Street in
the United States, indicating that they do, in fact, desire collective responsibility. The finding that Generation
Z clamors for social ties, whether virtual or conventional (Hertz, 2016), is an additional expression of the
collectivindualistic approach. Studies attribute young people’s trust in virtual ties and information to their
high digital literacy, which makes them feel comfortable online (Gasser & Palfrey, 2008; Prensky, 2001;
Thomas, 2011). However, this same comfort often makes them oblivious to possible online manipulation.
Boyd argues that young people trust virtual information sources that appear to be automated, such as
Google’s search engine, and prefer these over traditional information outlets, which are controlled by
humans and therefore susceptible to bias (boyd, 2014, pp. 18-24, 183-192). Network theory suggests that
the degree of trust in a given network increases with the number of iterations (Axelrod, 1984), which gives
social networking sites a clear advantage.

Indeed, numbers suggest that most Palestinians find their online connections and information
trustworthy. In 2015, 96% of Palestinian SNS members used social media primarily as a source of news
(Tagrir wa Sa’il, 2016)—a high figure relative to the United States, where 62% of social media users use it
primarily for news (Gottfried & Shearer, 2016), and to Israel, where only 17% of Israelis use social media
for news (Mohot Institute, 2016). Almost all (94%) of Palestinian users said social networks also provide
the means of communicating with friends (Taqrir wa Sa’il, 2016). These findings suggest that the main uses
of SNS for Palestinians—news and social ties—are uses that are also relevant to political mobilization.

Online Communities and Subcultures

The impact of local and global circumstances on Palestinian society, the quest of young Palestinians
for social and political alternatives, their collectivindualism and trust in virtual connections—all converge to
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form the foundation for hundreds of online communities. These communities carry the benefit of bridging
Israeli restrictions and the geographical and political divisions among Palestinian locations; in addition, they
allow crossing the gender and social boundaries that exist in Palestinian society and the wider Middle East.
Although the social networking sphere often reflects local aspects, it does provide an open space that
emphasizes Palestinian national identity.

Online communities can bring together groups of friends, and they can provide platforms for civic
involvement that offer alternatives to traditional social and political systems. Mobilizing for Palestine, for
example, is an open community with approximately 16,700 members, primarily from the West Bank. Defined
as a group for youth without party affiliation, it focuses on the human and national rights of Palestinians
(Mutaharikin lia’jal Filastin, n.d.). The community Demand the Martyrs’ Corpses requests that Israel return
the bodies of assailants. Since most assailants were not politically affiliated, their families rely on public
pressure to retrieve the withheld bodies, making this community a good example of an alternative to
traditional systems (Ista‘ada Jathamin al-Shuahada’, n.d.). Another group, Verification, is dedicated to
confirming the reliability of news items. Its very existence attests to the mistrust of many Palestinians in
news channels (Tahaqugq, n.d.). Dozens of online communities revolve around local issues and identity, such
as Longing for Nablus, which has more than 10,000 members (‘Ushaq Nablus, n.d.), and the Social Site of
the Fawwar Refugee Camp (Mawqg'a ‘Mukhayyam al-Fawwar al-Ijtima'i, n.d.). Other groups are regional,
such as Discussions of the Boys and Girls of Hebron and Ramallah (Nigashat Shabab wa Sabaya al-Khalil wa
Ramallah), while others yet are supraregional and serve as general Palestinian online communities. The two
most popular in this category are the Al-Quds News (Al-Quds al-Ikhbariyya, n.d.) and Shihab Agency, which
describe themselves as news sites but in fact function as platforms for discussion and information.

Some online communities wield considerable power, as is evident in their ability to provide an
effective infrastructure for connective action. Geared toward Palestinian youth, the Facebook community of
the Qalandia Refugee Camp cultivates the idea of resistance to Israel and is not identified with any political
organization. On November 16, 2015, and July 3, 2016, the community page initiated confrontations with
Israeli troops planning to demolish the homes of three Palestinians who killed an Israeli. In a series of posts,
organizers deployed the camp’s youth to hold specific defense positions and recommended which weapons
they should use (see Figure 1). On both nights, as the Israeli army entered the camp, the community
operated as a war room and directed fierce clashes that resulted in the death of two Palestinians. These
cases provided real-time evidence of the connection between the virtual and physical realms (“Bloody Night
in Qalandia,” 2015).
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Figure 1. Mukhayyam Qalandiyya Facebook page, November 16, 2015.

A key factor in the appeal of online communities is the freedom to forge ties of genuine choice—a
central element of collectivindualistic logic. Social networking sites allow adolescents to manage their
impressions and adapt them to the particular context of each online community (Sunden, 2003). Erikson
(1958) and Goffman (1967) highlight the importance of community to adolescents’ development of self-
identity through a process of identifying with the communal narrative and values. Especially relevant to the
Palestinian case is Hammack’s (2008) observation that members of weakened groups are more motivated
to identify with their community’s narratives as a defense mechanism against a perceived threat to the
group identity, which is key in shaping an individual identity. Indeed, the alternatives online communities
offer young Palestinians cannot be understood without the local context, in which they experience
powerlessness as a result of Israeli restrictions and the divided and authoritarian Palestinian sphere.

The collective with the most influence on an individual is not necessarily the family but rather a
proximate community that one finds relevant (Berndt, 1992). In the Middle East, family is traditionally a
strong source of authority. However, given the ongoing individualization processes, one must consider the
possibility that new alternative sources of authority, including virtual ones, are tempering familial influence.
Based on these conclusions, online communities have inherent advantages as an alternative space. First,
they are frequently assembled by young peers, the strongest influence framework for that age cohort (boyd,
2014; Harris, 1998, p. 365). Second, they offer focal points for discourse and connective action that form
an attractive alternative to the weakened conventional political frameworks.

Occasionally, these focal points reflect the emergence of influential subcultures from within the
online communities. One example is the formation of subcultures that support lone-wolf assailants and come
complete with an inner language that reflects perceptions, symbols, and pseudo-ritual codes. These online
subcultures fill the assailants’ desire for legitimacy for their actions, thus largely replacing traditional sources
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of authority, especially political organizations (Chorev, 2017). Mahmud Ibrahim, who was killed on March
13, 2017, after stabbing two police officers in Jerusalem, belonged to such a community. Based on
conversations stored on his smartphone, Israeli police arrested 18 Palestinians who belonged to the same
WhatsApp group named The Road to Heaven. This online community was mainly used for sharing religious
content; however, these 18 members formed a subgroup that encouraged lone-wolf attacks (“Israel Police
Force,” March 18, 2017).

Centralization and Preference for Nonestablishment Information Sources

The advent of satellite television in the 1990s broke the monopolistic control that authorities in the
Middle East held over information. Rather than obviate information brokers entirely, however, this
development gave rise to new ones in the form of the pan-Arab satellite channels. The Internet dealt a
further blow to the traditional hierarchies’ control over vertical information channels. This regional
manifestation of the global power diffusion has affected not only Arab regimes but also lower-level
information brokers. These include local imams, who lost their authority to online clerics (Barker, 2005;
Braman, 2009; Spigelman, 2000), and family elders, whose long-standing assets of knowledge and
experience have been circumvented by the all-knowing “Sheikh Google.”

With the expansion of social media, several theorists predicted it would create a decentralized
information sphere with access to diverse narratives (Diamond & Plattner, 2012; Howard et al., 2011;
Howard & Hussain, 2013; Shirky, 2011). However, similar to the global online sphere, Palestinian cyberspace
underwent a process in which a small number of major hubs (or “gatekeepers”) in the form of popular
Facebook pages with an extremely high following gained control over large swaths of the information arena.
Major hubs grow because of the interest they generate and the dynamic of their growth. Once a hub gains
momentum, it grows at a disproportionate rate compared with the regular nodes (a dynamic known as the
power law) as more and more links join the well-connected hub (Buchanan, 2002). Their size allows major
hubs to control the flow of information and determine what content is spread and which is rejected (Barabasi,
2002; Barabasi & Albert, 1999). These traits allow major hubs to shape the media agenda—a clear
manifestation of political power (Barzilai-Nahon, 2008).

A Palestinian research group identified four hubs currently dominating the Palestinian SNS-based
information sphere, and they are all Facebook pages. Ranked by popularity in 2016, these are: Shihab, with
1.32 million Palestinian followers; Al-Quds al-Ikhbariyya, with 1.29 million; the Jerusalem newspaper Al-
Quds, with 1.08 million; and Filastin TV, with 1.01 million (Taqgrir wa Sa’il, 2016, 2017). Trailing behind are
many smaller pages with several hundred thousand Palestinian followers each. Surprisingly, some of these
smaller pages, unlike the major hubs of Shihab and AI-Quds al-Ikhbariyya, belong to professional,
internationally recognized news agencies such as Ma‘an, with 889,000 Palestinian followers—approximately
400,000 less than the two major hubs. In an arena with just 1.5 million Facebook users, this is a significant
difference (Taqgrir wa Sa’il, 2016, p. 28).

The finding that Palestinians use SNS primarily for news may not be particularly important if users
turned to professional outlets. However, the above ranking reflects a hierarchy of trust that clearly favors
sources that describe themselves as independent (see the next section). As noted, most (56%) Palestinian
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Facebook users are under 25. Coupled with the antiestablishment sentiment currently prevalent among
youth, we can conclude that this preference is typical of young people. We can further conclude that,
although the traditional media moderators’ power has eroded, new ones have replaced them. Therefore, the
question of who controls these new major hubs is extremely important.

Top-Down: Hamas’s Online Strategies

Hundreds of Palestinian SNS platforms that describe themselves as politically independent are in
fact managed by interested parties. A network analysis and systematic monitoring of the discourse on
such sites finds Hamas the foremost employer of such action, which reflects awareness of changes in
identity and political affiliation among young Palestinians. Recognizing the preference for independent
news sources, Hamas has discreetly established several online platforms, taking care to cultivate a
supposedly independent appearance. The analysis offered here suggests that this strategy reflects the
hybrid practice in which traditional organizational actors utilize connective mobilization practices. Thus,
Hamas is able to frame the agenda throughout Palestinian cyberspace and promote its goals online while
circumventing its off-line weaknesses.

Hamas’s Continued Ambitions to Control the Message

A digital network analysis of Hamas's formal websites in the past decade shows that the movement
recognized the potential of online outreach even prior to the expansion of social media. Apparently emulating
Hezbollah’s online strategy, Hamas created—particularly after wresting control of the Gaza Strip in 2007—
a system of websites that display as a distinctive cluster within the overall Palestinian cyberspace: “a state
within a state” (Ben-David, 2012; Weimann, 2006; Zanini, 1999). On one hand, Hamas websites showed
innovation and rich content and were far more popular than the brochure-like Palestinian Authority websites.
However, while PA websites offered many links to outside websites, Hamas retained control over the
information on its platforms by tightly monitoring content and avoiding hyperlinks to external sites. Most
content published mirrored other Hamas websites and included virtually no information from other sources.
The combination of these characteristics and the popularity of its websites gave Hamas an advantage over
the Palestinian Authority in framing the agenda in the burgeoning Palestinian cyberspace (Ben-David, 2012,
pp. 72-101).

From "a State Within a State” to the Leading Actor in Palestinian Cyberspace

The expansion of social media offered Hamas the opportunity to emerge from the shadows of its
state within a state” and become the leading voice in Palestinian cyberspace. As noted, youth

|

virtua
generally perceive the two major hubs Shihab and Al-Quds al-Ikhbariyya as reliable, independent sources
of information (S. Abulaban, personal communication, March 8, 2016). It should be noted, however, that
perception regarding Shihab appears to be changing since June 2017, when PA president Mahmoud Abbas
ordered blocking West Bank access to the agency’s website, accusing it of affiliation with Hamas (“This Is
How Ramallah Explained,” 2017). Indeed, careful monitoring reveals that both pages in fact promote Hamas.
The Shihab domain name is registered in Gaza, although it does not declare connections to Hamas (Shihab,
n.d.). Before Abbas’s order, only scant references to Shihab in the Arab press identify it as “close to Hamas.”
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However, an item from 2012 in the Hamas magazine A/-Risalah disclosed the tight connection and stated
that Shihab reports directly to the Al-Agsa Media Network of Hamas (A/-Risdlah, 2012). Other than this
incidental report, it is difficult to find any other Hamas source that acknowledges its ties to Shihab.

A semiotic and textual analysis of content on Shihab reveals that it uses the same terminology as
platforms openly identified with Hamas, such as Palestine.online or Mogawamah.press. For example, official
Hamas outlets call the wave of lone-wolf attacks in 2015-2016 “Intifadat al-Quds.” Israeli cities are defined
as “occupied” (Haifa al-muhatila) or as a “settlement” (mustawtanat Tal Abib), and all Israelis are referred
to as “settlers” (mustawtinin). This terminology is part of the framing effort designed to inculcate the
delegitimization of Israel and is consistent with Hamas’s rhetoric. By contrast, the Fatah-dominated PA’s
channels referred to the same wave of attacks as an “uprising” (habbah) rather than an intifada, which has
come to be recognized as a Hamas term and as implicit encouragement for undermining the Palestinian
Authority by destabilizing the West Bank. Al-Quds al-Ikhbariyya shows similar characteristics. According to
the Whois website, it is registered in Gaza, where Hamas does not allow free uncensored content, and
employs the same terminology prevalent on Shihab. Several Fatah officials contend that Hamas controls
both pages and, along with A/-Risala, uses them to foment “civil war” (“Sites of Hamas and Dahlan,” 2016).

A network analysis of the Netvizz and Gephi applications of Shihab and Al-Quds al-Ikhbariyya
provides additional evidence. The analysis shows that both sites avoid hyperlinks to external sources that
offer non-Hamas perspectives. As noted, this centralized control was typical to Hamas’s online strategy also
prior to the expansion of social media. Additionally, both pages regularly promote campaigns initiated by
Hamas (see below). Hamas appears to make conscious compromises in order to obscure its involvement.
The two hubs include a noticeable amount of light, popular, and “spontaneous” content. This suggests a
calculated willingness to concede social and religious principles in order to prioritize the movement'’s political
struggle against the PA and Israel. In 2015, AI-Quds al-Ikhbariyya established Sharik Quds (n.d.), a
subsidiary page featuring light content for teenagers, indicating the desire to reach a broader population. It
shortly became one of the 10 most popular Palestinian pages on Facebook, with a global following of more
than 2.6 million (the number of Palestinians among these is unknown).

In January 2017, there were more than 100 public Facebook pages as well Twitter, Instagram, and
Snapchat accounts openly or implicitly affiliated with Hamas (“After ‘Be Like Ayash,”” 2017). The low-profile
strategy is evident in other ways Hamas uses the Internet, such as the Al-Quds application, which is not
related to the conservative Jerusalem newspaper by the same name, or Al-Quds al-Ikhbariyya. The
application can be dormant for months. However, when its Hamas administrators sense potential escalation,
it comes to life and sends subscribers push notifications, such as that sent on November 5, 2014:
“Demonstrators in Abu Dis throw Molotov cocktails at the occupiers” (see Figure 2). The messages are
phrased as if reporting events, but subscribers are actually being informed of the location of demonstrations
and instructed what to bring if they want to participate. The application does not advertise its link to Hamas,
but the inside menus reveal it to be an extension of Hamas’s Al-Quds TV.
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Figure 2. Al-Quds application, November 5, 2014: "Demonstrators
in Abu Dis throw Molotov cocktails at the occupiers.”

On November 16, 2014, a Palestinian bus driver named Hassan Ramuni was found hanged on the
grounds of an Israeli bus company in Jerusalem. The Israeli coroner ruled his death a suicide, but rumors
spread that the man had been murdered by “settlers” (Bahibak ya Nablus, 2014). The rumor appears to
have been published first on the Hamas application Al-Quds TV, and it flourished in an already loaded
atmosphere of deep mistrust between Israelis and Palestinians. Four months earlier, a Palestinian teenager
from Jerusalem was brutally murdered by Jews to avenge the murder of three Israeli teenagers. Palestinian
news agencies, including those affiliated with the PA, adopted Hamas’s charge that Ramini had been
murdered (Al-Risala, 2014), most without mentioning at this critical moment the Israeli claim that he had
committed suicide (Al-Quds, 2014b; Efraim, 2014).

This incident offers evidence of Hamas'’s online strategy for political mobilization in general and
of the relations between online and off-line actions in particular. Immediately after the rumor began to
spread, riots erupted in Jerusalem’s Arab neighborhoods. By morning, 30 Arab bus drivers had resigned
from the Israeli bus company and another 120 went on strike, disrupting public transportation (Dvir,
2014). Thirty-six hours after Ramini’s death, the heated atmosphere peaked grimly when two
Palestinians murdered four Israelis in a Jerusalem synagogue. Hamas and Islamic Jihad welcomed the
attack as a “natural response” to the “murder” of Ramuni and called for additional revenge (Al-Quds,
2014a; “Tatar shadid fi al-Quds,” 2014).

Contrary to the mistaken belief that social media is egalitarian and liberated from hegemony
(Nahon, 2016, pp. 39-55), the incident underscores Israel’s difficulty to communicate its version to the
Palestinian information sphere. The rumor thrived on a fertile ground of preexisting beliefs, which made it
easier to embrace disinformation. Even today, the suicide narrative is virtually absent from Palestinian
discourse. In a meeting with the author 18 months after Ramuni’s death, students at Al-Quds University
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recalled the incident well but were surprised to hear the Israeli ruling of suicide, which they heard for the
first time (S. Abulaban, personal communication, March 8, 2016).

However, Israel was unable to communicate its version not only due to underlying mistrust but
also because of the structure of the Palestinian information arena. Both online and traditional hubs were
key in the viral dissemination of this rumor, in a process that typically intensified homophilic tendencies
(Doerr, Fouz, & Friedrich, 2012; Nekovee, Moreno, Bianconi, & Marsili, 2007) and seclusion by blocking the
external Israeli narrative. The information spheres of many societies—often religious ones—are sheltered
from external narratives. Studies note that, although new technologies threaten some communities’ way of
life, they do not shun these but rather customize them to their needs, including controllable seclusion
(Barzilai-Nahon & Barzilai, 2005; Bruce, 1998). By the same token, perceived Israeli threats to their national
and religious identity lead to closing the Palestinian information sphere, too.

Online Campaigns

Many of the symbols and viral hashtags from the 2015-2016 wave of lone-wolf attacks originated
in the Hamas-controlled Gaza Strip, even though most assailants hailed from the West Bank and a minority
from Israel. The most popular icon—a young person wearing a helmet shaped like the Dome of the Rock,
pulling a slingshot, with the hashtag #Intifadat Al-Quds—was created by a Facebook member known as
“Khaleel.” When violence began in October 2015, “Khaleel” posted the icon in a forum hosted by Shabakat
Filastin I'lhuwar, a page openly affiliated with Hamas (Paldf, n.d.). He added that it was his own illustration
and titled it “The Symbol of Intifadat Al-Quds” (Paldf Forum, 2015). Hamas swiftly adopted the symbol and
used it on official posters; before long, the illustration became a widely recognized element of the design
Hamas employed to brand the scattered attacks as an “intifada” (Wikalat safah, 2016).

This branding was also achieved by online and off-line campaigns in which Hamas promoted
hashtags related to the organization’s agenda against the Palestinian Authority and Israel. In 2016, Hamas
launched the #Shukran Hamas (Thank you Hamas) campaign to tout its accomplishments in the Gaza Strip,
the real message being that they surpass those of the PA. In response, Fatah issued a video showing the
hardships of Gaza and mocking this so-called achievement of Hamas. Against Israel, Hamas promoted the
hashtag #Intifadat Al-Quds, which was used mostly to manage the mobilizing discourse supporting lone-
wolf attacks. In October 2015, the Al-Ray News Agency, which is directly affiliated with Hamas’s public
relations division in Gaza, reported that the division “calls for participation in the Twitter campaign on behalf
of Jerusalem, using the hashtag #Intiafdat Al-Quds beginning at 7 p.m.” ("Al-I'lam tatlag hamala,” 2015).
Other reports included pictures of senior Hamas officials Ismail Ragdwan and Ahmad Bahar launching the
campaign, holding a sign showing the hashtag (*Gaza: The Launch,” 2015).

One hundred fifty days into the violent outbreak, Hamas launched the hashtag #intifadal150 and
invited the public to participate in the campaign. The movement’s public relations division (*Hamas Eastern
Gaza,” 2016), opened a situation room to coordinate the tweets calling for “continuing the intifada and
supporting it against Israel's crimes” (Assabeel, 2016). Various Hamas platforms promoted the campaign,
including Al-Quds al-Ikhbariyya and Shihab, which urged the public to spread the hashtag. The same hubs
also promoted additional Hamas campaigns, such as the #'Amaliyat Ramadan hashtag saluting an attack by
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two gunmen in Tel Aviv on June 8, 2016 (Shihab, 2016a), and the first anniversary of the “Al-Quds Intifada”
(Shihab, 2016b) in October 2016.

In 2016, Hamas began printing hashtags and other online features on posters of martyrs. This
cross-platform move blurs the borders between the online and off-line realms. After Musbah Abu Sbaih killed
a woman and a police officer in Jerusalem on October 9, 2016, Hamas launched the hashtag #Asad Al-Quds
(Lion of Jerusalem). It was printed on a large banner hung on the assailant’s home, along with his picture
and a Facebook post he wrote before the attack, instructing his followers to protect the Al-Agsa Mosque
(Berger, 2016).

In January 2017, multiple Hamas platforms, both declared and veiled, simultaneously began
spreading the hashtag #kin mithal ‘Ayash (Be like ‘Ayash) to honor the anniversary of the death of Yihya
‘Ayash, who engineered the bombs that killed more than 100 Israelis and was assassinated by Israel in 1996.
The campaign demonstrated Hamas'’s use of SNS to promote martyrdom, first online and then in real life.
In response, Facebook Inc. closed 120 pages and accounts directly or indirectly associated with Hamas,
despite the movement’s protests (“After ‘Be Like Ayash,”” 2017). A year later, Facebook again removed
similar pages after a campaign praised Ahmad Jarar, a Hamas activist who was killed by Israel after killing
an Israeli (Al-Markaz al-Filastini lil'lam, 2018). Facebook did not explain shutting down these particular
accounts. However, reports of Israeli and U.S. complaints to the company about pages supporting the killing
of Israelis suggest this may have been the case (Greenwald, 2017).

Indeed, Hamas is proactive in shaping the discussion by creating hashtags, symbols, and discourse.
When such campaigns succeed, this illustrates the dynamic described by Nahon and Hemsley (2013), who
argue that a viral phenomenon requires an encounter between bottom-up forces—in this case, mostly young
users—and top-down players expressing the interests of an elite (pp. 94, 139).

Conclusions

The Palestinian social networking arena serves as a collective alter ego of sorts, where online
communities form an alternative space and organizational platform for connective actions—as happens in
other global societies. These communities help young Palestinians reconcile the seeming contradiction
between their individualism and their interest in a collective by choosing communities that fit their personal
agendas. Although online, these alternatives to the long-standing social and political frameworks have
practical consequences in real life.

Despite the differences between the off-line reality and online alter ego, the latter is a faithful
representation of the recent processes Palestinians have experienced, and it reflects reaction to their local
context as well as to global trends. Undoubtedly, the particular circumstances fuel the economic
hopelessness that plagues Palestinian youth. However, such concerns are shared by their generation
worldwide. Alienation from political organizations also reflects particular Palestinian frustrations, but the
same mistrust of political and other institutions also prevails globally. The Palestinian preference for
nonestablishment media reflects both local processes and global phenomena. Social networking sites and
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information and communications technologies play a key role in all these shifts, supporting the argument
that Generation Z is distinctly defined by technology.

The changes described above represent bottom-up processes. Invariably, these are amplified when
they meet elitist, top-down efforts, even if not consciously. In the Palestinian arena, Hamas utilizes SNS as
a strategic means for political mobilization to compensate for its practical off-line difficulties in the West
Bank as well as to cope with the global process of power diffusion of traditional hierarchies. With a
sophisticated understanding of the complex reality and trends, Hamas systematically constructs and
promotes a successful online infrastructure. Carefully obscuring its involvement, Hamas has gained control
of the powerful virtual hubs of information. In keeping with the power law dynamic, these hubs grow even
stronger and gain more influence over information, discourse, and agenda. Thus, Hamas effectively controls
the controllers of information and blurs the boundaries between virtual and physical to target its internal
and external enemies.

Hamas’s online-related strategies reflect a de facto adoption of the hybrid practice of connective
mobilization tools, which allows young Palestinians freedom of independent action while simultaneously
allowing Hamas to influence their discourse. From a theoretical perspective, these strategies show that
power diffusion is not unilateral and that traditional hierarchies can adapt to this global shift and even
leverage it with a sophisticated response to promote their agendas. The specific West Bank circumstances
intensify the impact of these efforts. Social networking sites currently serve as the principal moderator of
Palestinians’ external relationships, especially with Israel. Unlike previous generations, few young
Palestinians have any acquaintance with Israelis other than soldiers and settlers.
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