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(Generative) Al and Disinformation
Introduction
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Generative artificial intelligence (GenAlI) represents a pivotal development in the
contemporary information ecosystem. Large Language and Image Models now enable
rapid and scalable creation of (hyper)realistic yet synthetic content. As these models
become more accessible and sophisticated, so too do their capacities to distort public
discourse, manipulate perceptions, and undermine trust in democratic institutions. At the
same time, these technologies offer promising tools for detection, resilience building, and
possibly countering falsehoods. As such, there is rapid global and cross-disciplinary
interest in understanding how AI-driven tools have added another dimension to the
existing challenge of disinformation. This Special Section brings together timely and
original scholarship on this challenge, with the aim to explore the multifaceted role of AI,
including how it can both contribute to, as well as potentially provide solutions to, the
problem of disinformation.
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In a world where public trust in scientific and democratic institutions is decreasing, the ability to
access credible, verifiable, and reliable information is vital. Some suggest, however, that a new world
emerged instead: a “post-truth” world in which ideologically driven opinions take precedence over expertise
and evidence (Lewandowsky, Ecker, & Cook, 2017). Within this landscape of the current digital age, false
information of various forms, modalities, and functions has revolutionized the way individuals engage with
the content they consume. Whereas misinformation is a type of false information that can be spread with
harmless or unknown intentions, disinformation is the kind that is specifically created to mislead and cause
harm (European Commission, 2018; Wardle, 2018) and the latter can vary on dimensions of motive and
facticity (Kapantai, Christopoulou, Berberidis, & Peristeras, 2021).
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For a while, artificial intelligence (AI) was regarded as a possible solution to the problem of
misinformation and disinformation, and indeed, the automation, scalability, and potential objectivity offered
by Al-driven technologies has had promise (Saeidnia et al., 2025). However, the worldwide rollout of
accessible generative Al (or GenAl) tools in late 2022 unleashed a new, unprecedented application of Al
that would allow individuals to generate outputs using simple text prompts within a matter of seconds
(Combs, Moyer, & Bihl, 2024). Large language models (LLMs; e.g., OpenAl’s ChatGPT) and image generator
models (e.g., Stability Al's Stable Diffusion) have since become rapidly adopted and frequently used in
various sectors of our everyday lives (Stokel-Walker & Van Noorden, 2023). These tools, when misused,
have also further exacerbated the problem of disinformation. For instance, visual disinformation such as
deepfakes have become far more sophisticated (Shoaib, Wang, Ahvanooey, & Zhao, 2023), whereas Al-
generated content that circulates as disinformation online has caused widespread alarm (Burgess, 2023),
particularly due to people’s inability to detect their authenticity (Cooke, Edwards, Barkoff, & Kelly, 2024;
Farooqg & de Vreese, 2025).

That said, it is not always the user’s deliberate misuse of the GenAl tool that results in misleading
output; inherent properties of these tools can also contribute to the spread of disinformation. GenAI models
are trained on pools of data that can contain prejudices or harmful stereotypes, leading to the generation
of content that may reflect and reinforce these biases (Zhou, Abhishek, Derdenger, Kim, & Srinivasan,
2024). Furthermore, functional limitations can result in models yielding outputs that contain outright
fabrications, also known as “confabulations” (Farquhar, Kossen, Kuhn, & Gal, 2024)—which, if not corrected,
can also lead to the circulation of misleading information. Scholars, journalists, and Al experts have warned
that GenAlI may blur the boundaries between truth and fabrication in unprecedented ways, eroding trust in
media and democratic institutions at a time of rapidly declining public confidence in traditional authorities
(Bontcheva et al., 2024; Flynn, 2023). It is perhaps for these reasons that Al-generated misinformation and
disinformation has topped the World Economic Forum’s (2024, 2025) list of perceived short-term societal
risks for two years in a row. Such risks, and their proximity, suggest a need for a more comprehensive
understanding of how these technologies may be contributing to further maligning our information
ecosystem, as well as establishing countermeasures and analyzing current and future policies. The European
Union’s (EU) AI Act is one such example of legislative interventions to ensure that Al-driven tools are safer
and more responsible—nonetheless, there is still a long way to go before these technologies, and the
companies that own them, launch products that are fully transparent, ethical, and accountable.

Another EU initiative, The European Digital Media Observatory (EDMO), is an interdisciplinary,
multinational network of researchers, policy experts, media literacy practitioners, fact-checkers, and more,
united by the common cause of tackling disinformation. In February 2024, the EDMO Conference on
Disinformation took place, convening over 120 researchers from various fields of expertise to critically
examine the evolving dynamics of disinformation (Farooq & de Vreese, 2024). Among the myriad topics of
the panels and discussions, the prominence of GenAl was undeniable, both in its role as an aggravator and
as a potential mitigator of disinformation. A dedicated panel on “Disinformation in an AI Age” showcased a
growing appetite for research interrogating the capacities of AI in a post-truth world. The contributions
featured here aim to build on that momentum, offering empirically rich and theoretically grounded insights
into Al's role in the production, spread, and potential mitigation of disinformation. This Special Section
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therefore aims to provide the latest investigations into this phenomenon from multiple perspectives and also
highlight underexplored avenues of research that require scholarly attention in the upcoming future.

The GenAlI and Disinformation Research Space

This Special Section of the International Journal of Communication is situated in the broader
research space exploring the link between (Generative) Al and disinformation, which has unsurprisingly
seen a recent uptick in contributions over the last few years alone. From a literature search of published,?
English-language works focusing on GenAlI and misinformation/disinformation, we found that the number of
works published in 2024 was more than double the number of works published in the preceding years
combined (see Figure 1).
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Figure 1. Number of works on GenAI and misinformation/disinformation by year of publication.

Researchers based in institutions within the United States were best represented in terms of
authoring research on this topic (see Figure 2).

' We used Scopus to perform a literature search of published research in the English language. We
searched for research with misinformation, disinformation, or “fake news” and also “generative AI” or Al-
generated in either the title, abstract, or keywords. Our search was limited to conference papers, articles,
reviews, and book chapters published in 2024 and earlier. This search yielded 314 documents, with the
earliest publication from 2020.
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Figure 2. Geographical representation of the institutions of authors who have published works
on GenAlI and misinformation/disinformation.
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Institutions in India, the United Kingdom, and China followed, with a total of 59 countries represented,
indicating a burgeoning global interest on this topic. Most of the research within our search had been published
in the subject area of computer science, followed by social sciences, and then engineering (see Figure 3).
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Figure 3. Number of works on GenAI and misinformation/disinformation by subject area. One
publication could fall into more than one subject area.

Observing the main thematic focus of each publication, four categories could be identified as being
the most prevalent (see Table 1).
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Table 1. The Four Most Prominent Themes Explored in Research on GenAI and
Misinformation/Disinformation.

Proportion of

Global
South/non-

Multimodal (text,

Real-world
Implementation/

Thematic Focus Works Western focus image, audio, video) Field Validation

1. Impacts of 40% Rare outside Usually text or Mostly experimental
Misinformation/ Western cases political deepfakes setups
Disinformation

2. Ethical, Societal 31% Predominantly Generally high-level Some empirical
and Regulatory Global North discussions about work, mostly case
Implications GenAlI broadly studies and surveys

3. Detection of 26% Geographical Mostly images, some Mostly lab
Synthetic focus is rare video/deepfakes tests/benchmarks
Content

4. AI-Powered 4% Nonspecific Focused on Some intervention

Solutions

countering multiple
forms of

testing, lacking
scalability

disinformation

Most commonly, research on this topic has focused on the effects and consequences of Al-
generated misinformation/disinformation, usually through experimental research. Following this was
research exploring the ethical concerns, policy challenges, and societal implications associated with
generative Al and its potential to create disinformation. The third most prominent thematic focus was the
detection of synthetic content, usually via the developing and testing of new techniques or methodologies
for identifying Al-generated content. Research focusing on harnessing Al to tackle disinformation (both Al-
generated and non-Al-generated) made up a small number of the publications in our search, suggesting a
need for further research along the lines of this highly necessary yet underrepresented theme.

How GenAI Coverage Affects Citizens

When it comes to tackling disinformation, there used to be widespread agreement in the scholarship
that one of the best ways to protect citizens from disinformation is by focusing on empowering them to
make their own, informed conclusions (Bulger & Davison, 2018). Encouraging citizens to make educated
and informed decisions based on evidence that they have assessed themselves has several benefits for the
purpose of progressing toward an independently informed citizenry. In this sense, journalism and media
and information literacy initiatives have become vital public communication and educational resources in
the battle against disinformation (Anstead, Edwards, Livingstone, & Stoilova, 2025; Frau-Meigs, 2022).
However, informing citizens about AI brings about a set of unique challenges. Al can be seen as a complex,
opaque technology (Carabantes, 2020) and citizens have various preexisting attitudes toward AI, including
who can be trusted to use it and for what purpose (Araujo, Helberger, Kruikemeier, & de Vreese, 2020;
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Fletcher & Nielsen, 2024). Media coverage of Al, such as in recent years, has often focused on the negative
outcomes of Al-driven technologies and Al-generated outputs—particularly in relation to amplifying
misinformation and disinformation (see, for examples, “A.I.-Generated Content Discovered,” 2023; BBC
News, 2023; “Could ChatGPT Become,” 2023; Klepper & Swenson, 2023; Menon & Khare, 2023). It has also
been argued that the fears about GenAl’'s impact on the problem of misinformation have been greatly
exaggerated by, among others, journalists (Simon, Altay, & Mercier, 2023). Against this backdrop,
understanding the impact of negative news coverage of GenAl on citizens is paramount.

Dobber, Hameleers, Starke, and van der Meer set out to explore whether news articles covering
the influence of GenAl on disinformation would increase reliance on journalism, depending on the framing
of the coverage. From their experimental findings with a sample of Dutch citizens, they found that regardless
of the framing, exposure to news coverage about GenAl did not increase trust in or reliance on journalism.
Against their predictions, they instead found that being exposed to negatively framed news articles on the
threat of Al-generated disinformation actually decreased participants’ trust in journalism. Given the
relatively high level of media trust in The Netherlands (Humprecht, Esser, & Van Aelst, 2020), this is a
particularly significant finding that indicates the consequences of negatively framing public communication
about GenAl and its role in the information ecosystem.

In line with the way the news media has covered GenAlI by focusing on its negative potential, Tulin,
Pantazi, Starke, Sivolap, and Dobber investigated the effects of preemptively warning citizens about AI-
generated disinformation in the form of a GenAl literacy intervention. A representative sample of Canadian
adults were exposed to a short explainer video about how GenAl tools can be used to create political
disinformation. While watching the video did indeed result in a decrease in participants’ perceptions of the
credibility of disinformation, it also decreased their credibility perceptions of real news. As with Dobber and
colleagues, these studies reveal the negative consequences of communicating the dangers of GenAl to the
public, particularly in relation to journalism. For the purpose of maintaining the importance of journalism
and literacy initiatives in an information landscape marred with disinformation, the findings of these studies
provide much-needed insight into how citizens may be influenced by the nature of Al-generated
disinformation coverage in the news.

AI in the Political Sphere

The conversation about Al in recent years has been dominated by concerns around the possibility
of Al-generated content proliferating the political landscape. Ahead of the 2024 election year, where 64
countries held elections in which around half of the world’s population could vote, speculation about the
potential for a flood of AI-generated political content influencing voters and compromising democracies was
rife (de Vreese, 2024; Moleda-Zdziech et al., 2024; Simon & Altay, 2025). Across the 50 countries holding
national elections in 2024, analyses showed that a vast majority (80%) had cases of election-related
multimodal GenAl content (Trauthig, Valenzuela, & Howard, 2025). Of these cases, almost three-fourths
(69%) was described as having a negative impact on elections, such as by propagating harmful or misleading
narratives. However, positive uses of GenAl in electoral campaigns were also noted, though such examples
are harder to come by (OECD, 2025). Therefore, ongoing global and balanced assessments of the role of
Al-driven disinformation are needed in order to judge their impact on electoral processes and democracy
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more broadly. In their systematic review, Grub and Humprecht collated scientific articles that have
investigated the role of Al in relation to online disinformation in political contexts. They identified key trends
and highlighted gaps in the literature, for instance by spotlighting how bot networks have been used
repeatedly across political campaigns, and yet remain understudied in relation to their impact on political
behavior. This review, thus, provides a much-needed overview of the current academic knowledge in this
space, laying the groundwork for future work.

One of the most prevalent and effective forms of Al-generated political disinformation is in the form
of a deepfake. By combining both visual and audio modalities, these synthetic videos are created using
machine learning algorithms, with particularly alarming levels of convincingness (Lee & Shin, 2022). Visual
information—such as in the form of a deepfake—tends to be processed with far more ease and is
subsequently better able to be retrieved from memory (Dan et al., 2021; Stenberg, 2006). As such, due to
the availability of copious visual material of public figures, creators and disseminators of deepfakes have
certainly exploited political actors to a notable extent, indeed contributing to the declining trust and
uncertainty among the public with regards to accessing accurate information (Vaccari & Chadwick, 2020).
In experimental settings, political deepfakes can have marginal effects on individuals’ perceptions of
politicians (Dobber, Metoui, Trilling, Helberger, & de Vreese, 2021) and research has also implicated
politically interested individuals to be those most likely to also share political deepfakes (Ahmed, 2021). In
recent high-stakes elections, deepfakes have been a clear weapon of choice, used both to mislead voters
about political candidates (Scott, 2024) and used by political candidates to mislead voters (Galer, 2024).
Deepfakes are therefore one of the forms of Al-enabled disinformation that provoke widespread fears about
their impact on democracy (tabuz & Nehring, 2024).

In their study, Wack and Parry investigated the influence of the ethnic makeup of targeted
deepfakes on participants’ support for the Cape independence movement in South Africa. The findings of
their experiment revealed that despite the independence movement being predominantly relevant to the
white population of the Western Cape, when a message of support via a deepfake was delivered by a non-
White synthetic avatar, participants indicated increased support for the movement—albeit to little effect. A
more pronounced effect on support for the movement was found when Black participants were shown a
Black synthetic avatar in the deepfake message. This study provides much-needed insight into the
sociopolitical dynamics of a region vastly underrepresented in the disinformation literature (Broda &
Stromback, 2024) while also highlighting how political movements may be able to utilize GenAl to target
individuals and garner support in unprecedented ways.

When it comes to mitigation strategies against Al-generated political disinformation, the need for
Al literacy has been emphasized (Chu-Ke & Dong, 2024) and has also been evaluated in this collection of
works. In Tulin and associates, their GenAl literacy intervention was more effective in inducing skepticism
among citizens regarding the veracity of news when it involved information about generating political
disinformation rather than information about generating art. In Wack and Parry, Al literacy was a better
predictor of citizens’ ability to identify Al-generated deepfakes compared to digital literacy. However, when
the participants of their study shared an identity characteristic with the avatar depicted in the deepfake, Al
literacy was linked to being less likely to identify the deepfake as being AI-generated. These works suggest
that in order to address Al-generated political disinformation, the efficacy of strategies such as increasing
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Al literacy may also come about with caveats, and further evidence is needed to understand how best to
successfully apply such strategies.

Exploring Al as the Antidote to Disinformation

Harnessing Al as a potential tool against disinformation has indeed been widely discussed and
attempted. A systematic review by Saeidnia and colleagues analyzed studies over a ten-year period from
2014-2024 in which Al-driven technologies were enlisted to “detect, analyze, and mitigate the impact of
misinformation” (Saeidnia et al., 2025, p. 3139). Their review of 76 studies revealed a wide range of ways
in which the abilities of Al systems could be leveraged to identify and tackle misinformation and
disinformation at scale and across many social media platforms. On the one hand, using Al systems to
moderate copious amounts of false online content, including disturbing and illicit content, can present the
ideal solution to having humans endure this process (Gillespie, 2020). On the other hand, the biases in the
training data of the Al systems may simply result in the regurgitation of harmful representations, even for
such moderating or classifying tasks (Binns, Veale, Van Kleek, & Shadbolt, 2017; Gorwa, Binns, &
Katzenbach, 2020). There is therefore a crucial need to advance scholarship around how AI systems can be
used to tackle disinformation to better establish the potentials and shortcomings of such technologies.

In Larraz, Salaverria, and Serrano-Puche’s investigation, journalists in collaboration with computer
scientists enlisted AI to automate the analysis of disinformation narratives in relation to a specific case in
Europe. When compared, LLM-generated narrative analyses aligned well with manual narrative analyses,
suggesting a complementary methodology for unpacking disinformation narratives at scale. Though the
authors highlight the limitations of the automated analyses, such as the lack of specificity and the propensity
to be too literal in interpretations, their conclusions suggest a space for Al-assisted journalistic practices as
a means for tackling disinformation on a large scale.

In another study comparing the efficiency of humans to Al-driven operations, Tang, Burston, Sun,
Vraga, and Bode experimentally explored the effects of presenting U.S.-based parents with vaccine
misinformation corrections from either a bot or a user on the platform Reddit. Their findings indicated that
in the first round of corrections, a bot was effective in correcting misperceptions, but a user’s correction was
not. However, in a second round of misinformation exposure, bots were no longer effective in correcting
misinformed beliefs, suggesting their inability to correct misinformation after a certain point. This research
has implications for the efficacy of Al-assisted corrections of misinformed beliefs, and in particular, the
shortcomings of Al as a tool against misinformation when false beliefs are already entrenched—such as for
topics like vaccines. For the tackling of disinformation using interactive and conversational forms of Al-
driven technologies, this research makes a vital contribution to the current state of knowledge.

Journalism: Under Fire and on the Frontlines

Amid the battle against disinformation, journalism stands out as one of the key democratic
institutions on the frontlines. Nonetheless, faltering trust in news organizations across the world (Park et
al., 2024), aided by populist politicians’ attacks on journalists accused of being part of the very elite
responsible for disseminating disinformation (Egelhofer, 2023), has left citizens disillusioned by the
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disinformation problem and seeking out alternative media outlets for their news (Hameleers, Brosius, & de
Vreese, 2022). With the dawn of accessible Al and the advanced generative capabilities of Al systems,
journalism and journalists have had to reckon with the challenge of reporting on an unprecedented scale of
misleading content, including during major political events (Stock, 2024). Simultaneously, journalists
around the world have also started adopting AI technologies within their practices (Adjin-Tettey, Muringa,
Danso, & Zondi, 2024; Brigham, Gao, Kohno, Roesner, & Mireshghallah, 2024; Dodds, Zamith, & Lewis,
2025) such as for fact-checking (Dierickx, Lindén, & Opdahl, 2023). Citizens, however, remain unconvinced
about the adoption of GenAl in newsrooms—Ilargely, trust in news organizations’ responsible use of GenAl
was below average across six different democracies, though human journalists were still preferred to Al as
sources of news (Fletcher & Nielsen, 2024). This marks a pivotal moment for journalism and its role in
protecting citizens against disinformation.

In Mattis and de Vreese's literature review on the impact of GenAl on journalism, they reflect on the
possible risks and benefits of GenAl adoption in newsrooms for the purpose of addressing disinformation. While
automation may facilitate the rate of certain practices, such as fact-checking, other practices, such as news
gathering using GenAlI, may result in the propagation of harmful and false narratives. This review is therefore
a timely exploration of the intersection of GenAl and journalism and what it means for disinformation.

There may, however, be a need for journalists to adapt in different ways. In Larraz and colleagues’
investigation, the collaboration between journalists and computer scientists is spotlighted as being key to
the successful implementation of Al-assisted disinformation narrative analysis. For citizens to return to
journalism in the age of AI and Al-enabled information threats, Dobber and associates’ study has significant
implications, suggesting that the negative framing of the threat to citizens’ information ecosystem may not
be the most conducive to engendering trust in journalism. Rather, bringing attention to journalism’s role in
protecting citizens in the AI age may be a more valuable strategy.

Safeguarding Citizens Through Scalable Solutions

For citizens navigating an environment that they already deem to be marred with disinformation,
the prospect of Al-enabled technologies capable of producing hyperrealistic content at a large scale is more
daunting than ever. Such sentiment has been captured in surveys of citizens from eight countries (Argentina,
Brazil, Germany, Japan, South Korea, Spain, the United Kingdom, and the United States), a vast majority
of which (87%) claimed their top concern was online misinformation, followed by Al-generated false content
(Ejaz, Fletcher, Nielsen, & McGregor, 2024). As for platforms, their efforts to moderate false content at scale
with support from Al systems has been criticized as being more likely to worsen existing issues rather than
find solutions for them (Gorwa et al., 2020). Within this landscape, the need for scalable solutions to the
problem of disinformation has never been more apparent.

One such solution may be through regulation. Moledn presents an analysis of the policy documents
from European institutions and platforms involved in the EU’s Strengthened Code of Best Practices on
Disinformation (CoP). Using sociotechnical imaginaries as a theoretical framework, Moledn concludes that
the European Union’s strategy prioritizes scalability and efficiency using Al over a more thoughtful and
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deliberate consideration of strategies that take into consideration the rigidity and unpredictability of such
technologies, as well as the ever-changing political landscape.

Experimental explorations are also much needed for understanding the efficacy of scalable solutions
to the problem of online disinformation. For instance, in Tang and cohorts’ experiment involving AI-powered
misinformation correction, bots are investigated as a tool for countering false narratives online, and their
potential to evolve into conversational partners for the purpose of alleviating misperceptions is also
discussed. It is, nonetheless, altogether clear that long-term, scalable solutions require much more scholarly
attention and scrutiny, and with citizens’ best interests always at the center.

The Dual Role of AI

Finally, this Special Section is also enriched by contributions which provide overarching analyses of
the role of AI in disinformation research and disinformation governance. As Al technologies become more
sophisticated and their capabilities harnessed into tools accessible to wider sections of society, it is of utmost
importance to gather the evidence so far and identify patterns as well as gaps. In Grub and Humprecht'’s
systematic literature review of the disinformation research, Mattis and de Vreese’s (202X) literature review,
and in Moledn’s examination of the EU’s Strengthened Code of Best Practices on Disinformation (CoP), the
role of AI has been described as twofold: as a contributor as well as a solution. This, of course, reflects the
nature of this Special Section as well. Grub and Humprecht highlight the need for more synergies between
computer and social sciences, particularly in relation to strengthening and building upon theoretical
frameworks. Mattis and de Vreese stress the importance for journalists to uphold their position as a key
tenet of democracy, particularly in the wake of widespread platform dependence. Lastly, Moledn concluded
that policy decisions around disinformation and AI must integrate both democratic principles and
technological innovation. Thus, all three of these analyses identify areas of their domains that require more
collaboration and unity for the purpose of promoting long-term resilience in the fight against disinformation.

The Contribution of This Special Section

This Special Section brings together the latest scholarship on one of the most urgent societal issues
of our time. Overall, this collection of articles underscores both the negative potential of Al-driven
technologies, such as by opportunistically targeting citizens for political campaigns (Wack and Parry), while
also highlighting their promise in assisting the work of those tackling disinformation at scale (Larraz et al.;
Tang et al.). Although, informing citizens about the misuse of GenAl may in turn lead to the reduced efficacy
of literacy interventions and journalism (Dobber et al.; Tulin et al.). Finally, analyses of the overarching role
of Al in political contexts, journalism and governance reveals both the dual nature of Al in the fight against
disinformation, and the need for more collaborative efforts (Grub and Humprecht; Mattis and de Vreese;
Moledn). See Table 2 for a summary of the articles.
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Table 2. Articles in the Special Section.

Article Methodology Outcomes Explored
Dobber et al. Experiment 1. Trust in journalism
2. Intended use of journalistic sources
3. Importance of journalistic principles
Grub and Humprecht Systematic Review Key coding variables:

1. Focus: dissemination and generation (looking
at target groups, disseminators, strategic use,
impact, effect, and countermeasures)

2. Focus: detection (stakeholders, models,
practical applications, reliability, language use,
platforms, and limitations)

Larraz et al. Case Study Fact checks about the farmer’s protest in Europe
Mattis and de Vreese Literature Review 1. Public perceptions of GenAl in Journalism
2. Current adoption, risks and opportunities of
GenAlI in journalism according to news media
professionals
3. Practical applications of GenAl in Journalism
4. Broader discourse and debates around GenAl
in journalism
Moledn Qualitative Eight analytical dimensions:
Documentary 1. Type of framing (AI as a solution, problem or
Analysis dual approach)

2. Negative perception (scalability, erosion of

trust, etc.)

3. Function attributed to AI (moderation,

verification, tracking, etc.)

4. Projected image (explainable and fair AI,

inevitable solution, etc.)

5. Level of automation (total, with human

verification, complementary)

6. Narrative justification (efficiency, reliability,

protection, etc.)

7. Responsible actor (platforms, EU institutions,

verifiers)
8. Adopted tone (institutional, metaphorical)
Tang et al. Experiment 1. Belief accuracy in false claims

2. Attitudes toward the HPV vaccines
Tulin et al. Experiment Truth ratings
Wack and Parry Experiment Party support measures

This Special Section, while paving the way for future explorations, also brings to light underexplored

areas of academic inquiry that require attention. For instance, many online spaces (e.g., user comment
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sections online, search engines, emerging social media platforms) that may harbor disinformation have
become either infiltrated by or integrated with AI technologies (Memon & West, 2024). What effect could
this rapid inclusion of AI have on the level of disinformation in these spaces? With social media platforms
even enlisting LLMs to generate notes that provide context to misleading social media posts (Li et al., 2025),
including those generated with AI, there is an urgent need to explore the impact of using LLMs as a content
moderation tool while issues inherent with LLMs’ lack of transparency and accountability persist (Gorwa et
al., 2020). Furthermore, as individuals move to LLMs for information retrieval (Gillespie, Lockey, Ward,
Macdade, & Hassed, 2025), how do the limitations within these models affect the most vulnerable
populations in society, and what implications does this have for efforts to counter disinformation? Al agents,
such as chatbots and virtual assistants, may be used to verify information about politically salient topics,
though performances can vary according to the LLM (Kuznetsova et al., 2025). This raises questions about
how individuals perceive the trustworthiness of such LLM-driven tools and how they establish which ones
are more trustworthy than others. These identified research gaps in the current literature present a host of
opportunities for future research within this space. Overall, understanding how new and evolving uses of
Al-driven and Al-integrated technologies may be influencing the spread of disinformation is a particularly
relevant avenue of future research at this stage.
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