
International Journal of Communication 19(2025), 930–952 1932–8036/20250005 

Copyright © 2025 (Jess Reia and Luã Cruz). Licensed under the Creative Commons Attribution Non-
commercial No Derivatives (by-nc-nd). Available at http://ijoc.org. 

 
Smart-Washing the City: A Study on the Privatization of Urban Digital 

Infrastructures in the Global South 
 

JESS REIA 
University of Virginia, USA 

 
LUÃ CRUZ 

Universidade Estadual de Campinas (Unicamp), Brazil 
 
Over the past 15 years, various approaches to urban intelligence have emerged, with 
significant critical work examining smart cities and data extractivism. Yet, there has been 
relatively limited research into the socio-political impacts of the smart city agenda, 
particularly concerning digital rights, digital infrastructure privatization, and the right to 
the city in the Global South. In Latin America, civil society organizations and investigative 
journalism have been instrumental in highlighting concerns related to surveillance, 
privacy, and data protection. This article analyzes what we call the “smart-washing” of 
digital infrastructures in Brazilian cities, leading to increased privatization of urban 
services and the indiscriminate, technosolutionist use of artificial intelligence. This process 
occurs under the guise of a corporate-led smart city agenda despite existing regulatory 
frameworks safeguarding digital rights or public interest advocacy. The Brazilian case 
holds relevance for the global community, as it affects issues of communication, digital 
infrastructure, and fundamental rights. 
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Varied approaches to urban smartness have proliferated over the last 15 years, with a 

substantial part of the literature offering critical takes on smart cities and data extractivism worldwide 
(Antenucci, 2021; Datta, 2008; Kitchin, Lauriault, & Cardle, 2018; Morozov & Bria, 2018; Niaros, 2016; 
Poli de Figueiredo, 2018; Reia & Cruz, 2023; Söderström, Paasche, & Klauser, 2014). However, 
comparatively fewer studies have examined the socio-political impacts of the smart city agenda at the 
intersection of digital rights, privatization of digital infrastructures, and the right to the city in the 
Global South. In Latin America, civil society organizations (CSOs) have played a crucial role in shedding 
light on issues of surveillance, privacy, and data protection (Al Sur, 2021), while investigative 
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journalism has been key to raising concerns about the deployment of data-centric technologies in public 
spaces.1 

 
This article analyzes the “smart-washing” of digital infrastructures in Brazilian cities, a process that 

drives increased privatization of urban services. The term is adapted from similar concepts like greenwashing 
(de Freitas Netto, Sobral, Ribeiro, & da Luz Soares, 2020) in environmental issues and ethics washing (Bietti, 
2020) in big tech. Smart-washing occurs under the guise of a smart city technopolitical agenda (Kurban, 
Peña-López, & Haberer, 2017; Winner, 1980) driven by industry and corporate interests. 

 
We argue that the processes unfolding in Brazil are relevant to the international technology policy 

community because of their impact on urban communication (Jassem & Drucker, 2017), infrastructures, 
freedom of expression, and fundamental rights. Additionally, this study is important to communication 
studies for three reasons. First, it links long-lasting questions in the field—questions of regulation, lobbying, 
and privatization—explored by media scholars over the decades (Ihlen, Valentini, Davidson, & Shavit, 2020; 
Winseck, 1995) to the current analysis of artificial intelligence (AI) deployment across society. Second, it 
offers insights into discussions on the materiality of media (Lievrouw, 2014) by examining digital public 
infrastructures (DPI)—from connectivity to data centers—necessary for urban smartification. Lastly, it 
highlights the importance of communication studies to urban studies while addressing the built environment 
that helps us understand how emerging technologies are represented, narrated, and marketed. 

 
Smart-washing parallels the historical privatization of telecommunications governance (Lima, 

2011; Mody, Bauer, & Straubhaar, 1995; World Bank, 2005), where corporations manage public 
infrastructures through long-term contracts, often leading to reduced state ownership (Kettl, 1993) and 
involving (unregulated) lobbying (Winseck, 1995). Our study shows that, in smart cities, this process is 
even more opaque. The transference of urban services and digital infrastructures to the private sector via 
public-private partnerships or procurement catalyzes proprietary, non-interoperable solutions or the 
acquisition of off-the-shelf solutions that provide one-size-fits-all products to very different cities. 

 
By anchoring our work in the vast transdisciplinary networks of knowledge production around 

the role of technologies in cities, we aim to bridge communication studies, emerging digital rights 
scholarship, and critical data studies. The privatization (Dannin, 2005) of public digital infrastructures in 
Brazilian urban spaces (Voorwinden, 2021) has been ongoing, notably in spectrum allocation policies 
(Mizukami, Reia, & Varon, 2014), connectivity, Internet universalization (Penteado, Souza, Fortunato, & 
Silveira, 2016), and Internet governance (Belli, 2015). Recently, the emergence of generative artificial 
intelligence, large language models, and synthetic media has posed new challenges to the privatization 
of digital infrastructures in local governments—especially data centers, fiber optic cables, and control 
rooms (Hirata & Cardoso, 2016). Loopholes in regulatory frameworks can be exploited by private 
interests, while narrow views of what constitutes “smart” and “urban intelligence” give way to corporate 
agendas in establishing policy priorities. 

 

 
1 See, for example, the series “Quem paga a conta?” (“Who pays the Bill?) on corruption, lobbying and 
technology in Brazilian cities published by Intercept Brasil (2023). 



932  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

Here, we view urban intelligence beyond just smartness and data-centric projects, drawing from 
Shannon Mattern’s (2021) reflections on the critique of computational efficiency. Another crucial aspect is related 
to a critical view of corporatization of the smart city narrative (Söderström et al., 2014), where we aim to resist 
“the temptation to assume that the smart city will work or be materialized in exactly the way the corporate 
imaginary lays out” (Sadowski & Bendor, 2019, p. 556) while examining cities of different sizes in Brazil. 

 
Corporate storytelling in smart city initiatives also contributes to the hierarchization of cities in 

rankings based on the purchase and adoption of specific technologies, generating “smartmentalities” that 
influence urban identities (Vanolo, 2014). As we see it, the smart city agenda shifts our focus to a short-
term understanding of our territories through big data (Batty, 2013), selling the promise of efficiency 
(Kitchin, 2015; Kitchin et al., 2018; Niaros, 2016), alongside improved governance mechanisms that not 
only automate services but also seek to monitor and control the city (Meijer & Bolívar, 2016). 

 
Building on the literature critiquing “technosolutionism” (Morozov, 2013) and technological 

shortcuts aimed at addressing centuries of inequality in a country like Brazil, this article also offers 
perspectives on issues of digital colonialism (Ávila, 2020; Lippold & Faustino, 2022) and data colonialism 
(Cassino, Souza, & Silveira, 2021), especially when transnational companies influence local data policies 
and governance—whether through operation centers or hardware provision. The findings presented here 
engage with the reflections of scholars concerned with social justice in the advance of datafication, also 
known as data justice (Dencik, Hintz, & Cable, 2016; Dencik & Sanchez-Monedero, 2022; Taylor, 2017), 
while working toward the democratization of urban technology (Morozov & Bria, 2018) and consolidating 
networks of public interest technology (McGuinness & Schank, 2021). 

 
Another key aspect that guides this work is the focus on human rights in a digital context, also 

known as digital rights (Pangrazio & Sefton-Green, 2021; Taylor, 2017), and an intersectional approach that 
considers issues of fairness (Hoffmann, 2019), gender identity and expression (Silva, 2021; Wood, Ringrose, 
Gutierrez, Stepanovich, & Colson, 2022), race and ethnicity (Benjamin, 2019; Carroll et al., 2020), 
disabilities (Claypool, Carey, Hart, & Lassiter, 2021) and ethical considerations (Wagner, 2018; Ziosi, Hewitt, 
Prathm, Taddeo, & Floridi, 2022). 

 
Given that corporate power, networks of civil society, and academic collaboration are transnational, 

we build upon knowledge sharing from the Global South. Brazil has been an international leader in digital 
policy (Arnaudo, 2017) and the right to city movements (Gordilho Souza, 2018; Maricato, 1985; Tavolari, 
2016), which have significantly influenced reflections on the “smartification” of digital infrastructures in 
urban spaces (Firmino, Kanashiro, Bruno, Evangelista, & Nascimento, 2013; Gaffney & Robertson, 2018; 
Israel, 2019; Poli de Figueiredo, 2018; Reia & Belli, 2021) and their impacts on historically marginalized 
communities (Silva, 2020; Souza & Zanatta, 2021). Understanding this context provides tools to better 
comprehend the dynamics between corporate power, policymaking, and civic engagement (Brandusescu & 
Reia, 2022) within the complex smart city agenda for the Global South. 

 
Beyond scholarly literature and white papers, our work draws on the crucial knowledge produced 

by CSOs, think tanks, and independent research centers addressing pressing issues that require rapid 
response or positioning. For this reason, we included reports and white papers that question facial 
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recognition systems (Nunes, 2022; Raji et al., 2020), raise privacy concerns (Privacy International, 2017), 
and highlight the broader risks of human rights violations (Access Now, 2021b) resulting from algorithms 
that reproduce racism and gender discrimination (Silva, 2020; Silva & Varon, 2021). We consider a 
multistakeholder approach to this agenda crucial, but are aware of its shortcomings (Sambuli, 2021) and 
the many challenges of civic engagement with data in smart cities (Baibarac-Duignan & de Lange, 2021). 

 
This article is divided into three parts. The first part categorizes the smart city ecosystem in Brazil 

and identifies stakeholders based on fieldwork at smart city expos and forums. The second part situates our 
work within a policy and legal context, focusing on unregulated lobbying and public-private partnerships as 
enablers of smart-washing. The third and final part presents significant industry-led smart city policies 
centered on the privatization of digital infrastructures and examines how other actors navigate this scenario. 

 
Methodological Framework 

 
The findings of this article are based on fieldwork conducted in Brazil between 2018 and 2022 as 

part of a research project initially funded by the Open Society Foundations. This project evolved into a 
continuous inquiry into the smart-washing of urban services and digital infrastructures in Brazilian cities. 
Given the scope and timeframe of the project and the challenge of studying a complex object like a smart 
city ecosystem, we opted for a combination of research methods. First, we conducted a literature review 
that encompassed both national and international analyses of smart cities, including but not limited to 
scholarly papers, books, edited volumes, industry and civil society reports, and official documents covering 
the topic. We also conducted a legal and policy analysis of relevant documents, legislation, charters, white 
papers, and policy recommendations. Additionally, whenever information was not publicly available, we 
relied on the Access to Information Law (“Lei de Acesso à Informação,” Law 12.527, from 2011)—the legal 
equivalent of the Freedom of Information Act (FOIA) in Brazil. 

 
To fill the gaps in the literature and understand the politics behind the deployment of big data 

technologies in the country, we conducted fieldwork to investigate how stakeholders relate to each other 
in the smart city ecosystem. Fieldwork was divided into two parts: semi-structured in-depth interviews 
with key stakeholders and specialists (such as researchers, government representatives, civil servants, 
company representatives, and expo organizers) and participant observation at operation centers (COR and 
Instituto de Cidades Inteligentes), as well as three of the largest smart city expos and forums in Brazil. 
Access to these spaces was made possible by dedicating a significant portion of our funding to cover 
entrance fees, which granted us access to discussions and exhibitions that are rarely present in the 
literature, mainly because of the exorbitant admission prices and limited engagement with academia and 
civil society in their programming.2 

 

 
2 The barriers to admission will be discussed in more detail in this article, but it is relevant to acknowledge 
that, often, a single ticket to smart city expos can cost more than the monthly minimum wage in Brazil. 
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A third point worth mentioning is the authors’ involvement with public interest advocacy, including 
their participation in public hearings about the deployment of data-centric initiatives in urban spaces.3 From 
public hearings to networked campaigns at the state and local levels, the experience gathered over the last 
10 years is reflected here. 

 
In terms of geographical scope, we looked at cities that were (1) drafting smart city master plans 

with consultancies leading the process (Juazeiro do Norte, Salvador, and Vitória); (2) invested in flagship 
operation centers (Rio de Janeiro); (3) awarded global smart city awards (Rio de Janeiro and Curitiba); and 
(4) hosting large smart city expos (São Paulo and Curitiba). 

 
Categorizing the Smart Cities Ecosystem in Brazil 

 
Eduardo Paes, elected Mayor of Rio de Janeiro three times, addressed an enthusiastic audience in 

a 2012 TED Talk, saying he had the best job in the world (Paes, 2012). Rio was in the spotlight for a few 
years, especially after it was selected to host the 2016 Olympic Games and the 2014 FIFA World Cup. Around 
the time of the announcement, in November 2009, the British newspaper The Economist featured a cover 
of Christ the Redeemer at Corcovado, a famous tourist destination in Rio de Janeiro, being launched into 
the sky with the headline “Brazil Takes Off” (The Economist, 2009). The upcoming megaevents were not 
the only reason to hope for a better future for Brazilian cities but were catalysts of a wide range of changes. 
In the four commandments of cities presented by Paes, the fourth one stated that “a city of the future has 
to use technology to be present” (Paes, 2012, 00:10:56). 

 
During Paes’ mandate, the municipal administration implemented a series of data-centric solutions, 

such as Rio’s Center of Operations (Centro de Operações do Rio - COR). Paes “enlisted IBM Brazil to build 
COR [. . .] at a cost of R$14m,” being promised as “the world’s most ambitious urban command centre” 
(Frey, 2014, para. 13) with the goal of integrating different departments, monitoring the city in real-time, 
and predicting problems that needed a rapid response (Centro de Operações Rio, n.d.). This endeavor led 
to international awards. In 2013, Fira Barcelona, the organization responsible for the Smart City Expo, 
selected Rio as the winner of the World Smart City Awards in the City category (Lecha, 2013). Other cities 
in Brazil, like Manaus in the Amazon region, followed the trend (G1 Amazonas, 2020), developing their own 
operation and control centers. 

 
Behind these achievements is the pursuit of efficiency through big data and data science tools. COR 

uses data sets integrated from over 30 municipal departments and immense dashboards as a promise to 
improve urban life. Struggling with violence, floods, traffic, and inequality, Rio hosted the megaevents amid 
social opposition and was left to deal with the aftermath of the games: debt, corruption scandals, and the 
2016 election of a right-wing mayor who discontinued many of the big data projects developed at COR. The 
budget cuts, combined with a new focus on using big data for public security and order, diminished COR’s 
ability to function as a broader urban command center. The following years saw the intensive deployment 

 
3 See, for example, a summary of the public hearings at Beltrão (2022) and Câmara Municipal do Rio de 
Janeiro (2021). 
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of facial recognition systems in the city, resulting in false positives and wrongful arrests (Fantti, 2019). 
When re-elected, Paes spent the first day of his new mandate, January 1, 2021, at COR (Callegari, 2021). 

 
The political context heavily influences the deployment of data-centric projects at the local and 

federal levels in a complex multistakeholder ecosystem. In Brazil, the instability following President Dilma’s 
impeachment, alongside the election of an authoritarian, far-right government (Pinheiro-Machado & Scalco, 
2020) that defunded science and technology, hindered efforts to safeguard data protection. Instead, it was 
used to deny FOIA-equivalent requests (Tecnoblog, 2022) and impose a 100-year sigil on public data (BBC 
News Brasil, 2022). Connections between corporate power and government deepened, narrowing 
opportunities for civic engagement or promoting a positive agenda (Reia & Cruz, 2023). 

 
The promotion of smart-washing often centers on private interests, not because of a market flaw 

but by design. Brazil’s smart city ecosystem encompasses several stakeholders beyond well-known players 
like transnational companies. A key focus of our project has been identifying categories, organizations, and 
individuals within this ecosystem. Consequently, we mapped the main stakeholders presented below (Figure 
1) in an exploratory systematization. 

 

 
Figure 1: Main categories of stakeholders in the Brazilian smart city ecosystem. 

Source: Created by the authors based on fieldwork material. 
 
The Brazilian smart city ecosystem portrays, expectedly, large influence from industry and 

corporate power operating in various areas, such as transnational companies known for their participation 
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and investment in products marketed as “smart city” (Huawei, Cisco, IBM, and Engie).4 It also includes 
Brazilian companies operating at the national, regional, and local levels, as well as concessionaires and 
national and international consultancy firms working with or for local governments to provide expertise, 
products, and services branded as “smart.” The public sector has major players as sponsors and 
consumers of technology, especially through development agencies and banks that facilitate closed-door 
negotiations with companies. We also want to highlight the role of academic institutions, specialists, and 
CSOs in shaping the debate, even though they are often excluded from certain privileged spaces of 
marketing and lobbying. 

 
These stakeholders interact with each other in different spheres at the local, regional, and 

transnational levels. For this article, we consider the expos and forums dedicated to advertising smart city 
products and services as spaces where skewed power dynamics between the ecosystem’s categories 
intersect and are intensified. In these selective spaces of restricted admission, the companies not only 
showcase their technological solutions for urban territories but also allow the market to self-regulate 
(Stockmar, 2016) and create specific, artificial demands (Reia & Cruz, 2023). 

 
Smart-Washing at Play: Expos, Forums, and VIP Rooms 

 
We attended three expos in the South and Southeast regions: Smart City Expo Curitiba (for two 

consecutive years, 2018 and 2019), Smart City Business America Congress & Expo (2018, in São Paulo), 
and Connected Smart Cities (2018, in São Paulo). Funding, institutional support, and sponsorship for these 
events are aspects that reveal details about the ecosystem and its networks of power, capital, and 
infrastructure. The main role of these expos goes beyond merely advancing the adoption of the smart city 
concept; it also exerts pressure on the public sector in Brazilian municipalities to adopt the smartness 
agenda. Often, mayors and public servants attend the fairs and get in touch with the latest technological 
“solutions” the smart city market offers. At the Smart City Expo Curitiba, for instance, the mayor delivered 
the opening speech in the presence of local and regional media, and state-level policies for tax incentives 
for electric vehicles were signed publicly (Cerveira, 2019). It is worth mentioning that this Expo also featured 
“VIP Lounges” where mayors and companies could negotiate freely but access to these spaces was restricted 
to researchers. At the Connected Smart Cities event, mayors (or their representatives) received awards 
based on the smart city ranking created by the organizers. 

 
The expos share many similarities. They all benefit from financial and institutional support from 

private companies, transnational and local consultancies, and federal, state, and municipal government 
agencies. All three expos had designated areas—sometimes open to the public, sometimes closed to those 
who paid for admission—with booths for displaying products and services, combined with paid-only areas 
that showcased panels and networking opportunities between state and non-state actors. Some of these 
events also included tours to data centers and operation centers in their programs, such as a short visit to 
the Instituto das Cidades Inteligentes (ICI) in Curitiba. 

 

 
4 All the aforementioned companies were sponsors of the expos we have studied. 
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As expected, these smart city expos have become consolidated in Brazil as spaces for promoting 
business focused on datafication, primarily driven by private interests and disconnected from historical 
debates on the right to the city (Lefebvre, 1968; Maricato, 1985) and digital rights. The spaces catalyzed 
by the organizers facilitate transactions between governments and companies, often based on a techno-
solutionist perspective (Morozov, 2013) of innovation, progress, and efficiency in urban territories. 
Furthermore, as we will see below, these expos also open doors for the private sector to operate as policy 
makers and lawmakers through private consultancy firms. In an interview with Rodrigo Firmino, it was 
discussed how this approach favors the “intense privatization” of public spaces and services, often based on 
the idea of commercialized efficiency that is detached from social justice or the right to the city. 

 
The existence of spaces reserved for transactions between corporations and public authorities, with 

limited oversight from society, circumscribes decision making for smart cities to a context without real 
opportunities for civic engagement (Brandusescu & Reia, 2022), bottom-up approaches, or even monitoring 
of priorities or conditions in certain tech investments. In an interview for the project, Henrique Frota, from 
Instituto Pólis—one of the most established organizations in the dispute for the right to the city in Brazil—
said participation in these events is not a possibility 

 
[. . .] for several reasons. One of them is that our demand already absorbs us a lot. And 
second, because we have this understanding that these are shielded events—[. . .] they 
work like big business fairs. CSOs are never invited to sit at the table. 
 
The lack of participation of historically marginalized groups—such as members of the LGBTQIA+ 

community, Black people, and Indigenous communities—or even the acknowledgment of how these 
groups are affected by smart technologies operates according to the market logic that guides these expos 
and their outcomes. 

 
Policy and Legal Context as Smart-Washing Enablers 

 
The national legal and policy context helps us make sense of the frameworks that affect digital 

infrastructures, enabling the smart city agenda in Brazil. Over the years, we have mapped projects that 
combine buzzwords to convince municipalities that they are offering a shortcut to efficiency, which may lead 
to greater privatization of infrastructures through datafication. In terms of laws and policies relevant to 
deploying data-centric initiatives in urban territories, we highlight three primary concerns: Public-Private 
Partnerships (PPPs), lobby regulation, and privacy and data protection. 

 
The Brazilian Law of Public-Private Partnerships (Federal Law 11,079 from 2004) has been one of 

the private sector’s top priorities for smart cities in the country. Methods for facilitating the procurement of 
smart products and services through PPPs have been widely discussed at expos, exhibitions, publications, 
and workshops (Aune, 2017). 

 
While conducting the empirical research component, we identified several actors presenting PPPs 

as the main legal instrument to develop and increase the efficiency of Brazilian cities. PPPs create a direct 
channel of transactions between the private and public sectors, often without public oversight, generating 
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top-down public policies (Dunn-Cavelty & Suter, 2009; Leigland, 2018) that might facilitate the acquisition 
and deployment of technological “solutions” that not only ignore the priorities of local communities but can 
also worsen historical inequalities (Gaffney & Robertson, 2018). Henrique Frota also said he believes that 
the government’s emphasis on PPPs has been 

 
[. . .] disastrous, because the logic of the PPP is a logic of profitability. And public policy 
cannot be guided by this logic. People usually sell PPP as a legal-financial design that will 
facilitate investments and relieve the public budgets. But this legal-financial design also 
determines the profile of the people who will be served. 
 
According to him, these partnerships do not necessarily lead to a considerable improvement in the 

quality of life of the people affected. 
 
Another mechanism that exists in a regulatory gray zone is lobbying. Political lobbying is an 

unregulated activity in Brazil, allowing access to legislative representatives and eventual parliamentary 
fronts (such as the Parliamentary Front for the Development of Smart Cities, created in March 2022) that 
eventually become bridges between Congress and non-state actors. Many Fronts, such as the 
aforementioned one, are created with significant support from companies (Boldrini, 2019; Dias, 2021). This 
situation offers the private sector—which has more financial resources than CSOs—an opportunity to 
influence laws, regulations, and public debate. According to Simão (2019), Brazil should properly regulate 
lobbying to oversee how expenses (from dinners to research) are paid with money from companies that 
have much to benefit from what parliamentarians in these Fronts decide. Smart cities lack specific 
regulations, independent authorities, and other control mechanisms to curb the rapid and simplistic 
approach of technosolutions. 

 
Besides PPPs and lobbying, one of the main regulatory frameworks that impacts the smart city 

agenda concerns privacy and data protection. After almost a decade of multistakeholder legislative debates, 
Brazil finally had its General Data Protection Law (“Lei Geral de Proteção de Dados” [LGPD]) enacted in 
2018, later coming into force in 2020. Despite lagging behind European countries and some Latin American 
neighbors, this regulatory instrument represented a milestone for the privacy and data protection culture in 
the country (Mendes & Doneda, 2020). 

 
The law created a series of new obligations for the public sector concerning the processing of 

personal data. Unfortunately, years after it came into force, thousands of municipalities have not yet taken 
the first steps to comply with the latest legislation (NIC.br, 2021). This is worrying because municipal 
governments are usually responsible for formulating and implementing public policies related to smart cities. 
According to the legal analysis conducted, certain projects around the country being advertised as “smart” 
are blatantly illegal, with municipalities not complying with basic obligations, such as failing to carry out 
Data Protection Impact Assessments or to adopt transparency measures about data breaches. Cities of 
varying sizes across Brazil are facing a shared concern: a notable absence of robust data governance 
frameworks and safe DPI. 
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As cities across the country adopt AI-driven surveillance systems in public spaces, these 
technologies are often marketed as convenient solutions that enhance public safety. However, they also 
pose significant risks, such as unauthorized data collection and privacy violations. Without transparency and 
accountability, these data governance practices can restrict residents’ ability to freely enjoy public spaces, 
trust public institutions, protest, and participate fully in their communities, ultimately undermining their 
right to the city (Conectas Direitos Humanos, 2023). 

 
Although Brazilian cities strive to position themselves as technologically advanced and data-driven, 

the reality of inadequate digital foundations and an alarming lack of cybersecurity preparedness paints a 
starkly different picture. Data show that more than 300 municipalities have been attacked in three years, 
including data breaches, ransomwares, and DDoS attacks (Campagnucci, 2022). In this sense, local 
administrations need to be wary of opportunistic consultancies that promise to “comply” with the LGPD 
without genuinely creating a lasting framework that effectively safeguards residents’ data. 

 
Based on these findings, we further analyze two related key topics: industry-led policymaking and 

the response to privatizing digital infrastructures. These matters are intrinsically linked to the strengthening 
of cities’ digital assets and raise questions about the reach and influence of the private sector. 

 
Industry-Led Policy and the Response to the Privatization of Digital Infrastructures 

 
In a quest to become more efficient, a growing number of municipalities have partnered with 

private consultancy firms to write laws and policies intended to enhance their smartness. We identified that, 
in an attempt to digitize and optimize public services, combined with the pressure to be ranked among the 
smartest cities in the country, Brazilian municipalities are increasingly adopting industry-led “master plans” 
for innovation and smart cities. Primarily serving as smart-washing of urban services, most of these plans 
are disconnected from ongoing debates on data ethics and responsibility (Bietti, 2020; Taylor, 2017) about 
the importance of transparency (Ananny & Crawford, 2018), accountability (Dannin, 2005), and reparation 
(Davis, Williams, & Yang, 2021) in the deployment of new technologies in urban spaces. These decisions 
lead to the privatization of public digital infrastructures. 

 
These so-called “master plans” are usually conceived via procurement, choosing the consulting firm 

responsible for its elaboration—or, in some cases, via PPPs without any competition or oversight by 
authorities. After the contract is signed, these partnerships between consultancy firms and local 
governments typically result in city ordinances that establish rules permitting the private sector to deploy 
big data projects and exploit the data produced in the city for a certain period. In PPPs, the company pays 
the government a certain amount of money to operate these digital services (e-gov apps, facial recognition 
cameras, and public WiFi hotspots) for decades. Moreover, serving as the main reference, the guidelines 
provided in the “smart city master plans” facilitate the implementation of other policies. Here, we analyzed 
three initiatives in different regions of the country. 

 
SPin (standing for “Soluções Públicas Inteligentes”), a private consultancy firm in Brazil, has been 

a prominent player in offering “master plans” and organizing the aforementioned expos. They were involved 
in the development of the “Master Plan of Smart City Technologies” (Juazeiro do Norte, 2017) in partnership 
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with the city of Juazeiro do Norte, Ceará—the first city in the country to purchase such a framework. This 
plan, initiated in 2018, had a significant financial commitment of BRL 1,200,000.00 and several issues 
related to protecting fundamental rights. Notably, it lacks public consultation and ignores privacy and data 
protection concerns while emphasizing terms like “big data” and “Internet of Things.” It also neglects 
concepts tied to the right to the city. Despite its approval nearly five years ago, the planned actions remain 
unexecuted, attributed to administrative obstacles, the COVID-19 pandemic, and changes in local 
government leadership (Rodrigues, 2021). 

 
Salvador, another city in Northeast Brazil, also sought private consultancy services for a strategic 

plan aimed at transforming the city into a smart city. The contract included various tasks, such as assessing 
current ICT status, identifying technology needs, formulating a smart city vision, and establishing a 
governance structure. The Salvador Smart City Consortium was awarded BRL 4,500,000.00 for this project 
(Salvador, 2022), which was launched in May 2022. 

 
Vitória, the capital of the state of Espírito Santo in Southeast Brazil, also embraced the concept of 

smart cities by creating its “Master Plan for Technologies of Smart Cities.” The city hired the Smart City 
Business America Institute to develop this plan without going through a procurement process, taking 
advantage of a legal exception. This plan, similar to those developed by SPin, was completed and made 
public in 2020 (Vitória, 2020). 

 
According to information retrieved from the public database protected under Decree 8.777/2016 

(which establishes guidelines for open data in the federal government), SPIn, the Salvador Smart City 
Consortium and the Smart City Business America Institute have shareholders in common. Thus, it is 
possible to identify an orchestrated action of private agents that ignores the Brazilian history of 
participatory policymaking and democratic innovation. These firms are building a lucrative business by 
guiding municipalities in key infrastructure decisions, such as public security, digitization of public services, 
mobility, lighting, and waste collection, without engaging with broader civil society and academia 
stakeholders. Additionally, in these projects, personal data is often seen as a source of revenue for the 
firms. The legal non-compliance with major privacy frameworks and the lack of transparency exemplify 
how the smart-washing process has increasingly driven Brazilian municipalities to privatize digital 
infrastructures through datafication. 

 
Navigating the Privatization of DPIs 

 
The penetration of corporate power in local governments in Brazil is met with a response from 

CSOs, especially those working in the digital rights space and organizing themselves toward regional and 
transnational collaborative networks—often facilitated by philanthropic interactions with companies and 
foundations. Brazilian civil society has been engaged for decades in public policy debates that address 
emerging technologies and their impact on residents’ digital rights (Arnaudo, 2017; Solagna, 2020). 
Usually operating within networks, this community has also advocated for democratic and multi-
stakeholder Internet governance mechanisms (Israel, 2019). Such efforts have resulted in a series of 
rights, such as the creation and strengthening of institutions—e.g., the Brazilian Internet Steering 
Committee (“Comitê Gestor da Internet no Brasil” [CGI.br])—and the consolidation of digital rights in 
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regulatory matters, such as those provided by the Brazilian Civil Rights Framework for the Internet and 
the Brazilian General Data Protection Law. 

 
Investigative journalism has also played a pivotal role in shedding light on some shortcomings and 

hidden agendas behind projects labeled as “smart.” This endeavor has manifested as a symbiotic relationship 
between investigative journalists and CSOs. See, for example, the aforementioned series “Quem paga a 
conta?” by The Intercept Brasil and the 13th edition of scholarships for investigative journalists reporting 
on inequalities of connectivity in Brazil, a partnership between Agência Pública and Idec in 2021. The 
visibility of exposés published by journalists helps to bring issues inherent in these “smart” initiatives to the 
public debate in more accessible language. CSOs have proactively engaged with journalists, providing them 
with leads on problematic cases and actively funding scholarships for investigative journalists. This reciprocal 
partnership has enabled efforts to unveil problems and provide a better-informed discussion related to the 
privatization of digital infrastructures since “[. . .] these groups perform a vital role in every democratic 
society to hold the government accountable for its activities and inform different audiences about issues of 
public interest” (Vera-Quiroz, 2023, p. 51). 

 
However, in addition to working toward civic engagement and a positive agenda, the network of 

organizations often needs to mobilize to respond to a political scenario of intense privatization. By working 
together, multiple organizations can leverage resources, skills, and knowledge. The increasing ubiquity of 
data-driven initiatives in Brazilian urban areas, notably facial recognition technologies, is met with resistance 
campaigns (Access Now, 2021a) and, efforts that challenge public investment in “technosolutionist” 
projects. The ubiquity has also compelled digital rights CSOs, which traditionally focused on areas like 
platform regulation or access to knowledge, to deepen their advocacy and collaborate with groups 
addressing issues such as racial discrimination and police brutality. Despite the long road ahead to making 
digital rights spaces more inclusive, this shift has moved advocacy for human rights in the digital context 
beyond a predominantly White Latin American niche to engage with other societal impacts of technology. 
The main strategies for civic engagement being used to leverage their resources and networks are, 
commonly, the establishment of regional coalitions (such as Coalizão Direitos na Rede [CDR], funded by the 
Ford Foundation, and Al Sur), campaigns, strategic litigation,5 and legislative efforts with elected officials. 

 
Although these networked efforts led by CSOs offer oversight and accountability to some extent, 

Brazil lacks mechanisms to prevent private funding from completely overriding public interest in law and 
policymaking. Companies benefit from loopholes and PPPs to embed their interests in municipal law, 
threatening democratic processes. This situation is worsened by the fact that some digital rights CSOs have 
long-term “philanthropic interactions” (Goldenfein & Mann, 2022) with big tech companies and private 
foundations influencing both the narrative and the focus of digital rights advocacy. Another effect of this 
financial dependency is that digital rights advocacy has become a specialization that creates a niche along 
with the expansion of smart technologies and smart-washing policies. 

 
 

 
5 Such as the class actions against surveillance technologies in public spaces, in which legal action is taken 
against governments and tech providers (Cruz, 2022; Global Freedom of expression, 2021). 
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Various stakeholders recognize the current shortcomings in financial sustainability. Given these 
complexities, proper independent funding for community-based and CSOs, as well as for academia, could 
potentially benefit the development of a critical understanding of how tech policy is intertwined with money 
in cities beyond technology acquisition. Additionally, having spaces for exchange between stakeholders, 
creating opportunities for capacity building within government, and expanding the reach of critical 
discussions on tech policy to wider audiences could also be beneficial. 

 
Conclusion 

 
Brazil’s experience provides relevant lessons and might serve as a cautionary tale for scholars and 

practitioners. As a key example in the technology policy community, Brazil’s journey helps us critically reflect 
on the future of our digital infrastructures. We are currently immersed in a process of privatization disguised 
as the “smartification” of urban spaces, which, in reality, unfolds as smart-washing urban services and 
digital infrastructures. In Brazil, the corporate-led smart city agenda has been implemented at the expense 
of broader social participation and cooptation of mechanisms, such as public consultations or a lack of proper 
measurement of participation levels (Birhane et al., 2022). As AI systems advance into different realms of 
society, the potential to further spread the harms promoted by this smart-washing process—primarily 
privacy violations and the privatization of infrastructures and services—requires new approaches to critical 
smart city studies. 

 
Private companies and consultancy firms have been actively pursuing local governments and 

elected officials in their quest to advance the smart city agenda. In light of these dynamics, there is a need 
for enhanced data and digital literacy, as well as capacity-building efforts aimed at equipping local 
governments and civil servants with the skills and knowledge necessary to navigate the complex landscape 
of urban smartification. According to Luciana Pascarelli Santos, in charge of the Geoinfo Program of the 
Municipal Secretariat of Urbanism and Licensing of São Paulo at the time of our fieldwork, popular 
participation is fundamental because “a public administration is not the mayor defining what to do from that 
piece of information, but it is the population bringing solutions.” 

 
Additionally, independent funding that strengthens civil society, investigative journalism, and 

academia is an important step toward the democratization of urban technologies, as well as opportunities 
to share knowledge and strategies among stakeholders and across fields. Since public oversight and scrutiny 
play a critical role in addressing the challenges posed by the smart-washing process, meaningful 
conversations on surveillance, privacy, the right to the city, and corruption that are accessible to broad 
audiences are also helpful in containing the damage of smart-washing. Improving communication channels 
with the government, combating unregulated private lobbying, and creating continuous mechanisms for 
civic engagement with digital infrastructures are good starting points in this process. This work highlights 
the need to think beyond the appeal of quick technological solutions and build long-lasting mechanisms to 
include historically marginalized voices in the decision making of our cities, centered on digital rights, data 
protection, and the right to a (non-smart) city. 

 
 
 



International Journal of Communication 19(2025)  Smart-Washing the City  943 

References 
 

Access Now. (2021a). Open letter calling for a global ban on biometric recognition technologies that 
enable mass and discriminatory surveillance. Retrieved from https://www.accessnow.org/wp-
content/uploads/2022/08/BanBS-Statement-English.pdf 

 
Access Now. (2021b). Surveillance tech in Latin America: Made abroad, deployed at home. Retrieved from 

https://www.accessnow.org/surveillance-tech-in-latin-america-made-abroad-deployed-at-home 
 
Al Sur. (2021). Facial recognition in Latin America: Trends in the implementation of a perverse 

technology. Retrieved from https://www.alsur.lat/sites/default/files/2021-
10/ALSUR_Reconocimiento%20facial%20en%20Latam_EN_Final.pdf 

 
Ananny, M., & Crawford, K. (2018). Seeing without knowing: Limitations of the transparency ideal and its 

application to algorithmic accountability. New Media & Society, 20(3), 973–989. 
doi:10.1177/1461444816676645 

 
Antenucci, I. (2021). Infrastructures of extraction in the smart city: Zones, finance, and platforms in New 

Town Kolkata. International Journal of Communication, 15, 2652–2668. 
 
Arnaudo, D. (2017). Brazil, the Internet and the Digital Bill of Rights. Artigo Estratégico, 25, 1–57. 

Retrieved from https://igarape.org.br/marcocivil/en/ 
 
Aune, A. (2017). Human smart cities: O cenário brasileiro e a importância da abordagem joined-up na 

definição de cidade inteligente [Human Smart Cities: The Brazilian context and the importance of 
a joined-up approach in defining smart cities] (MA dissertation). Pontifícia Universidade Católica, 
Rio de Janeiro, Brazil. 

 
Ávila, R. (2020). Against digital colonialism. In J. Muldoon & W. Stronge (Eds.), Platforming equality: 

Policy changes for the digital economy (pp. 1–13). Hampshire, UK: Autonomy. 
 
Baibarac-Duignan, C., & de Lange, M. (2021). Controversing the datafied smart city: Conceptualising a 

‘making-controversial’ approach to civic engagement. Big Data & Society, 8(2), 1–15. 
doi:10.1177/20539517211025557 

 
Batty, M. (2013). Big data, smart cities and city planning. Dialogues in Human Geography, 3(3), 274–279. 

doi:10.1177/2043820613513390 
 
BBC News Brasil. (2022, August 31). O que é sigilo de cem anos imposto por Bolsonaro e atacado por Lula 

[What is the 100-year secrecy rule imposed by Bolsonaro and criticized by Lula]. BBC News 
Brasil. Retrieved from https://www.bbc.com/portuguese/brasil-62722610 

 



944  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

Belli, L. (2015). A heterostakeholder cooperation for sustainable Internet policymaking. Internet Policy 
Review, 4(2), 1–21. doi:10.14763/2015.2.364 

 
Beltrão, H. (2022, November 3). Audiência pública na Câmara debate plataforma de monitoramento com 

identificação facial [Public hearing in the Chamber debates monitoring platform with facial 
recognition]. Câmara Municipal de São Paulo. Retrieved from 
https://www.saopaulo.sp.leg.br/blog/audiencia-publica-na-camara-debate-plataforma-de-
monitoramento-com-identificacao-facial/ 

 
Benjamin, R. (2019). Race after technology: Abolitionist tools for the new Jim code. Cambridge, MA: Polity 

Press. 
 
Bietti, E. (2020). From ethics washing to ethics bashing: A view on tech ethics from within moral 

philosophy. In Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency 
(FAT ‘20) (pp. 210–219). New York, NY: Association for Computing Machinery. 
doi:10.1145/3351095.3372860 

 
Birhane, A., Isaac, W., Prabhakaran, V., Diaz, M., Elish, M. C., Gabriel, J., & Shakir, M. (2022). Power to 

the people? Opportunities and challenges for participatory AI. In Proceedings of the 2nd ACM 
Conference on Equity and Access in Algorithms, Mechanisms, and Optimization (EAAMO ‘22) 
(Article 6, pp. 1–8). New York, NY: Association for Computing Machinery. 
doi:10.1145/3551624.3555290 

 
Boldrini, A. (2019, April 29). Sem atuação efetiva, frentes parlamentares proliferam no Congresso 

[Without effective action, parliamentary fronts proliferate in Congress]. Folha de S. Paulo. 
Retrieved from https://www1.folha.uol.com.br/poder/2019/04/sem-atuacao-efetiva-frentes-
parlamentares-proliferam-no-congresso.shtml 

 
Brandusescu, A., & Reia, J. (Eds.). (2022). Artificial intelligence in the city: Building civic engagement and 

public trust. Montreal, Canada: Centre for Interdisciplinary Research on Montreal, McGill 
University. 

 
Callegari, C. (2021, January 1). Eduardo Paes passa a virada do ano no Centro de Operações Rio e fala de 

planos para a cidade [Eduardo Paes spends New Year’s Eve at the Rio Operations Center and 
discusses plans for the city]. Extra. Retrieved from https://extra.globo.com/noticias/rio/eduardo-
paes-passa-virada-do-ano-no-centro-de-operacoes-rio-fala-de-planos-para-cidade-
24819302.html 

 
Câmara Municipal do Rio de Janeiro. (2021, June 30). Identificação facial é tema de audiência de 

Comissão Especial [Facial recognition is the topic of a Special Commission hearing]. Câmara 
Municipal do Rio de Janeiro. Retrieved from http://www.camara.rio/comunicacao/noticias/394-
identificacao-facial-e-tema-de-audiencia-de-comissao-especial 

 



International Journal of Communication 19(2025)  Smart-Washing the City  945 

Campagnucci, F. (2022). Municípios à deriva: Sem segurança digital, mais de 300 foram atacados em 3 
anos [Municipalities adrift: Without digital security, over 300 were attacked in three years]. Blog. 
Retrieved from https://fecampagnucci.com/municipios-a-deriva-sem-seguranca-digital-mais-de-
300-foram-atacados-em-3-anos/ 

 
Carroll, S. R., Garba, I., Figueroa-Rodríguez, O. L., Holbrook, J., Lovett, R., Materechera, S., . . . Hudson, 

M. (2020). The CARE principles for Indigenous data governance. Data Science Journal, 19(1), 1–
12. doi:10.5334/dsj-2020-043 

 
Cassino, J. F., Souza, J., & Silveira, S. A. (2021). Colonialismo de dados: Como opera a trincheira 

algorítmica na guerra neoliberal [Data colonialism: How the algorithmic trench operates in the 
neoliberal war]. São Paulo, Brazil: Autonomia Literária. 

 
Centro de Operações Rio. (n.d.). História [History]. Centro de Operações Rio. Retrieved December 20, 

2024, from https://cor.rio/historia/ 
 
Cerveira, A. P. (2019, March 26). Paraná será primeiro estado no Brasil a isentar imposto de carro elétrico 

[Paraná will be the first state in Brazil to exempt electric cars from taxes]. Quatro Rodas. 
Retrieved from https://quatrorodas.abril.com.br/noticias/parana-sera-primeiro-estado-no-brasil-
a-isentar-imposto-de-carro-eletrico/ 

 
Claypool, H., Carey, C., Hart, A. C., & Lassiter, L. (2021). Centering disability in technology policy: Issue 

landscape and potential opportunities for action. Washington, DC: Center for Democracy and 
Technology and American Association of People with Disabilities. 

 
Conectas Direitos Humanos. (2023). Democracy in times of digital platforms and shrinking civic space. 

Report submitted to the third review of the Federative Republic of Brazil by the UN Human Rights 
Committee, 138th session. São Paulo, Brazil: UN Human Rights Committee. 

 
Cruz, L. (2022). Where is facial recognition technology heading in Brazil? In A. Brandusescu & J. Reia 

(Eds.), Artificial intelligence in the city: Building civic engagement and public trust (pp. 62–64). 
Montreal, Canada: Centre for Interdisciplinary Research on Montreal, McGill University. 

 
Dannin, E. (2005). Red tape or accountability: Privatization, public-ization, and public values. Cornell 

Journal of Law and Public Policy, 15(1), 111–163. 
 
Datta, A. (2018). The digital turn in postcolonial urbanism: Smart citizenship in the making of India’s 100 

smart cities. Transactions of the Institute of British Geographers, 43(3), 405–419. 
doi:10.1111/tran.12225 

 
Davis, J. L., Williams, A., & Yang, M. W. (2021). Algorithmic reparation. Big Data & Society, 8(2), 1–12. 

doi:10.1177/20539517211044808 
 



946  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

de Freitas Netto, S. V., Sobral, M. F. F., Ribeiro, A. R. B., & da Luz Soares, G. R. (2020). Concepts and 
forms of greenwashing: A systematic review. Environmental Science and European Journal, 
32(19), 1–12. doi:10.1186/s12302-020-0300-3 

 
Dencik, L., Hintz, A., & Cable, J. (2016). Towards data justice? The ambiguity of anti-surveillance 

resistance in political activism. Big Data & Society, 3(2), 1–12. doi:10.1177/2053951716679678 
 
Dencik, L., & Sanchez-Monedero, J. (2022). Data justice. Internet Policy Review, 11(1), 1–12. 

doi:10.14763/2022.1.1615 
 
Dias, T. (2021, November 25). A bancada do like: Google e iFood se inspiram em ruralistas e montam 

tropa de choque no Congresso [The “Like” caucus: Google and iFood take inspiration from 
ruralists and build a strike force in Congress]. The Intercept Brasil. Retrieved from 
https://theintercept.com/2021/11/25/google-e-ifood-montam-bancada-do-lie/ 

 
Dunn-Cavelty, M., & Suter, M. (2009). Public–private partnerships are no silver bullet: An expanded 

governance model for critical infrastructure protection. International Journal of Critical 
Infrastructure Protection, 2(4), 179–187. doi:10.1016/j.ijcip.2009.08.006 

 
Fantti, B. (2019, July 21). Vigilância sem transparência com câmeras da PM [Surveillance without 

transparency with police cameras]. O Dia. Retrieved from https://odia.ig.com.br/rio-de-
janeiro/2019/07/5665161-vigilancia-sem-transparencia-com-cameras-da-pm.html 

 
Firmino, R., Kanashiro, M., Bruno, F., Evangelista, R., & Nascimento, L. (2013). Fear, security, and the 

spread of CCTV in Brazilian cities: Legislation, debate, and the market. Journal of Urban 
Technology, 20(3), 65–84. doi:10.1080/10630732.2013.809221 

 
Frey, C. (2014, May 23). World Cup 2014: Inside Rio’s Bond-villain mission control. The Guardian. 

Retrieved from https://www.theguardian.com/cities/2014/may/23/world-cup-inside-rio-bond-
villain-mission-control 

 
G1 Amazonas. (2020, August 21). Com investimento de R$ 41 milhões, Centro de Cooperação da Cidade 

(CCC) é entregue em Manaus [With an R$ 41 million investment, the City Cooperation Center 
(CCC) is inaugurated in Manaus]. G1 Amazonas. Retrieved from 
https://g1.globo.com/am/amazonas/noticia/2020/08/21/com-investimento-de-r-41-milhoes-
centro-de-cooperacao-da-cidade-ccc-e-entregue-em-manaus.ghtml 

Gaffney, C., & Robertson, C. (2018). Smarter than smart: Rio de Janeiro’s flawed emergence as a smart 
city. Journal of Urban Technology, 25(3), 47–64. doi:10.1080/10630732.2015.1102423 

 
Global Freedom of Expression. (2021). IDEC vs. Via Quatro. Columbia University. Retrieved from 

https://globalfreedomofexpression.columbia.edu/cases/the-case-of-sao-paulo-subway-facial-
recognition-cameras/ 



International Journal of Communication 19(2025)  Smart-Washing the City  947 

Goldenfein, J., & Mann, M. (2022). Tech money in civil society: Whose interests do digital rights 
organisations represent? Cultural Studies, 37(1), 88–122. doi:10.1080/09502386.2022.2042582 

 
Gordilho Souza, A. M. (2018). Urbanismo neoliberal, gestão corporativa e o direito à cidade: Impactos e 

tensões recentes nas cidades brasileiras [Neoliberal urbanism, corporate management and the 
right to the city: Recent impacts and tensions in Brazilian cities]. Cadernos Metrópole, 20(41), 
245–265. doi:10.1590/2236-9996.2018-4112 

 
Hirata, D., & Cardoso, B. (2016). Coordenação como tecnologia de governo [Coordination as a technologie 

of government]. Horizontes Antropológicos, 22(46), 97–130. doi:10.1590/S0104-
71832016000200004 

 
Hoffmann, A. L. (2019). Where fairness fails: Data, algorithms, and the limits of antidiscrimination 

discourse. Information, Communication & Society, 22(7), 900–915. 
doi:10.1080/1369118X.2019.1573912 

 
Ihlen, Ø., Valentini, C., Davidson, S., & Shavit, A. (2020). Lobbying, the public interest, and democracy: 

Communication perspectives. Journal of Public Affairs, 20(2), 1–5. doi:10.1002/pa.2091 
 
Intercept Brasil. (2023). Série “Quem paga a conta” [“Who pays the bill” series]. Intercept Brasil, 

Retrieved from https://www.intercept.com.br/especiais/quem-paga-a-conta/  
 
Israel, C. B. (2019). Redes digitais, espaços de poder: Sobre conflitos na reconfiguração da Internet e as 

estratégias de apropriação civil [Digital networks, spaces of power: On conflicts in the 
reconfiguration of the Internet and strategies for civil appropriation] (PhD thesis). Universidade 
de São Paulo, Brazil. 

 
Jassem, H., & Drucker, S. J. (2017). Urban communication regulation: Communication freedoms and 

limits. Oxford, UK: Peter Lang Ltd International Academic Publishers. 
 
Juazeiro do Norte. (2017). Termo de autorização realização de estudos de viabilidade e estruturação de 

parceria público-privada (PPP) [Authorization Term for Conducting Feasibility Studies and 
Structuring Public-Private Partnership (PPP)]. Prefeitura de Juazeiro do Norte. Retrieved from 
https://juazeirodonorte.ce.gov.br/diario/963/4640_2017_0000001.pdf 

 
Kettl, D. F. (1993). Sharing power: Public governance and private markets. Washington, DC: Brookings 

Institution Press. 
 
Kitchin, R. (2015). Making sense of smart cities: Addressing present shortcomings. Cambridge Journal of 

Regions, Economy and Society, 8(1), 131–136. doi:10.1093/cjres/rsu027 
 
Kitchin, R., Lauriault, T., & Cardle, G. (Eds.). (2018). Data and the city. London, UK: Routledge. 
 



948  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

Kurban, C., Peña-López, I., & Haberer, M. (2017). What is technopolitics? A conceptual scheme for 
understanding politics in the digital age. IDP. Revista de Internet, Derecho y Ciencia Política, 24, 3–20. 

 
Lecha, F. (2013, November 21). Smart City Expo World Congress chooses Rio de Janeiro as the best 

smart city of 2013. Fira Barcelona. Retrieved from https://www.smartcityexpo.com 
 
Lefebvre, H. (1968). Le droit à la ville [The right to the city]. Paris, France: Anthropos. 
 
Leigland, J. (2018). Public-private partnerships in developing countries: The emerging evidence-based 

critique. The World Bank Research Observer, 33(1), 103–134. doi:10.1093/wbro/lkx008 
 
Lievrouw, L. A. (2014). Materiality and media in communication and technology studies: An unfinished 

project. In T. Gillespie, P. J. Boczkowski, & K. A. Foot (Eds.), Media technologies: Essays on 
communication, materiality, and society (pp. 21–51). Cambridge, MA: MIT Press. 
doi:10.7551/mitpress/9780262525374.003.0002 

 
Lima, V. A. (2011). Regulação das comunicações: História, poder e direitos [Communication regulation: 

History, power, and rights]. São Paulo, Brazil: Paulus. 
 
Lippold, W., & Faustino, D. (2022). Colonialismo digital: Por uma crítica hacker-fanoniana. São Paulo, 

Brazil: Raízes da América. 
 
Maricato, E. (1985). Direito à terra ou direito à cidade? [Right to the land or right to the city?] Revista 

Vozes, 19(6), 405–410. 
 
Mattern, S. (2021). A city is not a computer: Other urban intelligences. Princeton, NJ: Princeton University 

Press. 
 
McGuinness, T. D., & Schank, H. (2021). Power to the public: The promise of public interest technology. 

Princeton, NJ: Princeton University Press. 
 
Meijer, A., & Bolívar, M. P. R. (2016). Governing the smart city: A review of the literature on smart urban 

governance. International Review of Administrative Sciences, 82(2), 392–408. 
doi:10.1177/0020852314564308 

 
Mendes, L. S., & Doneda, D. (2020). Reflexões iniciais sobre a nova lei geral de proteção de dados [Initial 

reflections on the new General Data Protection Law]. Revista dos Tribunais, 120, 469–483. 
 
Mizukami, P. N., Reia, J., & Varon, J. (2014). Mapping digital media Brazil. Rio de Janeiro, Brazil: FGV 

Direito Rio and Open Society Foundations. 
 
Mody, B., Bauer, J. M., & Straubhaar, J. (Eds.). (1995). Telecommunications politics: Ownership and 

control of the information highway in developing countries. New York, NY: Routledge. 



International Journal of Communication 19(2025)  Smart-Washing the City  949 

Morozov, E. (2013). To save everything, click here: The folly of technological solutionism. New York, NY: 
PublicAffairs. 

 
Morozov, E., & Bria, F. (2018). Rethink the smart city: Democratizing urban technology. Berlin, Germany: 

Rosa Luxemburg Stiftung. 
 
Niaros, V. (2016). Introducing a taxonomy of the ‘smart city’: Towards a commons-oriented approach? 

Triple-C, 14(1), 51–61. doi:10.31269/triplec.v14i1.718 
 
Núcleo de Informação e Coordenação do Ponto BR. (2021). Privacy and personal data protection 2021: 

Perspectives of individuals, enterprises and public organizations in Brazil. São Paulo, Brazil: 
Comitê Gestor da Internet no Brasil. 

 
Nunes, P. (2022). Um Rio de olhos seletivos: Uso de reconhecimento facial pela polícia Fluminense [A Rio 

with selective eyes: The use of facial recognition by the Rio de Janeiro police]. Rio de Janeiro, 
Brazil: CESeC. 

 
Paes, E. (2012). The 4 commandments of cities. Retrieved from 

https://www.ted.com/talks/eduardo_paes_the_4_commandments_of_cities?language=en 
 
Pangrazio, L., & Sefton-Green, J. (2021). Digital rights, digital citizenship and digital literacy: What’s the 

difference? Journal of New Approaches in Educational Research, 10(1), 15–27. 
doi:10.7821/naer.2021.1.616 

 
Penteado, C. L. C., Souza, P. R. E., Fortunato, I., & Silveira, S. A. (2016). Connectivity public policy in the 

network society: The case of “WiFi Livre SP.” Communication and Information Technologies 
Annual, 12(1), 299–314. doi:10.1108/s2050-206020160000012018 

 
Pinheiro-Machado, R., & Scalco, L. (2020). From hope to hate: The rise of conservative subjectivity in 

Brazil. HAU: Journal of Ethnographic Theory, 10(1), 21–31. 
 
Poli de Figueiredo, G. M. (2018). O discurso e a prática da smart city: Perspectivas críticas e aproximações 

sistemáticas no contexto de metrópoles latino-americanas [Smart city discourse and practice: 
Critical perspectives and systematic approaches in the context of Latin American metropolises] 
(MA thesis). Universidade de São Paulo, Brazil. 

 
Privacy International. (2017). Smart cities: Utopian vision, dystopian reality. Retrieved from 

https://privacyinternational.org/sites/default/files/2017-12/Smart%20Cities-
Utopian%20Vision%2C%20Dystopian%20Reality.pdf 

 
 
 



950  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

Raji, I. D., Gebru, T., Mitchell, M., Buolamwini, J., Lee, J., & Denton, E. (2020). Saving face: Investigating 
the ethical concerns of facial recognition auditing. In AIES ‘20: Proceedings of the AAAI/ACM 
Conference on AI, Ethics, and Society (AIES ‘20) (pp. 145–151). New York, NY: Association for 
Computing Machinery. doi:10.1145/3375627.3375820 

 
Reia, J., & Belli, L. (Eds). (2021). Smart cities no Brasil: Regulação, tecnologia e direitos [Smart cities in 

Brazil: Regulation, technology and rights]. Belo Horizonte, Brazil: Letramento. 
 
Reia, J., & Cruz, L. (2023). Cidades inteligentes no Brasil: Conexões entre poder corporativo, direitos e 

engajamento cívico [Smart cities in Brazil: Connections between corporate power, rights, and 
civic engagement]. Cadernos Metrópole, 25(57), 467–490. doi:10.1590/2236-9996.2023-5705 

 
Rodrigues, A. (2021, May 21). Após quase três anos, ações para tornar Juazeiro do Norte como cidade 

inteligente não saíram [After nearly three years, initiatives to make Juazeiro do Norte a smart 
city have stalled]. Diário do Nordeste. Retrieved from 
https://diariodonordeste.verdesmares.com.br/regiao/apos-quase-tres-anos-acoes-para-tornar-
juazeiro-do-norte-como-cidade-inteligente-nao-sairam-1.3087751 

 
Sadowski, J., & Bendor, R. (2019). Selling smartness: Corporate narratives and the smart city as a 

sociotechnical imaginary. Science, Technology, & Human Values, 44(3), 540–563. 
doi:10.1177/0162243918806061 

 
Salvador. (2022). Plano diretor de tecnologias da cidade inteligente [Master plan for smart city 

technologies]. Prefeitura de Salvador. Retrieved from https://semit.salvador.ba.gov.br/wp-
content/uploads/2022/10/PDTCI.pdf. 

 
Sambuli, N. (2021). Five challenges with multistakeholder initiatives on AI. Carnegie Council for Ethics in 

International Affairs. Retrieved from https://www.carnegiecouncil.org/media/article/five-
challenges-with-multistakeholder-initiatives-on-ai 

 
Silva, M. R. (2021). Navigating screens. SUR, (31). Retrieved December 20, 2024. Retrieved from 

https://sur.conectas.org/en/navigating-screens/ 
 
Silva, M. R., & Varon, J. (2021). Reconhecimento facial no setor público e identidades trans: 

Tecnopolíticas de controle e ameaça à diversidade de gênero em suas interseccionalidades de 
raça, classe e território [Facial recognition in the public sector and trans identities: Technopolitics 
of control and threats to gender diversity in its intersections with race, class, and territory]. Rio 
de Janeiro, Brazil: Coding Rights. 

 
 
 
 



International Journal of Communication 19(2025)  Smart-Washing the City  951 

Silva, T. (2020). Racismo algorítmico em plataformas digitais: Microagressões e discriminação em Código 
[Algorithmic racism on digital platforms: Microaggressions and discrimination in code]. In T. Silva 
(Ed.), Comunidades, algoritmos e ativismos digitais: Olhares afrodiaspóricos [Communities, 
algorithms, and digital activism: Afrodiasporic perspectives] (pp. 120–137). São Paulo, Brazil: 
LiteraRUA. 

 
Simão, V. (2019, April 3). Frente fria: Por uma lei das frentes parlamentares [Cold front: For a law on 

parliamentary fronts]. Folha de S. Paulo. Retrieved from 
https://www1.folha.uol.com.br/opiniao/2019/04/frente-fria-por-uma-lei-das-frentes-
parlamentares.shtml 

 
Söderström, O., Paasche, T., & Klauser, F. (2014). Smart cities as corporate storytelling. City, 18(3), 307–

320. doi:10.1080/13604813.2014.906716 
 
Solagna, F. (2020). 30 anos de governança da Internet no Brasil: Coalizões e ideias em disputa pela rede 

[30 years of Internet governance in Brazil: Coalitions and ideas in dispute over the network] 
(PhD dissertation). Universidade Federal do Rio Grande do Sul, Brazil. 

 
Souza, M. R. O., & Zanatta, R. A. F. (2021). The problem of automated facial recognition technologies in 

Brazil: Social countermovements and the new frontiers of fundamental rights. Latin American 
Human Rights Studies, 1(1), 1–34. 

 
Stockmar, L. (2016). Security fairs. In R. Abrahamsen & A. Leander (Eds.), Handbook of private security 

studies (pp. 187–196). New York, NY: Routledge. 
 
Tavolari, B. (2016). Direito à cidade: Uma trajetória conceitual [Right to the city: A conceptual trajectory]. 

Novos Estudos CEBRAP, 35(1), 93–109. 
 
Taylor, L. (2017). What is data justice? The case for connecting digital rights and freedoms globally. Big 

Data & Society, 4(2), 1–14. doi:10.1177/2053951717736335 
 
Tecnoblog. (2022, April 5). Governo Bolsonaro está usando LGPD como pretexto para esconder dados 

[Bolsonaro government is using the LGPD as a pretext to hide data]. IG. Retrieved from 
https://tecnologia.ig.com.br/colunas/tecnoblog/2022-04-05/governo-bolsonaro-usa-lgpd-ocultar-
informacoes.html 

 
The Economist. (2009, November 12). Brazil takes off. The Economist. Retrieved from 

https://www.economist.com/leaders/2009/11/12/brazil-takes-off 
 
Vanolo, A. (2014). Smartmentality: The smart city as disciplinary strategy. Urban Studies, 51(5), 883–

898. doi:10.1177/0042098013494427 
 



952  Jess Reia and Luã Cruz International Journal of Communication 19(2025) 

Vera-Quiroz, V. (2023). Human rights implications of face recognition and other biometric technologies. 
Revista Costarricense de Direito Internacional, 11(2), 41–53. 

 
Vitória. (2020). Plano Diretor de Tecnologia para Cidades Inteligentes de Vitória—PDTCI [Master plan for 

smart city technologies of Vitória—PDTCI]. Prefeitura de Vitória. Retrieved from 
https://www.cdtiv.com.br/pdtci-vitoria/ 

 
Voorwinden, A. (2021). The privatised city: Technology and public-private partnerships in the smart city. 

Law, Innovation and Technology, 13(2), 439–463. doi:10.1080/17579961.2021.1977213 
 
Wagner, B. (2018). Ethics as an escape from regulation: From “ethics-washing” to ethics-shopping? In E. 

Bayamlioglu, I. Baraliuc, L. Janssens, & M. Hildebrandt (Eds.), Being profiled: Cogitas ergo sum 
(pp. 84–88). Amsterdam, The Netherlands: Amsterdam University Press. 

 
Winner, L. (1980). Do artifacts have politics? Daedalus, 109(1), 121–136. 
 
Winseck, D. (1995). Power shift?: Towards a political economy of Canadian telecommunications and 

regulation. Canadian Journal of Communication, 20(1), 81–106. 
doi:10.22230/cjc.1995v20n1a846 

 
Wood, C., Ringrose, K., Gutierrez, C., Stepanovich, A., & Colson, C. (2022). The role of data protection in 

safeguarding sexual orientation and gender identity information. Future of Privacy Forum and 
LGBT Tech. Retrieved from https://fpf.org/wp-content/uploads/2022/06/FPF-SOGI-Report-R2-
singles-1.pdf 

 
World Bank. (2005). Financing information and communication infrastructure needs in the developing 

world: Public and private roles (Working Paper n. 65). Washington, DC: World Bank. 
 
Ziosi, M., Hewitt, B., Prathm, J., Taddeo, M., & Floridi, L. (2022). Smart cities: Reviewing the debate 

about their ethical implications. AI & Society, 39, 1185–1200. doi:10.2139/ssrn.4001761 


