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Social Media and Information Conflict
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Social media is an integral part of the Web’s evolution; it has become a nearly
ubiquitous technology that can be accessed from traditional desktop computers and
many mobile devices. The role of social media in shaping national and global political
landscapes came to the fore in the aftermath of the Iranian elections in 2009, and then
in the popular uprisings in North Africa and the Middle East in 2011. These and other
incidents indicate that social media may play a significant role in future information-
based conflict. This article discusses the roles of social media in civil disturbances,
strategic security, and military operations to develop a model to describe the potential
roles of social media in information warfare. The article also assesses the continuing use
and roles of social media in information conflict.

Introduction

Social media is a subset of Web 2.0 technologies, which include all online social networks,
weblogs, and wikis. However, Twitter and Facebook have become synonymous with Web 2.0 (O'Reilly,
2005). These technologies are centred on the concept of user-generated content, online collaboration,
information sharing, and collective intelligence (Davidson & Yoran, 2007; O'Reilly, 2005). Social media can
therefore be seen as a many-to-many communications tool providing interactivity and content on demand,
especially when coupled with mobile devices (Coyle & Meier, 2009).

Social media and related technologies have proved to be effective tools in advocacy and
emergency communications (Pillay, van Niekerk, & Maharaj, 2010). Mobile phones were a key
communications tool in the aftermath of the 2004 Indian Ocean tsunami. This was also the first time
mobile phones were used as a fund-raising tool (Coyle & Meier, 2009). Social media also played a
significant role in the aftermath of the 2011 Japanese earthquake and tsunami: more than 1,200 Twitter
messages per hour were emanating from Tokyo within an hour of the earthquake (Vinson, 2011; Wallop,
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2011). Twitter was used to provide information on available shelters for stranded people and to raise
funds (Vinson, 2011). The “tcktcktck” organization was reported to have mobilized more than 4,500
bloggers in 2009 to raise awareness of climate change issues during the United Nation’s 15th Congress of
the Parties Summit (Graves, 2009). A Kenyan organization, Ushahidi, has developed free, open-source
platforms that crowdsource information during times of crisis. It operates with Twitter, mobile Short
Message Service (SMS), and Google Maps and has been used succesfully in many countries for both
natural disasters and tracking political violence, including being used to track racist graffiti in the Middle
East (Ushahidi, 2012a; Ushahidi Community, 2012). Examples of Ushahidi’s free online mapping tool,
Crowdmap, include mapping violence against women in Syria
(https://womenundersiegesyria.crowdmap.com/) and mapping cyberstalking in Canada
(http://crowdmap.cyberstalking.ca/). Despite these benefits, social media has been seen to play a
negative role according to some in that it has been used to instigate violence and disorder, such as riots in
Greece and England (Taylor, 2011; World Movement for Democracy [WMD], 2009). Such tools can
conceivably be used to map traditional and information-based conflicts or accidentally provide information
to aggressors in a conflict.

This article discusses the role of social media in information conflict, where information conflict is
considered to be an application of information warfare concepts in both military and civilian contexts.
Information warfare is defined as “all actions taken to defend the military’s information-based processes,
information systems and communications networks and to destroy, neutralize or exploit the enemy’s
similar capabilities within the physical, information and cognitive domains” (Brazzoli, 2007, p. 219).
Although information warfare is traditionally a military concept, as this definition indicates, Cronin and
Crawford (1999) and Schwartau (1996) have shown it to be relevant to social, corporate, and personal
spheres. Information warfare can be seen to encompass various other concepts; for the purposes of this
article, the following concepts are considered (Brazolli, 2007):

e Network warfare (or cyberwarfare)—offensive and defensive actions in relation to
information, communications, and computer networks and infrastructure.

¢ Command and control warfare—actions taken to manage, direct, and coordinate the
movement and actions of various forces; seeks to protect this ability in friendly forces
and disrupt the ability for an adversary.

e Intelligence-based warfare—actions to degrade an adversary’s intelligence cycle while
protecting one’s own.

. Psychological operations— intended to alter the perceptions of a target audience to be
favorable to one’s objectives.

Information warfare may be applicable to nonmilitary environments; in this case, the term
information conflict will be used to encompass both military and nonmilitary applications of information
warfare tactics. For the purposes of this article, information conflict will include strategic information
security and influence operations. Information assets often provide nations or organizations with a
strategic advantage. These assets may be attacked by an adversary or competitor to alter the strategic
value of these assets (Denning, 1999). Strategic information security seeks to protect these assets.
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Influence operations can be seen as an extension of psychological operations to include public affairs,
corporate communications, perception management, and similar activities (Larson et al., 2009).

The following discussion of social media in civil disturbances, the impact on strategic security,
and the implications for military operations proposes an updated descriptive model of social media in
information warfare. The focus will be on the roles of social media in the four aspects of information
conflict (network warfare, command and control, intelligence-based warfare, and psychological
operations), which will be illustrated by examples.

Social Media and Civil Disturbance

Web technologies first showed promise for political disturbances and advocacy in the 1994
Zapatista campaigns in Mexico. The movement took its struggle online in an effective campaign after
being defeated militarily (Mann, 2008), which Ronfeldt and Arquilla (1998) termed a “social netwar.”
Subsequently, social media has played a significant role in a number of large-scale civil disturbances.
These social disturbances initiated through social media are a form of psychological operations or influence
operations, where the instigators attempt to sway the perception of the general population into taking
physical protest action against the government. These activities, and the government attempts to disrupt
protestor dialogue via social media, also can be seen as a form of command and control warfare. The
incidents described in this section illustrate the potential for psychological operations and command and
control warfare.

The first major incident occurred in Greece in December 2008, when social media was used to
orchestrate demonstrations and gain foreign support following a police shooting and to raise economic
concerns in the country (WMD, 2009). In April 2009, Moldova hosted the “Twitter Revolution” due to
suspicions of fraud during the national elections; this was followed by another in June, when Iranians
protested against suspected election fraud (WMD, 2009). The Iranian authorities initially cracked down on
conventional media, leaving social media as the primary means of communication outside the country.
Subsequently, SMS and social media websites were also blocked. The value of social media as an
information source during a media clampdown is demonstrated by the U.S. State Department requesting a
delay in Twitter’s scheduled maintenance to monitor events in Iran (Coyle & Meier, 2009; WMD, 2009). A
month later, Urumgqi in the Xinjian province of China, was subjected to Twitter-based demonstrations.
However, strong Chinese censorship of the Internet enabled the Chinese authorities to shut down mobile
and social media services, preventing their further use (WMD, 2009). SMS was only restored the following
year ("SMS Restored,” 2010).

Probably the largest SM-induced demonstrations occurred in early 2011 in what became known
as the Arab Spring. Massive demonstrations in Tunisia and Egypt resulted in a change of government, and
as the “revolution fever” spread, civil war started in Libya and continues in Syria at the time of this
writing. Figure 1 shows a screenshot of tweets related to the Syrian violence. The events in Tunisia and
Egypt are analyzed in more detail in van Niekerk, Pillay, and Maharaj (2011), yet some mention should be
given to the attempted online response by the respective governments. Tunisian authorities attempted to
hack into or delete the Facebook accounts of the suspected instigators (Madrigal, 2011), and Egyptian
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authorities instituted a full-scale blackout of Internet and mobile services (Kessler, 2011; Kravets, 2011).
These countermeasures were not sufficient to end the protests in either country. In the aftermath of the
Arab Spring, many African countries experiencing or expecting to experience political unrest (for example,
Uganda) proactively blocked access to social media (Malakata, 2011). In the wake of the Arab Spring and
a cyberattack against the blogs of Russian political figures, Russian intelligence agencies proposed to block
access to social media; however, this was rejected by the Russian government (Isachenkov, 2011).
Subsequent calls for protest via social media in North Africa were unsuccessful. This failure can be
attributed to the overall context not being sufficient for more protests. Sheldon (2011) comments that

online social networks did not cause the uprising in the Arab world that began in Tunisia
in late 2012, but they certainly played significant roles in accelerating awareness and
dialogue among protestors on one hand, and in providing critical intelligence about
those very same protestors to savvy security services. (p. 45)

dnﬂ DamascusNewsNetwork
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=== Turkish civil war through a Syrian quagmire by Mahdi Darius
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Khilafah
Huge protest right now outside Masjid al-Kabeer in #Homs, #Syria
- flags of [a illaha illa Allah are DOMINATING. .. fo.me/Kixfduz]

Figure 1. Screenshots of tweets regarding violence in Syria.
Source: Twitter.com (2012).

Although nations affected or threatened by social media-instigated political uprisings have
attempted to block social media, it is not clear that these forms of censorship can be sustained for
protracted periods. It is likely that the effectiveness of social media in popular uprisings will result in
workarounds being implemented to circumvent censorship by governments; in the case of the Egyptian
unrest, Google provided a workaround by providing a phone number that people could call and leave a
voicemail message, which was then posted as a Twitter message (News24, 2011).

SMS for mobile phones also has been used to facilitate demonstrations. In 2003, demonstrations
in the Philippines resulted in a change of government (Rigby, 2008; Rogers, Singhal & Quinlan, 2008). In
2010 riots in Mozambique due to food shortages were orchestrated by SMS (Jacobs & Duarte, 2010). SMS
were used in an attempt to incite racial violence in Kenya (Okeowo, 2008). SMS is not part of the Web 2.0
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technologies usually associated with social media; however, in these cases, SMS can also be seen as a
tool for mass communications and widespread social impact. In 2011 Blackberry’s messaging service was
the primary communications tool used in orchestrating riots across England. These were similar to the
Greek riots in that they were in a response to a police shooting (Potter, 2011; Taylor, 2011). Although
Facebook was used in an attempt to further incite violence, this was not successful and the culprits were
arrested and sentenced to imprisonment (Carter, 2011). Pakistan reportedly used social media for
“rumour campiagns” and to insitgate mobs against other countries in the region (Abbas, 2012). These
examples illustrate the use of social media for psychological operations to instigate riots and command
and control warfare as demonstrators use social media communications for coordination while affected
governments try to hinder this.

Other groups use social media models to advocate for transparency. The main group, WikiLeaks,
is responsible for releasing many potentially sensitive documents on the conflicts in Afghanistan and Iraq
and diplomatic cables (Goodwins, 2010; Stewart, 2010). The security implications of this are discussed
later in this article. In a response to the releases, the U.S. government, financial institutions, and social
media websites froze WikiLeaks accounts, and WikiLeaks suffered a series of denial-of-service attacks
(Goodwins, 2010; Walker, 2010). This prompted a response by the hacktivist group Anonymous, which
conducted denial-of-service attacks against those hindering WikiLeaks, and a series of counterattacks
occurred between pro- and anti-WikiLeaks hacktivist groups (Walker, 2010). These events are analyzed in
more detail in van Niekerk and Maharaj (2011) and can be considered a form of low-scale cyberwarfare.
The WikiLeaks case is significant because it illustrates that online activity in providing information via
online social media can result in a more aggressive online response in the form of denial-of-service
attacks, which relates to network warfare.

The Anonymous group, inspired by the Arab Spring events, advocated peaceful protests that
evolved into the Occupy movement, orchestrated through the use of social media (Kamzi, 2011). The
movement went global in October 2012, with protests planned in 82 countries (Agence France-Presse,
2011). Similar groups to the Occupy movement, such as Take Back South Africa, have received moral
support from Anonymous. In South Africa and Australia, video messages were posted on YouTube
(anonymous21695917, 2012; AnonymousZa65, 2011a; 2011b; windsofchangersa, 2011) supporting the
national groups and demonstrating antigovernment sentiment. However, these activist groups do not
necessarily represent a majority. Figure 2 shows a screenshot of an Anonymous YouTube video. Often
these activities are driven by a minority, yet through the use of social media, they receive as much
exposure as a movement representing the majority of a nation’s population. Social media can therefore be
seen as an equalizer, providing a global voice to small groups.
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Anonymous Message to Australian Government

anonymous 21695917 o Subscribe 6 videos v

Figure 2. Anonymous YouTube video against the Australian government.
Source: anonymous21695917 (2012).

Twice in 2009, Twitter itself was targeted by hackers, and stolen Twitter corporate documents
were released on a popular IT news website after the second attack in May 2009. The social engineering
methods used by this hacker to eventually access credit card information (Carr, 2010) illustrates that
criminal elements seeking to fraudulenly access and use credit card or banking information for financial
gain may use social media to identify and target susceptible individuals. In August 2009, Twitter and other
social media websites suffered a series of denial-of-service attacks. It was reported that these attacks
were intended to silence bloggers who were making political statements related to the 2008 Georgian
cyberattacks or the denial-of-service attacks on South Korea (Adhikari, 2009; Menn & Gelles, 2009). As
with the retaliatory denial-of-service attacks due to WikiLeaks’ releases, commentary on social media
resulted in an aggressive response further illustrating its relevance to network warfare.

Hackers often use social media and related technologies, partiularly discussion forums. Chinese
hackers, however, appear to favor instant messaging platforms rather than Facebook and similar social
networks. Hackers in the Middle East (typically pro- or anti-Israeli) use many websites and discussion
forums. A Pakistani hacker group used social networking to conduct an attack on and deface an Indian
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website. Due to the hackers’ poor security, the group’s discussions were easy to find, including the order
to attack the website (Carr, 2010).

These incidents indicate that social media can play a role in both online protests and instigating
physical demonstrations due to ideological differences. In some cases, the social media itself may become
a target to silence opposing ideological views. Social media has clearly changed the dynamics of protest
actions, where physical demonstrations on the street are held in conjunction with, and even coordinated
by, online protest actions that have the ability to reach a global audience. Social media also provides a
global platform for protest actions to be held completely online. However, some of the protest or advocacy
actions can have implications for information security, and incidents in which this was the case are
discussed in the next section. For the demonstrators, social media provides a convenient tool for
psychological operations (making their cause known) and the command and control platform (coordinating
protest actions).

Social Media and Strategic Information Security

Because social media is based on information sharing, a potential exists for careless posting of
information that could result in security risks (Grobler, 2010). The very nature of social media results in it
having more vulnerabilities than traditional Web pages. It has scripts for uploading and playing media
files, online applications, and other aspects that all can contain vulnerabilities or malicious code that are
not visible to the end user (Lawton, 2007). The most common attack types on social media are discussed
in the Trustwave (2011) Global Security Report 2011: exposure of personal information is at the top,
accounting for 30% of recorded incidents, followed by malware, contributing 25% of recorded incidents.
Data mining and exposure of corporate information each contributes 20% of recorded incidents, and
attacks on reputation account for 5%. This section discusses such attacks in terms of information conflict,
particularly considering the requirement for cybersecurity with relation to social media and its use in
offensive cyberoperations. The primary focus of this section, therefore, is on the network warfare and
intelligence-based warfare aspects of information warfare.

An example of accidental exposure of personal information becoming a strategic security risk is
when the wife of a British intelligence head posted personal family details on Facebook. Shachtman
(2009a) questions the seriousness of this; however, this information could be used to indirectly attack or
influence the intelligence officer through his family (Grobler, 2010). The Slovenian government suffered a
breach when recordings of closed government sessions were released on YouTube in December 2011
(Praprotnik, Podbregar, Bernik, & Tiar, 2012). Social media also can be used as a platform for open-
source and business intelligence. By searching for listings mentioning a specific organization, it is possible
to identify current and past employees and what they listed as their position and expertise. This enables
profiling of the organization’s employee requirements and potentially gives insights into major projects
being conducted.

The WikiLeaks concept of publishing possibly sensitive information to promote transparency in
itself is a security breach as the major releases were facilitated by an insider who had access to the
intelligence networks (Poulsen & Zetter, 2010). However, other groups have begun attacking
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organizations’ networks to obtain this information. An example is the hack on the HBGary network, where
details of projects for military online operations were released. A project to develop a rootkit code-named
“Magenta” (laurelai, 2011) and social network profile management software named Persona (Kerrigan,
2011) were exposed during this breach. These incidents illustrate the possibility of information
intentionally being breached through aggressive information warfare tactics and exposed on social media
websites. The Persona software is significant in that it indicates the military’s interest in using social media
to sway perception, a point discussed later in this article.

Specific individuals also may be targeted to gain access to sensitive information or to unwittingly
download malicious software. In early 2011, a warning was released on LinkedIn by the U.S. Department
of Defense to alert members of the U.S. information operations community of an attempted “false-flag”
operation; a fake profile, purporting to be a colonel, was attempting to add these members as contacts
(Harding, 2011). Subsequently, a second warning was released by members regarding suspicious profiles
(Meeks, 2011). Research shows that high-level personnel may be compromised by fake social media
profiles. An example is the “Robin Sage Experiment” described in the Cisco 2010 Annual Security Report
(Cisco, 2011). This fake profile appeared to be a woman in her 20s with an advanced degree and
employed by the U.S. Navy as an analyst focusing on cybersecurity. Within a month, the fake profile made
approximately 300 connections, many of whom did not realize the profile was fake. Many of those
deceived by the fake profile were high-level employees (Cisco, 2011), which indicates the security risk
that social media presents and its possible role as an intelligence-gathering tool. Kerrigan (2011) notes
that it is feasible to impersonate an acquaintance from the target’s school or college in an attempt to gain
access to him or her on social media. Should an individual with access to sensitive information fall victim
to such a social engineering or false-flag attack, the consequences could be very serious. Dhanjani, Rios,
and Hardin (2009, pp. 223-240) discuss methods of hacking executives in more detail, including via the
use of social media. Carr (2010, p. 93) also notes that “social networks are an ideal hunting ground for
adversaries looking to collect actionable intelligence on targeted government employees.” These examples
illustrate the possibility that social media can be used to breach strategic security and gain sensitive
information on employees and projects.

As noted above, 25% of recorded attacks on social media were due to malware. The Pushdo
botnet used Facebook to distribute malicious e-mails (Westervelt, 2009), and the KoobFace malware
tricked users into clicking on a link that redirected them to trojans that hijacked the Web browser
(Villeneuve, 2010). Social media may be used in a network warfare scenario to distribute malicious code
to either deny network services or gain illegitimate access. Initially, the U.S. military considered banning
service personnel from using social media due to the possibility that malware could be pushed to users
and compromise the networks (Shachtman, 2009b). This obviously has implications for network warfare,
where social media can be used to distribute the malware. This malware also can be used for
cyberespionage and can therefore also be considered an intelligence-gathering method.

Social media also may be used to damage or improve the reputation of an organization or
individual; Gaines-Ross (2010) labels this “reputation warfare.” The speed with which information spreads
through social media makes it difficult to contain the released information (accidental or intentional) that
could be damaging. Dutta (2010) provides an example of a CEO who was misquoted; Gaines-Ross (2010)
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provides examples of how social media platforms were used against corporations, suggests ways to
counter such actions, and describes how some strong reactions resulted in poor public relations for an
organization. It was noted that social media is not necessarily only a threat, because it also may be used
effectively to promote positive public relations (Gaines-Ross, 2010). The implications for corporations is
that quality and customer satisfaction need to be carefully controlled, because large numbers of
dissatisfied customers complaining on social media will be very damaging for the corporate image, and
there may be very little that can be done to recover from this. The use of social media for reputation also
applies in the military context, which will be discussed later in this article.

In Somalia, social media is used by pirates and the Al-Shabaab insurgent organization, providing
researchers with a tool to monitor and research their activity (Laje, 2012). Additional sources are used to
confirm the truthfulness of attack claims posted by the pirates. However, there is still a problem with
confirming all the pirates’ posts. This provides intelligence to begin modeling piracy activity, indicating the
ability to track strategic threats affecting strategic and regional security.

Several online tools are available for managing and monitoring social media campaigns, such as
TweetDeck (www.tweetdeck.com), HootSuite (hootsuite.com), Social Mention (socialmention.com),
Silobreaker (www.silobreaker.com and news.silobreaker.com), and Addict-o-matic (addictomatic.com).
Many of these are free or have trial versions that can be used to gather open-source information or
business intelligence on a rival campaign or organization. Google Search and Google Trends also provide
information-gathering abilities. Maltego is a downloadable application that allows users to search for
information (such as e-mail addresses, phone numbers, social media accounts, and websites) that is
associated with the search term. Backtrack is a freely downloadable Linux-based operating system that
can be used for penetration testing and hacking. It also contains a social engineering toolbox that allows
users to target e-mail and social media accounts. With such an array of freely available tools it is possible
to profile organizations and persons, especially if they have a large online footprint. Those with little or no
online presence may not be detected by some of these tools, especially those designed for campaign
management, where the focus is on aggregating large quantities of information. However, organizations
that have strong public-facing online profiles will likely be vulnerable to such intelligence gathering.

Awareness education of employees regarding the security risks of social media is suggested as
the best countermeasure to possible attacks. Employees may still access social media from their personal
mobile devices or at home, even if the websites are blocked at the workplace, and monitoring access does
not prevent a breach (Trustwave, 2011). Humans are often regarded as the weak link in information
security (Schwartau, 2010). van Niekerk, Ramluckan, and Maharaj (2011) argue that awareness training
may be limited by apathy and human error, and they suggest using a combination of the three
techniques: restrict access on sensitive systems or networks to prevent them from being compromised,
monitor access to detect whether a potential breach has occurred to respond to it effectively, and educate
to raise the awareness of the latest attack methods and countermeasures.

The incidents and concerns discussed in this section illustrate methods through which social
media may be used to target high-profile individuals or systems in government, the military, and other
organizations. These include false-flag operations using fake profiles, malware, and malicious insiders.
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Such activities can be considered as intelligence gathering and network warfare tactics of information-
based conflict, and they may have severe consequences should they be successful. The next section
discusses the specific impact of social media on military operations.

Social Media Implications for Military Operations

Due to the ubiquitous nature of social media, it is inevitable that military operations will be
affected by this technology. This section discusses the benefits and risks of social media in the military
environment and explains the implications of social media in a military context. This is a precursor for
using social media in an information warfare scenario.

Disaster relief is among the conventional operations that the military conducts. The benefits of
social media in emergencies were described above; here, the military perspective will be presented. Even
though the military has its own communication systems, social media may be coordinated with civilian
relief efforts. A member of the U.S. Marine Corps stated:

I cannot overemphasize to you what the work of the Ushahidi/Haiti has provided. It is
saving lives every day. I wish I had time to document to you every example, but there
are too many and our operation is moving too fast. (C. Craig quoted in Ushahidi, 2012b,
para. 7)

The Ushahidi crowdsourcing platform (described in the introduction) also provided some benefit
to the military operations. Another incident during the Haiti relief operation involved the use of Twitter as
an indirect communications platform. An aircraft carrying aid was unable to land and posted this on
Twitter; others using the platform saw this and flooded the U.S. Air Force account with tweets. The Air
Force responded, and the aircraft landed within an hour (Kennedy, 2010). These incidents indicate that
social media may have a beneficial role in military relief operations. Pillay, van Niekerk, and Maharaj
(2010) suggest that military units participating in such activities should incorporate social media platforms
into their communication procedures to improve their ability to communicate, coordinate, and share
information with other national military and civilian relief workers. However, they suggest that it may be
difficult to keep military movements secret due to mobile devices with integrated digital cameras and
social media applications. Anyone with such a device could take a photo and upload it onto the social
media platform, possibly with geolocation information. Once the photos have been uploaded and the
movement becomes common knowledge, others may keep watch and take photos. This could provide
intelligence just as satellite photos do. Mobile phone cameras may be able to capture unit insignia, and
with geolocation data and multiple uploads, the movements of these units could be traced. Although the
military may attempt to control the postings of soldiers, it is more difficult to control what is uploaded by
outsiders. A denial-of-service attack against popular social media websites could slow the propagation of
such images. However, this would require a coordinated network warfare attack with the physical
movement of forces. These concepts will have implications for command and control, intelligence, and
network warfare.
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The Persona software indicates an intention by the U.S. military to actively use social media in
perception management or influence operations. This software is reportedly intended to manage fake
social media accounts for the purpose of infiltrating groups on social networking sites and posting blogs in
an attempt to appear to create a consensus favorable to the United States on controversial issues (Stein,
2011). This software is significant in that it allows an operator to manage up to 10 fake social media
accounts. Therefore, each operator has 10 times the influence of a single person. This has the potential to
significantly magnify the psychological influence a small group of covert operators can have on a broader
audience. However, due to the leaks revealing this software (and inhibiting its effectiveness) and its covert
nature, it is unlikely that its full potential will be analyzed in a public forum in the near future. Since 2008,
the Israeli Defense Force has been actively using social media for perception management by posting
tweets from embassies and videos of precision air strikes (Hodge, 2008). Figure 3 shows a screenshot of
the Israeli Defense Force Twitter page. When Israeli troops raided a ship carrying aid, social networking
websites were effectively used to sway perceptions against Israel, which responded with its own posts and
videos (Shachtman, 2010). The Israeli Defense Force is also reportedly forming specialist *“Web 2.0” units
by recruiting social media experts (Pfeffer & Izikovich, 2009). It was later reported that a unit had been
commissioned to “plug leaks” through social media (Pfeffer, 2010). This may be in response to the
careless post by the Israeli soldier mentioned above. Subsequently, social networking sites have been
banned for active personnel, because the awareness and warning messages did not appear to prevent
careless posts (StrategyPage, 2010b).
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IDFSpokesperson 6,848
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Follow IDF Tweets -/ No replies

IDF
.ﬁz What else gives IAF pilots the same adrenaline rush as flying?
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Figure 3. The Israeli Defense Force Twitter page.
Source: IDFSpokesperson (2012).
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The U.S. military appeared unsure whether to ban access to social media. Initially, it was banned
as described above; then the Marines were provided access (StrategyPage, 2010a); then it was reported
that social media would not be banned (Ackerman, 2011). As with the Israeli military, the U.S. Army also
provided a social media program where soldiers could post their experiences and allow direct interaction
with the troops in a public affairs exercise (Gaines-Ross, 2010). The Kenyan army is also “engaged in
online exchanges” with the Somali insurgent group, Al-Shabaab (Laje, 2012). Although banning or
restricting access may have some impact, it does not prevent posts after the person has left the service. A
former Israeli soldier posted a photo of herself posing with prisoners, causing a public outcry. She was no
longer serving in the military, so the legalities were not clear; however, the pictures were removed
(Wood, 2010). The Russian Federal Security Service has banned its active members from certain social
media websites over security concerns. These concerns are well founded, because more than 50 mentions
of Russian strategic military assets were found by researchers on Russian social networks, including the
location of nuclear weapons bases and major warships (Carr, 2010). A similar study conducted by the U.S.
Air Force found that 60% of active-duty members posted sufficient information on Myspace to be
vulnerable to targeted attacks, such as blackmailing or kidnapping of deployed personnel (Carr, 2010).
These incidents indicate an intended use of social media for perception management and an underlying
concern that adversaries can gain intelligence through information leaks.

Social media also can be used as an intelligence tool for gauging public response to operations.
An unannounced flight by Air Force One and its fighter escort over New York City caused public panic and
then a severe backlash, because it appeared that a commercial airliner was being chased by the fighters;
another 9/11-style attack was feared. The U.S. Air Force monitored the public reaction on Twitter
(Lardner, 2009). As described in the previous section, careless posting on social media presents a security
risk, which holds true in the military sphere. An example is that of a planned raid by Israeli forces that had
to be cancelled after the time and place were carelessly posted by a soldier (Hodge, 2010). The references
to the location of Russian strategic military assets mentioned above could provide any competing military
with useful intelligence (Carr, 2010).

Often the military are deployed in emergency situations, such as during the Arab Spring mass
demonstrations. In such situations the military and security services can monitor demonstrator activity via
social media, enabling them to react quickly to potential violent outbreaks to maintain peace. Because
mobile networks and Internet connectivity can be blocked at the national level, military capability is not
required. However, blocking the social media forces the demonstrators into using other methods of
communication, which may not be as easily monitored.

The openness of social media and the fact that the technology is constantly upgraded by the
owning corporations make it a cheap and stable platform for communications and a convenient platform
for deployed personnel to contact their families. The greatest disadvantage is the lack of security that
social media provides for scenarios where potentially sensitive information may be accidentally released.
This may be circumvented by developing and employing applications that provide end-to-end encryption
from the devices to allow secure communications via social media.
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Social media has obvious implications for the military, which needs to adapt to this technology
and its advocacy of open information. In some cases, the military is actively seeking to employ social
media to enhance its public communications and perception management. Because social media also can
propagate malicious code, it can be a valuable tool in information warfare applications, in the topic of the
next section.

Potential Roles of Social Media in Information Warfare

It is apparent that social media can be used to gain intelligence, propagate malicious code, and
sway perceptions. This section examines the role of social media in these activities from an information
warfare perspective. The objective is to further develop a descriptive model illustrating the role of social
media in information warfare and conflict.

As social media has been employed in perception management and to orchestrate large-scale
demonstrations, it has demonstrated its relevance to psychological operations. The active use of social
networking by the Israeli military and the Persona software project reveal a clear military application.
Johnson (2011) proposes a framework for using social media in a general cyberattack, and van Niekerk,
Ramluckan, and Maharaj (2011) propose a framework for conducting a targeted attack and psychological
operations through social media. This may not be an effective tactical tool, because its application is
tailored more to strategic scenarios in which governments and the general population are targeted. The
opposing military forces will also have access to the psychological operation, which may reduce morale.

The Persona software, and social media in general, may be used for targeted attacks against
individuals; examples of false-flag operations were provided above. Such social-engineering attacks can
be seen as a form of psychological operation. These attacks can trick or coerce the target into providing
information in an intelligence-gathering operation or downloading malicious code.

Because cases exist of malicious software propagating through social media, it is feasible that
this technology may be employed as a network warfare tool. Malware can be propagated to compromise
and illegitimately control systems for attacks or to disrupt the availability of specific systems or networks.
The vulnerabilities present in social media also provide attackers with multiple avenues to compromise
systems. The rapid propagation of messages through social networks may be ideal to compromise many
systems in a short span of time.

Figure 4 illustrates the roles of social media in achieving objectives in various areas of
information warfare. Social media can be used in network warfare to exploit vulnerabilities to insert
malicious code or gain intelligence and in psychological operations to influence populations and individuals
into behaving favorably toward the attacker’s objectives, to gain open-source intelligence, and for a
convenient communications and collaboration platform for command and control.
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Adapted from van Niekerk, Ramluckan, and Maharaj (2011).

Information warfare includes defensive capabilities; therefore, the countermeasures against
social media—-enabled attacks need to be considered. Blocking access to social media websites on an
organizational network may appear to be an obvious solution. However, employees are still able to access
social media through personal mobile devices and home computers, thereby reducing the effectiveness of
this technique (Trustwave, 2011). The blocking of social media and mobile communications at a national
level has achieved mixed results. It failed in the Arab Spring events, yet succeeded in China. Such tactics
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may be more successful the earlier they are implemented, prior to the mass demonstration becoming
independent of social media. Therefore, the concerned African nations that blocked social media
(Malakata, 2011) may have prevented the unrest from gaining widespread popularity and forming mass
demonstrations of the scale seen in the Arab Spring. In an organization, restricting access to certain time
periods and blocking access to sensitive systems will reduce the likelihood of a serious incident and
provide the organization with some control over employees’ use of social media.

Although monitoring cannot prevent a leak or attack, it can detect them. This ability facilitates a
quick response to an incident. For example, warnings could be distributed in the event of a false-flag
incident. Educating users about the threats posed by social media is still considered the best defense
(Trustwave, 2011), but, as demonstrated by the Israeli military banning social media access, this is not
always fully effective due to apathy and human error. Social media should be included in the reporting of
potential threats, such as instituted by the U.S. Army’s Threat Awareness and Reporting Program (U.S.
Department of the Army, 2010). It has also been proposed to use games on social media platforms to aid
awareness training and education (Labuschagne, Veerasamy, Burke, & Eloff, 2011).

The concept of a social media honey pot was proposed by van Niekerk, Ramluckan, and Maharaj
(2011). The concept is to use social media profiles and groups to intentionally entice false-flag operations
and record and analyze these engagements. Applications to manage fake profiles, such as the Persona
software mentioned above, may be used to set up these honey pots and automatically record any activity
or invitations on the profiles. Analysis will aid in discovering attack patterns, allowing for the profiling of
the attackers, such as their regional origins, or provide signatures to identify the attacker in future
incidents. This intelligence may prove to be crucial in awareness training, as specific attack signatures and
examples can be provided, allowing for better identification and improved reporting of false-flag attempts.

Several methods may be used to provide layered protection, known as defense-in-depth (Carr,
2010). Awareness training and restricting access are preventive measures; they create a mind-set and
reduce the possibility of leaks or successful attacks. Monitoring activity provides the ability to detect and
react to incidents. Implementing a honey pot or active analysis of suspicious social media activities will aid
in identifying signatures of attacks, which will provide intelligence to improve awareness training and
monitoring. Implementing all four solutions will reduce the likelihood of an incident occurring and improve
the detection of and reaction to any incidents that do occur.

The Future of Social Media in Information-Based Conflict

Because social media encompasses a diverse range of communication styles, including
multimedia and short messages, and connects a wide range of actors, it is a complex network. When
looking at complexity theory with regard to information systems, the networked world is an adaptable
complex system with the potential to self-organize (Merali, 2006). Likewise, complexity can be seen in
military systems, information warfare, and uprisings (Schneider, 1997) such as Arab Spring, where a
complex political system is thrown into chaos when it spontaneously reorganizes into a different state.
Therefore, information conflict is changing and spontaneously reorganizing due to the disruptive influence
of another complex system: social media. The relationship between social media and information conflict
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has not yet reached its final state, making it difficult to predict the future with any degree of certainty.
However, social media is an ideal tool for information-based conflict.

The use of social media is not always successful in the complex system of politics and conflict.
The false-flag operation described was discovered and ultimately failed. Subsequent calls for uprisings in
North Africa through social media did not reach the scale of the Arab Spring. Aday, Farrell, Lynch, Sides,
and Freelon (2012) warn that the role of social media in the Arab Spring uprisings and similar events
should not be overestimated, because traditional media also played a significant role. Similarly,
government attempts to block access to mitigate riots had varying degrees of success. Clearly, social
media is not the main factor, and the overall context is important. Riots and uprisings cannot be instigated
through social media unless the political and social climate is conducive to such events. Social media can
therefore be considered a tool for supporting or facilitating information-based conflict, and probably will
not be sufficient to create social uprisings on its own.

Given its ubiquitous nature, it can be expected that social media will become more prevalent in
information-based conflict, and its roles may initially become more significant. However, social media will,
at least for the foreseeable future, remain as a tool to facilitate such activity rather than the primary
instigating factor. Social media is one of many variables in a complex system, and it has the capability to
facilitate changes of state within that system rather than acting as a catalyst for the state change.

Social media will eventually become less of a network warfare threat or intelligence tool as users
become more aware of the information security threats it poses and as the technical controls improve.
Because the main purpose of social media is to facilitate communication, its ability to serve as an
impromptu command and control network or mass communication platform for psychological operations
will remain. Due to its influence in society being in flux, the final state of social media in information
conflict is yet to be determined.

Conclusion

Social media has become a ubiquitous communication media; however, it presents security
threats and has a role in information conflict. These threats—particularly the vulnerabilities, malicious
code, and social engineering—illustrate that social media is a tool that can be used offensively in
information warfare. To defend against such attacks, it is recommended that vulnerable people and
organizations implement a layered defense with multiple techniques to minimize the likelihood of a
security incident from occurring. Social media is likely to continue being a tool in information conflict, but
is unlikely to be the prime instigating factor. Its use as a network warfare tool may eventually wane, but it
will still be useful for mass influence operations.
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