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Data privacy transparency is defined here via four components: (1) notice materials 
(e.g., privacy policies) ensuring meaningful transparency contributes to meaningful 
online consent; (2) reporting about data practice frequency; (3) digital policy literacy 
supports; and (4) transparency that is useful as well as useable. To further 
understanding of this conceptualization, a third assessment was conducted of privacy 
materials from websites for major, minor, and transit carriers that route Canadian 
Internet traffic. Results from the sample of 44 Internet service and transit providers 
suggest carriers continue to demonstrate little interest in data privacy transparency. 
Minimal details are provided about third-party data requests, disclosures, routing, 
processing, storage, or retention. Transit providers make almost no reference to 
Canadian Internet transit practices. The privacy details present suggest that carriers 
have little interest in leading efforts to inform and educate people about how the 
Internet works or about privacy implications of Internet use. This perpetuates 
meaningful online consent challenges, and the marginalization of data subjects in 
broader Internet governance debates. 
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Data privacy transparency is an information dissemination end whereby those attempting data 

practices (i.e., collection, management, analysis, use, sharing, retention, etc.) communicate connections 
between those practices and privacy frameworks, considerations, or implications. A successful attempt 
requires openness and honesty, but also that the dissemination be “useful and usable” (see Habib et al., 
2020), especially for holding those with data power to account (see Ananny & Crawford, 2018). Data privacy 
transparency is defined here via four components: (1) notice materials (for example, privacy and terms of 
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service policies) for ensuring “meaningful transparency” (see Suzor, West, Quodling, & York, 2019) 
contributes to “meaningful consent” online (see Office of the Privacy Commissioner of Canada [OPC], 2018, 
para. 1); (2) transparency reporting about the frequency of data practices relevant to privacy 
considerations; (3) materials supporting “digital policy literacy” (Shade & Shepherd, 2013, “The Digital 
Policy Literacy Framework,” para. 1) to teach about connections to related political economic, policy, and 
infrastructure questions; and (4) delivering a “useful and useable” (Habib et al., 2020) transparency 
whereby the dissemination is practical and accessible to help data subjects address information asymmetries 
and associated privacy challenges. This conceptualization is discussed in the Assessing Data Privacy 
Transparency section. 

 
In the transparency context, openness means providing breadth and depth of information to ensure 

that relevant details are available. While varying degrees of openness might produce a pragmatic 
transparency, without honesty in the details and in the framing, the information, or a lack of it, might 
mislead or confuse. Furthermore, to achieve a “useful and usable” (Habib et al., 2020) data privacy 
transparency, attempts must address informational and technical divides between data subject and manager 
(Obar, 2015, 2016; Schudson, 2015), ensuring sensitivity to increasing asymmetries as industry speeds 
ahead. This is a considerable challenge because the selection of useful information and its presentation in a 
way that is usable is context-specific. Context will differ depending on the privacy issues unique to the data 
manager or subject. 

 
Thus, data privacy transparency is more than just words; it requires facilitating something for those 

engaging with the words. To realize transparency deliverables, opportunities for auditing and controlling 
data practices must be reified, with the aim of achieving accountability (Ananny & Crawford, 2018). 

 
One way to develop understanding about a concept like data privacy transparency, and to provide 

critique, is to investigate the extent of its presence in a specific context. The current study attempts this, 
providing a third assessment (Clement & Obar, 2014, 2016) of the extent to which prominent carriers 
(Internet/transit service providers) involved in the routing of Canadian Internet traffic present a form of 
data privacy transparency. This third iteration aims to provide a new assessment of the 44 carriers in the 
sample, and comparisons with the last assessment in Clement and Obar (2016), to highlight any 
improvements. Beyond this narrow assessment of one group of data managers, the intention is that this 
study serve as a basis for further reflection on the data privacy transparency concept. Although the results 
of a study of Canadian Internet carriers may have a limited audience, how results help unpack the state of 
data privacy transparency and its possibilities may be relevant to international efforts addressing the future 
of online consent-based oversight mechanisms as big data and artificial intelligence pervade. Achieving data 
privacy transparency is a considerable challenge both for those providing the information and for those using 
the information. This study is an empirical assessment of the former, specifically, for carriers that route 
Canadian Internet traffic. Assessments of the latter are beyond the scope of this study. 

 
The next section provides a discussion of data privacy transparency in the Internet carrier context. 

Information about assessing data privacy transparency is presented next, followed by the study. 
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Data Privacy Transparency and Internet Carriers 
 
Any time an individual connects to the Internet, the connection is facilitated by Internet carriers. 

Often referred to as Internet service providers (ISPs), these carriers route traffic from sender to receiver 
and back, and while doing so may collect, use, disclose, and retain personal information. Individuals may 
be aware of the ISP they pay each month, but unaware that ISPs communicate with transit providers to 
facilitate Internet connection. Each packet transmission from sender to receiver could involve a small or 
large number of handoffs between carriers, exposing individuals to a small or large set of potential data 
practices (Clement & Obar, 2015). 

 
Figure 1 visualizes a set of packet handoffs between carriers, and how privacy threats might arise. 

Displayed is a list of handoffs for a packet sent from a computer at the University of Toronto to the website 
for the Ontario Student Assistance Program (a student financial assistance program). This packet traceroute 
was collected via the IXmaps.ca project, which supports the crowdsourcing and review of traceroutes to 
identify how Internet transmissions and associated privacy threats may occur. Though the transmission 
begins and ends in Canada, it transits via Cogent, an American transit provider. As a result, the transmission 
passes through New York and Chicago before returning to Canada. This is referred to as a “boomerang 
rout(e)” (Clement & Obar, 2015). While it is intuitive that a visitor to Google from Canada might send 
packets south of the border, less intuitive is that Canadian-to-Canadian transmissions between an individual 
in Canada and a Canadian institution would transit the United States. What’s more, while one might suspect 
that Americans could be watching a border-crossing to visit Google, it might be surprising to find out that 
ISPs and even the U.S. National Security Agency (NSA) are collecting data about Canadian visits to Canadian 
online services. Research suggests that approximately 22%–25% of Canadian-to-Canadian transmissions 
transit the United States, including visits to websites for Canadian banks, government agencies, universities, 
cultural institutions, and beyond (Clement & Obar, 2015; Obar & Clement, 2013). Because NSA surveillance 
is suspected at various Internet exchange facilities in the United States (Clement, 2013), the handoff to 
Cogent raises privacy concerns, especially considering that, as Austin (2016) suggests, Canadian data 
receive no Constitutional protections (American or Canadian) when passing through the United States. 
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Figure 1. University of Toronto > OSAP boomerang traceroute details via IXmaps (n.d.). 
 
Carrier connections raise additional privacy concerns as well. One is the extent to which personal 

information might be integrated into broader big data ecosystems. Generally dependent on the extent of 
data-sharing agreements between ISPs and third parties, as well as data leakage concerns, data collected 
by carriers could be implicated in automated eligibility systems in use across the global economy, raising 
concerns associated with digital discrimination (see Marwick & boyd, 2018; Pasquale, 2015). 

 
How might individuals protect themselves from these threats? Policy based on the notice and choice 

privacy framework emphasizes user consent as a means for delivering protections (Cate, 2006; OPC, 2016). 
This translates to carriers providing policy texts to review (i.e., privacy and terms of service policies) that 
should contribute to meaningful online consent processes (OPC, 2018). In Canada, the Personal Information 
Protection and Electronic Documents Act (PIPEDA) governs this approach in the context of commercial data 
practice. For example, PIPEDA’s “openness principle,” emulating elements of an Organisation for Economic 
Co-operation and Development (OECD, 2013) privacy policy framework, states, 
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An organization shall make readily available to individuals specific information about its 
policies and practices relating to the management of personal information. . . . 
Organizations shall be open about their policies and practices with respect to the 
management of personal information. Individuals shall be able to acquire information 
about an organization’s policies and practices without unreasonable effort. This 
information shall be made available in a form that is generally understandable. (Personal 
Information Protection and Electronic Documents Act [PIPEDA], 2000, Section 4.8, para. 
1, Section 4.8.1, para. 1) 
 
The challenges associated with the individual being at the center of the big data ecosystem as both 

“perpetual data subject and overwhelmed privacy savior” (Obar & Oeldorf-Hirsch, forthcoming) are 
discussed elsewhere (e.g., Calo, 2012; Nissenbaum, 2011; Oeldorf-Hirsch & Obar, 2019; Solove, 2013). 
Indeed, providing individuals with endless complicated policy texts to read has yet to be proved as a 
pragmatic strategy for delivering protections (McDonald & Cranor, 2008; Reidenberg et al., 2015). 
Nevertheless, if access to information about the data practices of Internet carriers is viewed as an essential 
first step toward privacy protections, the extent to which carriers provide this information should be 
assessed. Should a “meaningful transparency” (Suzor et al., 2019) result, subsequent strategies for moving 
from meaningful transparency to meaningful online consent should be determined. Should a problematic 
form of transparency result, continued calls for more effective data privacy transparency should be 
championed. 

 
Conceptualizing Data Privacy Transparency 

 
Data privacy transparency is conceptualized here via four components. 
 
1) Notice materials (for example, privacy policies for digital services) ensuring “meaningful 

transparency” (Suzor et al., 2019, p. 1526) contributes to “meaningful consent” online (OPC, 2018, para. 
1): Notice policy based on Fair Information Practice Principles (Cate, 2006) requires that those abiding by 
the policy provide data subjects with information about data practices. Some of the information required by 
PIPEDA, for example, pertains to data collection, disclosure, use, and retention. This information is often 
presented via privacy policies. To ensure that notice realizes its function as “fundamental” to privacy 
protections (Federal Trade Commission [FTC], 1998), the information provided must not be ambiguous or 
overly technical. It must focus on issues and implications that are meaningful—thus, “meaningful 
transparency.” While providing this information is not all that is required to overcome information and 
technical asymmetries, it should be a step in that direction. 

 
2) Transparency reporting about data practice frequency: To move from abstractions to specifics 

and to help clarify implications, entities involved in data practice should disclose the extent of these 
practices and the relevance to data subjects. How this can be done effectively is a question without a 
clear answer; some question whether recent approaches have been effective (Parsons, 2019), while 
others organize “best practices” (Woolery, Budish, & Bankston, 2016). As methods for moving toward 
“useful and usable” (Habib et al., 2020) details are debated, what is clear is that the goal is to bring data 
practices to the surface. This could support attempts to move data subjects from members of “known” to 



International Journal of Communication 16(2022)  Defining & Assessing Data Privacy Transparency  1693 

“knowing” publics to create “more reflexive and active publics” (Kennedy & Moss, 2015, p. 2). Speaking 
about data mining, and envisioning participatory models that might even suggest a “democratising” of 
data processes, Kennedy and Moss (2015) emphasize that “accountability would therefore mean requiring 
data-mining companies not just to show the public what they are doing, but to tell publics what they are 
doing, why, and with what effect” (p. 6; emphasis in original). Though the feasibility of flawed consumer 
choice models remains in question (Obar, 2019; Solove, 2013), encouraging data managers to disclose 
details such as how often practices occur and how many individuals are implicated might contribute to a 
useful form of data privacy transparency. 

 
3) Materials that promote digital policy literacy: The digital policy literacy concept is “aligned with 

critical approaches to digital literacy, and emphasizes how the effective use of digital media involves learning 
and negotiating the policy processes, political economic parameters, and infrastructural affordances that 
shape technologies” (Shade & Shepherd, 2013, “The Digital Policy Literacy Framework,” para. 1). Teaching 
data subjects about digital systems would connect data privacy transparency to approaches that suggest 
transparency can address corruption (Ball, 2009), and support “observation (that) produces insights . . . to 
govern and hold systems accountable” (Ananny & Crawford, 2018, p. 974). Digital policy literacy differs 
depending on the data privacy context, but emphasizes that understanding what goes on behind the screens 
may contribute to protections. 

 
4) Ensuring that transparency is “useful and useable” (Habib et al., 2020): The previous three 

components emphasize a useful transparency for realizing oversight. Usefulness and usability, however, 
extend to methods of communication, including the form of language (such as plain language) and interface 
design. Although research in these areas is vital to realizing transparency ends (Schaub, Balebako, & Cranor, 
2017), usability is not a focus of the current study. 

 
Assessing Data Privacy Transparency 

 
The study methodology originally drew from the Electronic Frontier Foundation’s “Who Has Your 

Back” reports (Electronic Frontier Foundation [EFF], 2011). The EFF method involved qualitative 
assessments of privacy materials provided by companies involved in data practice. In the 2011 report, 
assessments were via criteria that included “tell users about data demands,” “be transparent about 
government requests,” and “fight for user privacy in Congress” (EFF, 2011; see Table, row 1). Companies 
that fully or partially met the criteria received a full star, half star, or no star score on each. Scores were 
organized into star tables so companies could be compared. In conversations with the EFF when the first 
Canadian project began, it was expressed that the use of stars was to convey results through a more 
encouraging approach, as opposed to just critique. 

 
The current effort, and the previous IXmaps data privacy transparency studies, advances an 

approach similar to the EFF’s; including criteria and star tables, and communication with carriers about the 
studies. Drawing from the EFF’s approach, a select group of 10 criteria in the current study begins to 
operationalize data privacy transparency for carriers that route Canadian Internet traffic. The list is not 
exhaustive, but draws on the first three components of the data privacy transparency conceptualization: 
emphasizing notice requirements, transparency reporting, and digital policy literacy. 
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Methodology 
 

Sample 
 
There are 44 Internet carriers assessed in this third study of data privacy transparency, with most 

appearing in Clement and Obar (2016) to allow comparisons across time. Any sample updates from the 
2016 version reflect name changes and mergers/acquisitions. The first report was a pilot study (Clement & 
Obar, 2014), and those results will not contribute to the comparison. When the sample was originally 
organized, carriers were selected based on how often they appeared in the IXmaps.ca database. As noted 
earlier in Figure 1, packet traceroutes collected identify primary ISPs involved as sender/receiver, but also 
other ISPs and transit carriers involved in the packet’s trip from where it originated to where it terminated. 
The study continues the assessment of ISP and transit carriers because data subjects with digital policy 
literacy should engage with the privacy materials for the different organizations that route Internet traffic. 
While this approach to selecting carriers isn’t exhaustive, it does identify prominent carriers that route 
Canadian Internet traffic. 

 
The sample consists of 10 “major” Internet carriers: Bell, Bell Aliant, Bell MTS, Cogeco, Eastlink, 

Rogers, Shaw, TekSavvy, Telus, and Vidéotron; 20 “minor” Internet carriers: Acanac, ACN, Bruce Telecom, 
Chatr, Comwave, Distributel, Execulink, Fido, Fongo, Freedom Mobile, Koodo, NorthwesTel, Novus, Primus, 
SaskTel, Storm Internet, Télébec, VIF Internet, Virgin Mobile, and Xplornet; and 14 transit carriers: 
Allstream, AT&T, CenturyLink, Cogent, Comcast, Hurricane Electric, Level 3, Limelight, Peer 1, Sprint, Tata, 
TeliaSonera, Verizon, and Zayo. Major carriers are among the largest ISPs operating in Canada, and minor 
carriers tend to be smaller. Transit carriers may be of different sizes and provide transit service to help 
facilitate Canadian Internet communications. 

 
Identification and Analysis of Data Privacy Transparency Materials 

 
To allow for comparisons with Clement and Obar (2016), the approach to data privacy transparency 

material identification and analysis was repeated. The path to privacy materials began with the researcher 
visiting the front page of the carrier’s website and often scrolling to the bottom to find a “privacy” or “legal” 
link to dedicated privacy sections. Only privacy-related materials were identified and assessed, including 
privacy policies, transparency reports, codes of fair information practice, information about lawful access 
requests, privacy FAQs, and other privacy materials. While other policies, such as terms of service, may 
include privacy-related materials, over the years, the methodology was designed to emulate a data subject’s 
likely approach to finding privacy materials. It is assumed that individuals will access materials labeled 
“privacy” first, and perhaps only, when looking for privacy information. Content not on the dedicated page 
or linked to it was not assessed.2 Consultations with Dr. Andrew Clement were conducted to ensure 
consistency with previous assessments. A final review of data privacy transparency materials took place in 
January 2018. It is important to note that this is a study of carrier transparency, not carrier privacy practices 
(beyond transparency). Thus, this is an assessment of what carriers say about their approach to privacy, as 
opposed to actual data practices. 

 
2 There is one exception with Criterion 9, discussed later. 
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Evaluation Criteria 
 
To assess data privacy transparency, each carrier earned a score on 10 criteria. Assessments 

involved assigning carriers a full star, half star, or no star on each. The study included the same 10 criteria 
as the previous study to support comparisons across time, in order to see if carriers enhanced data privacy 
transparency since the previous analysis. To ensure consistent operationalization of each criterion in terms 
of how full, half, or zero stars are awarded, criterion titles and the text associated with scoring are presented 
verbatim from Clement and Obar (2016), identified by italics (pp. 306–313). 

 
The 10 criteria are as follows. 
 
1) A public commitment to PIPEDA compliance 
 
PIPEDA governs commercial data practice in Canada (PIPEDA, 2000). The carriers in the sample 

must comply with this federal legislation.3 This criterion assesses whether carriers are transparent about 
PIPEDA compliance, which would convey a commitment to the law, while also notifying users about 
applicable legislation. This is relevant to the notice and digital policy literacy components of the data privacy 
transparency conceptualization. 

 
Full Star: The carrier explicitly indicates that it complies with PIPEDA, or similar applicable 
legislation, and provides substantive details of its privacy obligations, including that it only transfers 
personal information to third parties that provide an equivalent level of protection. 
 
Half Star: The carrier only vaguely states that it operates according to applicable legislation or 
doesn’t mention third party PIPEDA-equivalent protection. 
 
No Star: The carrier makes no indication that it complies with PIPEDA or substantially equivalent 
privacy legislation. 
 
2) A public commitment to inform users of all third-party data requests 
 
PIPEDA requires that entities involved in commercial data practice, within Canadian jurisdiction, 

inform individuals, on request, if their data were disclosed to a third party. This criterion goes beyond this 
and assesses whether data privacy transparency extends to informing users proactively about requests 
received for their data. In addition to connecting to the first three components of the data privacy 
transparency conceptualization, this also suggests a proactive measure that might ease the burden placed 
on individuals to chase entities involved in data practice. 

 
Full Star: The carrier clearly indicates that it will notify a user when it has received a third-party 
request for the user’s information, unless explicitly prohibited from doing so by law. 

 
3 One exception is SaskTel, a Crown Corporation. This means that the Freedom of Information and Protection 
of Privacy Act (1990–1991) of Saskatchewan governs its actions. 
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Half Star: The carrier does not indicate that it will notify users when it receives requests, however 
it indicates that users may send an inquiry to acquire such information. 
 
No Star: The carrier makes no mention of how users may learn of third-party requests for their 
personal information. 
 
3) Transparency about frequency of third-party (data) requests and disclosures 
 
Third parties requesting and receiving data could include commercial organizations, government 

entities, law enforcement and other security agencies, political parties, and other entities. This criterion 
assesses whether carriers are transparent about the frequency of these requests and/or disclosures. 
Information of this type might be presented in transparency reports, posted to privacy sections of corporate 
websites. The hope is that this will help individuals understand if carriers are engaged in data-sharing 
practices, as well as what other entities across the world might be interested in user data and for what 
purpose. 

 
Full Star: The carrier has published, in an annual or semiannual report or in some other form, 
statistics regarding: 
 
• The number of requests from third parties, broken down by government (law enforcement, 

etc.), commercial and noncommercial entities. 
• How many requests it complied with. 
• How many accounts the requests applied to. 
• How many disclosures of information there were. 
 
Half Star: The carrier has published SOME information but leaves many important statistics out. 
 
No Star: The carrier has published no information relating to these types of statistics. 
 
4) Transparency about conditions for third-party data disclosures 
 
This criterion assesses information provided about scenarios where third-party data disclosures 

occur. The aim is to evaluate whether carriers provide users with information to support notice policy 
components and digital policy literacy to help individuals understand how easy or difficult it is for ISPs to 
share data. 

 
Full Star: (1) The carrier explicitly states the circumstances under which personal information will 
be disclosed to third parties. (2) It must make clear what standard must be met by the third party 
in order for this disclosure to be made (e.g., whether a warrant is required). (3) It must be clear 
whether or not a subscriber/user will be notified in the case that (their) information is disclosed to 
a third party and especially the specific conditions under which such information will be disclosed 
without consent. 
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Half Star: The carrier refers to some, but not all, of (1), (2), and (3) or is vague about them. 
 
No Star: The carrier fails to indicate any of (1), (2), or (3). 
 
5) An explicitly inclusive definition of “personal information” 
 
The intention is to assess how well “personal information” is defined. As the amount and types of 

data continue to expand, to support notice efforts and digital policy literacy, individuals should understand 
what different types of data carriers can access. 

 
Full Star: The carrier explicitly states all forms of data that fall under “personal information.” This 
should include subscribers/users’ IP addresses, IMSI/IMEI numbers, or MAC addresses, as well as 
their user IDs, metadata (e.g., who subscriber communicated with, when and where this 
communication occurred), browser history (pages accessed, date of access, location when 
accessed), personal account information, credit card information, etc. 
 
Half Star: The carrier only implicitly states forms of data included in a definition of “personal 
information” and/or provides a definition which (a) incorporates a closed list of what constitutes 
personal information that (b) excludes one or more of IP addresses, IMSI/IMSEI numbers, MAC 
addresses, user IDs, metadata, browser history, personal account information, or credit card 
information. 
 
No Star: The carrier gives no definition of “personal information.” 
 
6) The normal retention periods for personal information 
 
This criterion suggests that carriers should clarify data types collected and how long each is 

retained. Relevant to both notice and digital policy literacy components, this criterion begins to assess the 
privacy implications of retention, given that data analyses can change over time. 

 
Full Star: The carrier discloses how long personal information is routinely retained for, specifying 
retention time periods for each data type. 
 
Half Star: The carrier only states the retention period for limited types of information. For example, 
a company may state that it retains consumers’ browsing history for two weeks, but provides no 
information on call log retention. 
 
No Star: The carrier either provides no information on data retention periods OR provides a 
statement so vague as to not inform the consumer beyond what PIPEDA requires.4 

 
4 In Clement and Obar (2016), the following example is provided from a version of Bell’s privacy policy in 
place until early 2017: “[Our company] shall retain personal information only as long as necessary for the 
fulfillment of the purposes for which it was collected” (Bell, 2017, p. 7). 
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7) Transparency about where personal information is stored and/or processed 
 
Supporting notice and digital policy literacy components of data privacy transparency, this criterion 

aims to help individuals understand where data are saved, maintained, and analyzed, given that many 
carriers have data centers in non-Canadian locations. 

 
Full Star: The carrier clearly indicates the storage and/or processing locations of user’s data and 
whether data storage and/or processing has been outsourced to a foreign company. This should 
include whether data may be stored in or otherwise subject to other jurisdictions, what those 
jurisdictions are, and what sort of disclosure such data may be subject to. 
 
Half Star: The carrier only indicates that there is a possibility that data may be stored and/or 
processed subject to a foreign jurisdiction. No jurisdiction is noted or details are not provided. 
 
No Star: The carrier fails to clearly indicate whether or not data may be stored and/or processed 
such that it may be subject to a foreign jurisdiction. 
 
8) Transparency about where personal information is routed 
 
This criterion is central to notice components because individuals should be aware of how their 

information flows across the Internet. This may help individuals develop digital policy literacy about the 
Internet and about the privacy implications of “boomerang routing” (Clement & Obar, 2015). 

 
Full Star: The carrier clearly indicates whether (data from Canada) . . . might be routed through 
the United States or otherwise subject to foreign jurisdiction while in transit. It clearly indicates the 
geographical locations where domestic communication is routed and what jurisdictions it is subject 
to. Similarly, it indicates whether or not communications with third countries is subject to U.S. 
jurisdiction. 
 
Half Star: The carrier is vague about the geographical locations or jurisdictional exposure of 
personal data routing. 
 
No Star: The carrier gives no indication of the geographical locations or jurisdictions where personal 
data is routed. 

 
9) (Transparency about) domestic Canadian routing when possible 
 
This criterion assesses transparency about privacy-forward efforts to ensure Canadian routing of 

Canadian data, where possible. This criterion includes one exception to only assessing materials from 
carrier websites. Carriers identified as peering unconditionally at TorIX, a Toronto-based Internet 
exchange point, receive a star, because carriers doing so demonstrate publicly their commitment to 
reducing boomerang routing. 
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Full Star: The carrier clearly states on its privacy pages a policy of domestic Canadian routing when 
possible and indicates the concrete measures it takes to achieve this goal. A carrier that verifiably 
peers openly at TorIX (Toronto Internet Exchange) will also receive a full star. Only Canadian 
carriers are eligible for a full star, as foreign carriers by definition subject the data they carry to 
non-Canadian jurisdictions. 
 
Half Star: The carrier is vague about its policies for ensuring Canadian routing of domestic traffic 
and the measures it takes to ensure this. 
 
No Star: The carrier gives no indication of any policy or concrete measures to promote domestic 
routing when possible, nor does it peer openly at TorIX.5 
 
10) Open advocacy for user privacy rights 
 
This criterion assesses whether carriers attempt to inform users about a privacy-forward 

commitment, which might help users realize not only that privacy is important, but also that carriers support 
and even fight for user rights. 

 
Full Star: The carrier makes clear reference on its privacy pages (in the last five years) to its 
support for user privacy rights in at least one of the following areas: 
 
• deliberations or discussions about privacy or surveillance occurring in public; 
• legislative, regulatory, or judicial contexts; 
• privacy activism or advocacy. 
 
Half Star: The carrier has defended user privacy rights politically, in court or legislatively, and there 
is vague reference to this on their privacy pages. 
 
No Star: There is no readily available public evidence that the carrier has taken a positive pro-
privacy position in any of the above areas.6 

 
Results 

 
While a number of carriers made improvements since the 2016 analysis (Clement & Obar, 2016), 

overall, a robust data privacy transparency continues to be absent across the sample. This section begins 
with a description of the star scores from the current analysis. A comparison with the 2016 scores follows. 

 

 
5 Whereas previously, peering arrangements at various IXPs were included, for the current assessment, 
only TorIX peering was considered. 
6 Criterion 10 was modified to address dedicated privacy sections of websites only. 
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The average across the sample was 2.6/10 stars, while averages for the major carriers, minor 
carriers, and transit carriers were 4.2/10, 2.9/10, and 1.0/10, respectively. Of all 44 carriers, TekSavvy 
scored the highest, with 8/10 stars, earning six full stars. As noted in Figure 2, the three other majors with 
the closest scores were Cogeco (5.5), Rogers (5), and Telus (5). While the remaining majors scored fewer 
than five stars, none of the majors scored zero. The Bell companies (Bell, Bell Aliant, and Bell MTS) all 
received the same lowest score for the majors, 2.5/10 stars, and were the only major carriers to score 
below the sample average. 

 
Figure 2. Star table for major carriers.7 

 
All majors received a full star on Criterion 1 (transparency about PIPEDA compliance), and full or 

partial stars on Criterion 4 (disclosure conditions), Criterion 5 (personal information [PI] definition), and 
Criterion 7 (storage/processing)—though only TekSavvy earned full on 4 and 7. Most majors scored half 
stars or no stars on the remaining criteria, with the fewest scores for 6 (retention), 8 (routing location), and 
9 (domestic routing). 

 

 
7 Figures 2, 3, and 4 and Tables 1, 2, and 3 were first posted on ixmaps.ca in “Keeping Internet Users in 
the Know or in the Dark? The Data Privacy Transparency of Canadian Internet Carriers: A Third Report.” 
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Referring to Figure 3, many minor carriers scored poorly. Distributel (7.5/10) and Acanac (6.5/10) 
had the highest scores, though it should be noted that Acanac is owned by Distributel. No other minor carrier 
scored more than 3.5/10. In fact, 12/20 carriers scored below the minor carrier average of 2.9/10. Minor 
carriers scoring the lowest were Chatr, Fido, and VIF Internet, all with only one star. The criteria with the 
fewest scores in this group were Criterion 3 (transparency about requests/disclosures), Criterion 8 (routing 
location), and Criterion 10 (privacy advocacy). 

 

 
Figure 3. Star table for minor carriers. 

 
Referring to Figure 4, scores reveal that transit carriers also scored poorly. AT&T had the highest 

score, with 3/10, and was the only transit carrier to score higher than the overall sample average. 
CenturyLink scored 2.5/10 while Limelight and Tata scored 2/10. Allstream, Cogent, Hurricane, Level 3, 
TeliaSonera, and Zayo all received zero. Carriers that received zero may have had privacy materials located 
on different website sections. If privacy materials only referred to the carrier website and not to broader 
communication practices, zero was assigned. These issues did contribute to scores of zero with some transit 
providers. 
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Figure 4. Star table for transit carriers. 

 
Clarification is necessary for Sprint’s and Verizon’s poor scores. Although both provide various 

privacy materials online, the presence of international policies specifically for non-U.S. users, and not the 
general privacy materials, were the items assessed for this Canadian-centric study. Both carriers should 
be commended for providing country-specific privacy materials; however, those materials should be as 
detailed and as clear as the materials for users accessing the Internet in the United States. 

 
Across the sample, no carriers received a full star for Criterion 8 (routing location); TekSavvy was 

the only carrier to receive a full star for 2 (informing users about data requests), and 3 (transparency about 
requests/disclosures); CenturyLink and TekSavvy were the only carriers to receive a full star for 4 
(disclosure conditions); Distributel and Acanac were the only carriers to receive a full star for 6 (retention); 
and SaskTel and TekSavvy were the only carriers to receive a full star for 7 (storage and processing). 
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Star Score Comparison With the 2016 Study 
 
A comparison with the scores in the 2016 report (Clement & Obar, 2016) reveals that a small 

number of carriers in the sample are demonstrating greater data privacy transparency. The average score 
across the sample increased from 2.2/10 to 2.6/10 stars. The improvements noted in Table 1 demonstrate 
that TekSavvy increased by two stars, receiving the highest score in both studies. Other changes with the 
major carriers include Shaw, which increased its score by more than double, adding 2.5 stars, for a total 
score of 4.5/10. Vidéotron and Cogeco increased by 1.5 stars, with overall scores of 3.5/10 and 5.5/10, 
respectively. A review of all the major carriers reveals that five increased scores, Eastlink and Telus earned 
the same score, and the Bell companies were the only carriers to lose points (because of modified language 
in their materials, pertaining to Criterion 2). 

 
One reason the Bell companies scored so poorly was the organization’s refusal to produce and 

distribute a transparency report about its third-party data requests and disclosures. Even though most major 
and some minor carriers are making these reports available, Bell, considered Canada’s largest ISP, continues 
to fail as a leader in this area. 

 
Table 1. Major Carriers: Star Scores and Improvements Since 2016. 

Carrier C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 Total Improvement 
Bell 1   0.5 0.5  0.5    2.5 −0.5 
Bell Aliant 1   0.5 0.5  0.5    2.5 −0.5 
Bell MTS 1   0.5 0.5  0.5    2.5  
Cogeco 1 0.5  0.5 1 0.5 0.5 0.5 1  5.5 1.5 
Eastlink 1 0.5  0.5 0.5  0.5    3 0 
Rogers 1 0.5 0.5 0.5 0.5 0.5 0.5   1 5 1 
Shaw 1  0.5 0.5 1 0.5 0.5 0.5   4.5 2.5 
TekSavvy 1 1 1 1 0.5 0.5 1 0.5 0.5 1 8 2 
Telus 1 0.5 0.5 0.5 1  0.5   1 5 0 
Vidéotron 1 0.5 0.5 0.5 0.5  0.5    3.5 1.5 
             
Improvement 1 −0.5 1 0 2 0.5 2 1.5 −0.5 0.5   

Note. An improvement score is not included for Bell MTS. As noted in the sample description, sample updates 
reflect name changes and mergers/acquisitions. 
 

Table 2 details how some minor carriers also demonstrate increases in data privacy transparency. 
Distributel and Acanac increased by 5.5 and 6.5 stars, respectively (Acanac previously received zero stars). 
Again, Distributel is the corporate owner of Acanac. These improvements, along with Storm Internet’s 
increase of three stars are the largest improvements in this group. As noted in Table 3, transit carriers 
demonstrated no improvement overall (except for Peer 1), and in 8 of 11 cases have fewer stars. 
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Table 2. Minor Carriers: Star Scores and Improvements Since 2016. 

Carrier C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 Total Improvement 
Acanac 1 0.5  0.5 1 1 0.5 0.5 0.5 1 6.5 6.5 
ACN 1   0.5 0.5  0.5    2.5 0.5 
Bruce Telecom 0.5 0.5  0.5  0.5     2 0 
Chatr 0.5 0.5         1  
Comwave 1 0.5       1  2.5 0.5 
Distributel 1 0.5 0.5 0.5 1 1 0.5 0.5 1 1 7.5 5.5 
Execulink 1 0.5       1  2.5 −0.5 
Fido 0.5 0.5         1 −0.5 
Fongo 1 0.5  0.5       2 0.5 
Freedom Mobile 1  0.5 0.5 0.5 0.5 0.5    3.5  
Koodo 0.5   0.5 1  0.5    2.5 1.5 
NorthwesTel 1 0.5  0.5 0.5  0.5    3 0 
Novus 1 0.5  0.5 0.5 0.5 0.5    3.5 0 
Primus 1 0.5   1 0.5 0.5    3.5 0 
SaskTel 0.5 0.5  0.5 0.5  1    3 0 
Storm Internet 1 0.5  0.5 0.5  0.5 0.5   3.5 3 
Télébec 1   0.5 0.5  0.5    2.5 0 
VIF Internet         1  1 0 
Virgin Mobile 1   0.5 0.5  0.5    2.5 1 
Xplornet  0.5       1  1.5 −0.5 
             
Improvement 4.5 0.5 0 −1 4.5 2.5 2.5 1 1 2   

Note. Improvement scores not included for Chatr or Freedom Mobile. As mentioned above, sample updates 
reflect mergers/acquisitions and name changes. 

 
Across the entire sample, an assessment of the individual criteria revealed a few changes. One 

notable change occurred with scoring on Criterion 5 (personal information definition). Three major carriers, 
four minor carriers, and four transit carriers received full stars. In 2016, zero major carriers, zero minor 
carriers, and three transit carriers earned full stars on this criterion. This means that carriers are providing 
additional details about the types of personal information being collected, as opposed to only referring to 
generalities. A number of smaller changes in the scoring occurred with regard to Criterion 7 
(storage/processing) and Criterion 8 (routing transparency); all majors received a half star or more on 7, 
whereas three of 10 majors received no stars on this criterion in 2016. For Criterion 8, in 2016, none of the 
major carriers received a score for this criterion, whereas in the current analysis, three carriers did (Cogeco, 
Shaw, and TekSavvy). The posting of transparency reports, assessed by Criterion 3, increased from three 
major carriers in 2016 (Rogers, TekSavvy, and Telus) to five (Rogers, Shaw, TekSavvy, Telus, and 
Vidéotron). 

 
The assessment across time of the minor carriers revealed similar changes; a number of carriers 

increased scores for Criteria 5 and 7. The considerable changes in scoring for Criterion 1 suggests that more 
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minor carriers are providing clearer information about a stated commitment to PIPEDA compliance, and 
changes to Criterion 6 suggest that more minor carriers are providing references to retention policy. 

 
Table 3. Transit Carriers: Star Scores and Improvements Since 2016. 

Carrier C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 Total Improvement 
Allstream           0  
AT&T    0.5 1  0.5   1 3 −1 
CenturyLink    1 1 0.5     2.5  
Cogent           0 −0.5 
Comcast    0.5 1      1.5 −1 
Hurricane           0 −1 
Level 3           0 −1.5 
Limelight  0.5  0.5 0.5  0.5    2 0 
Peer 1    0.5   0.5    1 1 
Sprint    0.5 0.5 0.5     1.5 −0.5 
Tata    0.5 1  0.5    2 0 
TeliaSonera           0 −0.5 
Verizon     0.5  0.5    1 −1 
Zayo           0  
             
Improvement 0 0 −2 −2.5 −0.5 0 0 −1 0 0   

Note. Improvement scores are not included for Allstream, CenturyLink, or Zayo. Sample updates reflect 
mergers/acquisitions and name changes. 
 

For the transit carriers, no major improvements were made among the two studies. Again, this is due 
in part to a lack of data privacy transparency, but also is reflective of the strict approach to study methodology 
to ensure that the appropriate privacy materials are placed on dedicated sections of carrier websites. 

 
Discussion 

 
This is a third study of the data privacy transparency of ISPs and transit carriers that route Canadian 

Internet traffic. While some carriers have expanded their data privacy transparency materials and ensured that 
links and documents are available on dedicated privacy pages, many carriers continue to score poorly. 

 
The modest improvements—acknowledged by the overall increase across the sample from 2.2/10 

to 2.6/10 between the 2016 study and the current study—should not be overstated. In most cases, a close 
inspection of changes to privacy materials revealed minimal details added, with carriers meeting bars set 
very low for half stars. For example, if, in a single sentence buried in a policy, a carrier was found to mention 
a country where data storage was taking place, a half star was awarded for Criterion 7. No information or 
nuance was required about the type or amount of data stored or processed in that country. The type of 
processing procedures, whether data centers are involved, geo-location of specific data types, city 
information, or any other information about the data or their location was not required. This lack of detail 
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is unlikely to support a useful data privacy transparency, contributing little to notice deliverables or digital 
policy literacy. Similarly, to receive a half star for Criterion 8 (routing transparency), the carrier only had to 
mention the concept. No explanation of the concept or its implications was required, nor were details about 
routing procedures, practices, locations, timelines, and so forth. Providing basic details, for the few carriers 
that did this, is not enough to teach data subjects about the political economic relationships that define 
routing practices and, as a result, how the Internet operates. 

 
Most Carriers Continue to Provide Little Information About Data Retention 

 
Although some carriers are starting to provide retention information, overall, the companies making 

slight improvements are disclosing minimal detail about how long they keep data. Acanac and Distributel 
stand out because they provide a list of data types and the length of time that each is retained. Overall, 
however, only four majors, six minors, and two transit carriers earned stars in this category. Similar to the 
data processing scoring, the bar was quite low for a half star. The only requirement was that the carrier 
provide one mention of a period of time (for example, retaining call logs for 18 months) to receive the half 
star. Detailed information about the different data types involved, how long each type was kept under 
different circumstances, justifications for retention policy, and how this approach might contribute to costs 
for the carrier and for the user were not required. Information about carrier efforts to improve retention 
practices, future privacy implications, and relationships between retention and secondary or aggregated 
analyses was not required either. Again, it is essential to keep in mind that providing minimal details does 
not necessarily help inform data subjects attempting to select the right carrier, or hold that carrier to 
account. What’s more, some carriers disclosed that while they have an internal retention policy, that policy 
is not made public. For example, Eastlink (2013) stated, “Eastlink has a records retention policy that 
specifies the length of time that records are maintained” (p. 6). Unfortunately, no details about this policy 
are available on its privacy pages. 

 
Many Carriers Do Not Provide Details About Personal Information Collected 

 
Many carriers do not provide enough detail about the types of personal information collected. Geo-

locations, device identifiers, and other metadata; data from personal video recorders and other set-top 
boxes; data from home security devices; surveillance data from stores; and various other data types are 
likely collected by carriers in myriad ways, depending on each carrier’s approach. Beyond and related to this 
are secondary and aggregated analyses unique to each entity asking questions of the data. Indeed, while 
carriers, including Shaw and Telus, do serve as exemplars (relative to the rest), most carriers provide almost 
no detail at all, and details about secondary analyses and implications of data collections are essentially 
absent. It should be noted that among the minor carriers, Bruce Telecom, Chatr, Comwave, Fido, Fongo, 
VIF Internet, and Xplornet earned zero stars for this criterion. 
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Transit Carriers Continue to Score Poorly 
 
Digital policy literacy and meaningful online consent could include understanding the role of transit 

in how the Internet works. Not only are political economic connections between major, minor, and transit 
carriers unclear, but transit providers continue to fail in their data privacy transparency efforts, 
demonstrating little interest in helping data subjects learn about the policy, political economic, and 
infrastructure concerns associated with Internet use. Since the project began in 2013, no transit provider 
has referenced Canadian privacy law in its privacy materials. This suggests that transit providers have little 
interest in helping to explain to data subjects in Canada how the Internet works, or that they are involved 
in the routing of Canadian data. What’s more, all transit carriers, aside from AT&T, received fewer stars 
than the 2.6/10 average. Allstream, Cogent, Hurricane Electric, Level 3, TeliaSonera, and Zayo all received 
zero stars. The poor scores overall should be especially concerning to those living in Canada, because it 
further demonstrates how disinterested Internet carriers are in engaging users in the process of Internet 
governance. Carriers gladly accept data and payment for facilitating Canadian Internet communications; 
why are they unable to reciprocate and demonstrate leadership in terms of helping to educate and engage 
users? Keep in mind that ISP–transit relationships are directly responsible for boomerang routing realities, 
which subject those living in Canada to international routing of domestic Internet traffic at least 22%–25% 
of the time (Clement & Obar, 2015; Obar & Clement, 2013). 

 
Overall, Carriers Continue to Demonstrate a Lack of Leadership 

 
Carriers often identify themselves as Canada’s “best” or “biggest” Internet provider. Rogers 

describes its 5G network as “the largest in Canada” (Rogers, 2021), Telus claims to have the “largest and 
fastest network” (Telus, 2021), and Distributel suggests that it is “one of Canada’s leading independent 
Internet service providers” (Distributel, 2021, para. 4). While carriers promote themselves in terms of size 
and speed, being privacy-forward or a public trustee in the big data context seems to be of little interest in 
terms of public presence. 

 
The lack of leadership is most notable when assessing Bell Canada, self-described as “Canada’s 

largest communications company” (BCE, 2021). Since the first study in 2013, Bell’s score has only increased 
0.5 stars. Furthermore, Bell is the only major carrier to score lower than the sample average 2.6/10 stars. 
To help clarify this poor performance, it should be added that the average score of the other major carriers 
is 4.9/10, and for the minor carriers 2.9/10. Bell’s score is 2.5/10, earning zero stars on criteria emphasizing 
“a public commitment to inform users of all third-party data requests,” “transparency about frequency of 
third-party (data) requests and disclosures,” “the normal retention periods for personal information,” 
“transparency about where personal information is routed,” “(Transparency about) domestic Canadian 
routing when possible,” and “open advocacy for user privacy rights.” 

 
Indeed, as governments and privacy advocates look for leadership in the privacy space, ISPs and 

transit carriers seem uninterested in an open, honest, and useful data privacy transparency. Furthermore, 
any semblance of a public trustee mandate, historically associated with access to the radio spectrum and 
common carriage (Regan, 2017), is almost completely absent. 
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Meaningful transparency suggests not only that relevant information should be provided to 
individuals but also that the information should allow for oversight and control (Ananny & Crawford, 2018; 
Suzor et al., 2019). Commissioner Daniel Therrien of the Office of the Privacy Commissioner of Canada is 
clear about one change that is needed to move individuals closer to meaningful online consent: “(Individuals 
require) better information to empower them to exercise individual control and personal autonomy. . . . 
Individuals must be at the centre of privacy protection” (OPC, 2017, “Commissioner’s Message,” para. 3). 
More information relevant to protecting online privacy is needed, but also more useful information. The 
intention is that the criteria assessed by this study begin to emphasize the types of information that might 
be useful to data subjects. It is important to also emphasize that the debate about data privacy transparency 
is occurring in a context in which individuals are feeling fatigued and resigned in terms of online privacy 
possibilities (Choi, Park, & Jung, 2018; Draper & Turow, 2019). Therefore, the information and interfaces 
for communicating that information must also be usable—an area that should continue to be the subject of 
further research. Far more needs to be done to ensure that meaningful transparency contributes to 
meaningful online consent, such that users better understand and approve of the digital experience and 
implications they connect to every day. 
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