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Recently, WhatsApp allowed commercial brands to initiate private chat conversations with
users through their direct messaging platform. With more than 1 billion users, it is
important to have insights into their trust in brands on WhatsApp, as well as their
willingness to disclose personal information to these brands. Using data from a national
representative survey, we find that the perceived security, perceived privacy, and
perceived socialness of WhatsApp as a platform are positively associated with trusting
brands on that messaging platform. In turn, brand trust positively influences consumers’
intentions to disclose information to brands on WhatsApp. Finally, these results are also
compared with Facebook Messenger; there are significant differences between the two
messaging platforms.
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Instant messaging applications, such as Facebook Messenger and WhatsApp, have become
important channels for private interactions with friends and family. With this popularity also came an
increased interest in appropriating these channels for commercial purposes. Facebook, Inc., has recently
launched WhatsApp for Business. As of January 2020, brands (e.g., commercial companies, political
candidates, NGQO’s) are able to initiate a private chat conversation with consumers through the direct
messaging tool WhatsApp, just like these consumers would do with friends or family. This chat conversation
can either take place with an employee of the brand or with a chatbot (i.e., a conversational agent that is
programmed to communicate with people through natural language, and when requested, can automatically
execute specific commands; Zarouali, Van den Broeck, Walrave, & Poels, 2018).
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This development has some potential benefits for commercial parties, such as providing consumers
with quick responses, the opportunity to tap into new audiences (such as younger consumers that are very
active on messaging platforms), and the convenience to interact with consumers in a conversational way
(Araujo et al., 2019). However, there are also potential harms to consumers and society. Specifically, given
the private nature of the WhatsApp environment, consumers might not be fully aware of the commercial
intentions of these brands. One of the consequences could be that consumers’ personal information is sold
(to other companies), combined, or repurposed without them being aware of it. This raises a potential
conflict with fundamental rights to data protection and privacy and also consumer protection law, and rules
about unfair commercial practices. In addition, given that these chats with brands on WhatsApp are private
one-on-one conversations (thus, invisible to the broad public), it is virtually impossible to monitor what type
of information brands communicate to consumers, thereby creating an entirely new dimension of
enforcement problems. This creates an environment which could potentially be more conducive to
(manipulative, inappropriate, etc.) persuasion attempts by brands or other institutions to alter consumers’
opinions for their own benefit (e.g., financial profit, political votes), while this goes largely unnoticed by
regulatory bodies because of the private nature of the chat.

Based on this reasoning, a thorough understanding of people’s perceptions of and intentions toward
WhatsApp brands is needed. Based on structural equation modeling (SEM), this study presents and tests a
research model in which brand trust is the central construct. It is one of the most important elements in
establishing consumer-brand relationships (Ambler, 1997; Delgado-Ballester, Munuera-Aleman, & Yagle-
Guillén, 2003; Garbarino & Johnson, 1999), and thus an important factor in determining consumers’
intentions about brands on WhatsApp. As such, the model explores the extent to which perceptions about
WhatsApp (i.e., perceived socialness, security, and privacy) are related to brand trust, and how brand trust
is associated with the intention to disclose information to those brands on that platform. The data collection
was conducted shortly before the launch of WhatsApp for Business; therefore, this study provides an early
exploration of the importance of perceptions and trust beliefs in determining future disclosing intentions. In
addition, we aimed to explore whether the hypothesized model also applies to other messaging platforms.
To achieve this, the model was also estimated among a Facebook Messenger subsample, and compared
with the WhatsApp subsample by means of multigroup analyses in SEM. This procedure allows us to evaluate
whether the hypothesized model is robust across different contexts.

Theoretical Framework
Predictors of Brand Trust
Conceptualizing Brand Trust

Trust, generally speaking, is the result of a truster’s evaluation of how likely the trustee will behave
according to the truster’s expectations (Baier, 1986; Bauer, 2014; Coleman, 1990). Trust has received
considerable attention in several disciplines such as psychology, sociology, economics, communication science,
and marketing. For brands, it refers to a psychological state interpreted in terms of having “confidence” in a
positive outcome on the part of the brand (Delgado-Ballester et al., 2003). Put differently, it comprises the
attribution of good intentions to the brand in relation to the consumers’ interests and welfare. Trust is one of
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the most important elements in establishing consumer-brand relationships (Ambler, 1997), and is shaped by
consumers’ prior experiences and interactions with the brand (Garbarino & Johnson, 1999).

On WhatsApp, it is important to differentiate between trust in the brand WhatsApp (as a platform),
and trust in external brands that use WhatsApp to communicate with consumers, which is the focus of this
study. In this regard, brand trust entails having confidence that a brand reliably does “the right thing” on
WhatsApp. It refers to a set of expectations that need to be fulfilled by the brand on WhatsApp, and these
expectations can differ per individual. In the literature perceived privacy and perceived security of an online
environment are identified as key determinants of trust in commercial actors (Belanger, Hiller, & Smith, 2002;
Flavian & Guinaliu, 2006; Riquelme & Roman, 2014). In addition to these two factors, and given how online
environments are increasingly introducing social cues in the consumer-brand online relationship (for a more
social consumer experience), the perceived socialness of the online setting has been highlighted as another
important factor that has a positive influence on trust in commercial parties (Hammick & Ju, 2018; Lu, Fan, &
Zhou, 2016). These three perceptions could also be highly relevant in the case of WhatsApp: A recent study
on the public perceptions of WhatsApp found that the words social, privacy, and security were often associated
with the app (Caetano et al., 2018). Based on this line of reasoning, the next section will address how these
three perceptions of the messaging app (i.e., perceived socialness, perceived security, and perceived privacy)
could determine a user’s trust in a brand on WhatsApp. In addition, we also focus on information privacy
concerns as an additional variable that might explain some variation of brand trust (see Figure 1).

Perceptions of the App

Studies supporting the Computers Are Social Actors (CASA) paradigm (Reeves & Nass, 1996) have
largely established that humans tend to treat websites and as social entities if they contain social-like cues
(Sah & Peng, 2015). In this line of research, perceived socialness is an important element of trust (Gefen &
Straub, 2004). This socialness has a positive influence on relationship commitment because it can contribute
to the relational bond between consumers and brands (Hammick & Ju, 2018). The latter stems from the
idea that increasing perceived socialness of a medium or channel is essential to create a sustainable trust
relationship between truster and trustee (Seeger & Heinzl, 2018). Research shows that trust can be
enhanced by social cues that a brand displays on a website (i.e., personal, sociable, and sensitive human
contact of the website; Gefen & Straub, 2004; Lu et al., 2016). WhatsApp can be considered a channel with
social richness, because its main purpose is interaction with contacts that one knows personally, such as
friends, family, and acquaintances—or, in other words, interpersonal communication with close ties.
Messages can be more personalized with photos and video or voice messages. This social nature of
WhatsApp use may be generalized by users, who may perceive any interaction on the platform as more
social than on other platforms, which are used less for interpersonal communication. Therefore, we argue
that perceived socialness will increase trust in brands on WhatsApp.

In addition to perceived socialness, perceived security is an important feature. Perceived security
refers to consumers’ beliefs that their personal information (i.e., personal data) will not be viewed, stored, and
used by unauthorized third parties (Flavian & Guinaliu, 2006). Ranganathan and Ganapathy (2002) found that
security is one of the key dimensions of business-to-consumer (B2C) website design. Prior research found it
to be positively related to trust in websites (Flavian & Guinaliu, 2006; Kim, Ferrin, & Rao, 2008) and more
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specifically in social networking sites (Shin, 2010). When it comes to specific security enforcement
mechanisms, Chellappa and Pavlou (2002) proposed encryption as an important antecedent of information
security. As such, consumer perceptions of security enforcement principles of an app are positively associated
to trust in commercial parties (Riquelme & Roman, 2014). This is important element for investigating
WhatsApp, as it uses end-to-end encryption (and informs all users of this security principle at the beginning of
every chat). We expect perceived security of the messaging app to positively influence brand trust.

Finally, consumer’s trust in brands might also depend on their privacy perceptions of the messaging
app. Although related, perceived security and perceived privacy are conceptually distinct (Flavian & Guinaliu,
2006; Riquelme & Roman, 2014; Shin, 2010). The former refers to whether personal data are secure from
unauthorized third parties, while the latter indicates the extent to which a platform or technology is perceived
to compromise privacy (Shin, 2010). The concept of privacy also includes informational privacy in the form of
the right to data protection, and communicational privacy (i.e., the right to communicate with others in private,
undisturbed by third parties; Koops et al., 2016). As such, perceived privacy reflects the degree to which
consumers believe that a platform maintains the ability to communicate with friends in private (Chellappa,
2008). We know from previous studies that the extent to which users feel that social platforms protect their
privacy has a positive influence on their trust of the site (e.g., Chang, Liu, & Shen, 2017; Shin, 2010). M. Y.
Wang, Zhang, Zhou, and Lai (2019) found similar results in the context of private (chat) messaging apps.
Hence, we expect that that perceived privacy is positively related to brand trust on WhatsApp.

Based on the reasoning above, we hypothesize that these three general perceptions—socialness,
security, and privacy—of social messaging apps will have a significant influence on consumers’ trust in the
brands that are active on WhatsApp for commercial purposes:

H1: Perceived socialness of WhatsApp is positively associated with consumers’ trust in a brand on the
messaging app.

H2: Perceived security of WhatsApp is positively associated with consumers’ trust in a brand on the
messaging app.

H3: Perceived privacy of WhatsApp is positively associated with consumers’ trust in a brand on the
messaging app.
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Figure 1. Visual depiction of the hypothesized relationships.

General Privacy Concerns

An important barrier that brands may face when interacting with consumers through messaging
apps is their informational privacy concern. Westin (1967) defines informational privacy as “the claim of
individuals, groups or institutions to determine for themselves when, how, and to what extent information
about them is communicated to others” (p. 7). In the area of online marketing, it is commonly interpreted
as a general concern for unauthorized collection and use of one’s personal data by brands, as well as selling
this data to other commercial actors (H. Wang, Lee, & Wang, 1998). In many studies, a negative relationship
was found between privacy concerns and trusting beliefs in general (e.g., Bansal, Zahedi, & Gefen, 2010;
Eastlick, Lotz, & Warrington, 2006; Kim et al., 2008; Malhotra, Kim, & Agarwal, 2004). That is, people’s
tendency to worry about informational privacy negatively influences how they perceive specific situations in
which online commercial actors interact with them (Bansal et al., 2010; Kelly, Kerr, & Drennan, 2017;
Malhotra et al., 2004). More specifically, a recent study found that privacy concerns are a major factor when
it comes trust in social communication on instant messaging apps (Cheng, Fu, & de Vreede, 2017). Based
on this, we expect a similar relationship: General privacy concerns will be negatively related to trust in the
sender of a brand message on WhatsApp. We propose the following:

H4: Consumers’ informational privacy concerns is negatively associated with their trust in a brand on
WhatsApp.

Information Disclosure
In this study, we also aim to investigate consumers’ willingness to disclose personal information

about themselves to these brands, often referred to as self-disclosure, as trust plays a fundamental role in
this process (Taddei & Contena, 2013; Waldman, 2016). Self-disclosure is the process of intentionally
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revealing personal information about oneself to others (e.g., to people, companies; Derlega, 1993). When
people disclose personal information via direct messaging apps, it is usually directed to friends and family.
However, with brands increasing their presence on social platforms, it yields some serious concerns about
people’s self-disclosure to these commercial parties (Walrave, Utz, Schouten, & Heirman, 2016). An increase
in self-disclosure means that brands have more access to personal data about their target audiences that
could serve their commercial, political, or financial interests (Walrave et al., 2016).

Trust and privacy concerns are two of the most important factors in deciding whether or not to
disclose information (e.g., Bansal et al., 2010; Heirman, Walrave, Ponnet, & Gool, 2013; Kehr, Kowatsch,
Wentzel, & Fleisch, 2015; Liu, Min, Zhai, & Smyth, 2016; Metzger, 2004; Posey, Lowry, Roberts, & Ellis,
2010). They are a central concept of social exchange theory (Roloff, 1981), which posits that people conduct
a mental trade-off (i.e., weighing the costs and benefits) in deciding whether to engage in transactions with
others. If the benefits outweigh the costs, then the individual is likely to engage in an exchange relationship
in which self-disclosure takes place (Liu et al., 2016; Metzger, 2004). As for trust, it has been identified as
the element that binds social exchanges (Posey et al., 2010). Although most research on trust centers
around interpersonal communication, similar risk-benefit dynamics have been found regarding information
disclosure to commercial actors (Culnan & Armstrong, 1999; Jarvenpaa, Tractinsky, & Vitale, 2000; Metzger,
2004). Thus, when individuals trust online companies and brands (costs < benefits), they are more willing
to disclose personal information (Schoenbachler & Gordon, 2002). Privacy concerns, on the other hand, are
a major factor that prevent consumers from releasing information online (Kehr et al., 2015; Liu et al., 2016;
Malhotra et al., 2004). Individuals maintain and coordinate certain privacy boundaries (Petronio, 2002).
These boundaries also depend on the perceived costs and benefits of self-disclosure: When people perceive
the (privacy) costs of disclosing to be much higher than the benefits, they may be more likely to refrain
from disclosing any information about themselves to the communication partner (and vice versa; Posey et
al., 2010). Based on this argumentation, we expect the following hypotheses:

H5: Consumer’ informational privacy concerns are negatively associated with their intention to disclose
information to a brand on WhatsApp.

H6: Consumer’ brand trust is positively associated with their intention to disclose information to a brand
on WhatsApp.

Mediating Role of Trust

In addition to the aforementioned direct effects in our model, we can also address brand trust as an
important mediating variable in increasing consumers’ willingness to self-disclose (Chou, Teng, & Lo, 2009;
Heirman et al., 2013). In other words, perceptions of WhatsApp (i.e., perceived socialness, perceived privacy,
and perceived security) might affect trust in a brand on that messaging service (see H1-H3), and in turn,
these trust beliefs might influence their intention to disclose information to the brand on WhatsApp. This
mediated relationship among platform perceptions, trust, and behavioral intentions has been well established
in the literature (e.g., Hong & Cha, 2013; Kehr et al., 2015; Singh & Sinha, 2020; Zboja & Voorhees, 2006).
More precisely, perceptions of online platforms might be an important factor in determining people’s willingness
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self-disclose, as a result of an increase in trust (Joinson, Reips, Buchanan, & Schofield, 2010; Taddei & Contena,
2013). Based on this line of reasoning, we formulate the following hypothesis:

H7: Brand trust mediates the relationship among platform perceptions (i.e., socialness, privacy, and
security) and the intention to disclose information to a brand on WhatsApp.

WhatsApp Versus Facebook Messenger

Finally, this study also explores whether there are differences between WhatsApp and Facebook
Messenger in relation to the hypothesized model. In other words, in an effort to test whether the
hypothesized mechanisms also apply in other contexts, we test the hypothesized model (see Figure 1) not
only for WhatsApp but also for Facebook Messenger. Though both messaging platforms are seemingly similar
and part of the same technology company (Facebook, Inc.), research has shown that they are used to fulfill
different needs (Karapanos, Teixeira, & Gouveia, 2016; Nouwens, Griggio, & Mackay, 2017; Waterloo,
Baumgartner, Peter, & Valkenburg, 2018). WhatsApp is generally used as a private channel for personal
self-expression with close contacts, whereas Facebook Messenger also revolves around communication with
weaker ties (Karapanos et al., 2016; Waterloo et al., 2018). As such, Nouwens et al. (2017) found that
users draw boundaries between these apps in terms of membership rules (who belongs to the app),
perceived purpose (what the app is for), and emotional connotations (how they feel to other users).

Recently, findings show that Facebook is the least trusted company in terms of safeguarding personal
data (compared with other big tech companies such as Google and Apple; Vanian, 2018). An important reason
for this distrust might be the company’s involvement in widely publicized scandals, such as the Cambridge
Analytica affair (Gupta, 2019). Since people’s trust in specific brands depends on the perceptions they have
about the safety of the overall platform environment (Harrison McKnight, Choudhury, & Kacmar, 2002), brands
using Facebook Messenger for their communication with consumers could suffer from the platform’s negative
reputation (Van den Broeck, Zarouali, & Poels, 2019). Although WhatsApp is part of the same company, survey
results showed that more than half of the U.S. population did not know that WhatsApp is owned by Facebook
(DuckDuckGo, 2018). Therefore, people might hold different perceptions about both platforms, and as such,
have different levels of trust and self-disclosure toward brands using the messaging service on those platforms.
Based on this, we formulate the following research question:

RQ1: Are there differences in the hypothesized relationships (see H1-H7) between WhatsApp and
Facebook Messenger?

Methodology
Sample and Data
We used data from a larger panel survey, which was distributed among a representative sample of
the (location blinded for peer review) population by the market research company IPSOS. The larger survey

focused on the impact of personalized communication and algorithms on society. The survey was carried
out online in December 2019, which was one month before the official launch of WhatsApp for Business.
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The total sample size was N = 1,289, with an overall response rate of 61%. The respondents had a mean
age of 52.18 years (SD = 15.71 years), and 46% of them were women. Education level was recoded into
three categories: low, medium, and high levels of education. Around 27% had a lower education level, 50%
had medium levels of education, and 23% had a higher education level.

For the first part of this study (i.e., H1-H7), we analyzed only the data of those respondents that
received questions about their perceptions of WhatsApp (n = 645). This means that respondents who
received questions about their perceptions of Facebook Messenger were not included in this initial analysis.
Because this subsample was randomly drawn, the distribution of the demographic variables is highly similar
to the total sample (see Table 1 for more detailed demographic information). For the analyses of RQ1, we
used the full data set (N = 1,289) to conduct multigroup analyses (i.e., comparing both samples).

Table 1. Demographic Overview of the Total Sample and Across the Subsamples.

FB Messenger WhatsApp
subsample subsample Total sample X2
Age categories .05 (ns)
18-34 years 18% 18% 18%
35-54 years 37% 37% 37%
55+ years 46% 45% 45%
Gender 1.80 (ns)
Female 44%% 48% 46%
Male 56% 52% 54%
Education 4.40 (ns)
Low 25% 30% 27%
Moderate 52% 48% 50%
High 23% 22% 23%

Note. Chi-square test of independence was conducted; ns = not significant.

Data Collection Procedure

After filling out some demographic questions, a random split run was included in the survey.
Respondents received the same questions, but about a different messaging platform. They were either
presented the questions in the context of WhatsApp, or in the context of Facebook Messenger. Furthermore,
respondents were also shown a fictitious example of a brand message via private messaging, either
embedded in WhatsApp or Facebook Messenger (depending on which questions they received; see
Appendix). These examples consisted of an illustration of a smartphone screen showing either a conversation
with a fictious brand on WhatsApp, or on Facebook Messenger. These stimuli helped the respondents to
understand what kind of brand communication we were referring to. This is important to ensure the validity
of the results.
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Measures

To measure perceived socialness, we used five statements on a 7-point Likert scale from Gefen
and Straub (2004). The answer options ranged from 1 (strongly disagree) to 7 (strongly agree). Perceived
security was measured with two items on the same 7-point agreement scale, following Hartono, Holsapple,
Kim, Na, and Simpson (2014). Perceived privacy was measured by using an instrument developed by Dinev
et al. (2012), which consists of three items with answer options ranging from 1 (strongly disagree) to 7
(strongly agree). To measure respondents’ privacy concerns, we used a five-item instrument developed by
Baek and Morimoto (2012) that we adapted. The scale ranged from 1 (totally disagree) to 7 (totally agree).
To assess brand trust, we used a validated instrument developed by Walsh, Beatty, and Shiu (2009),
consisting of five items. The items were measured on a 7-point Likert scale ranging from 1 (strongly
disagree) to 7 (strongly agree). The intention to self-disclose was measured with three bipolar adjectives
derived from Malhotra et al. (2004), assessed on a 7-point semantic deferential. The correlations between
the main variables are presented in Table 2, together with their means and standard deviations. For a full
overview of all the items used in this study, see Table 3.

It is important to note that the wordings of the items of brand trust and self-disclosure are using
different tenses. The reason for this is because the survey was conducted in December 2019, which is before
WhatsApp for Business had launched (January 2020). Therefore, participants had no prior experience with
brands on WhatsApp. That is why these items have a slightly different grammatical structure (e.g., “would”)
than the other items.

Table 2. Means, Standard Deviations (SDs), and Correlation Matrix.

WhatsApp subsample FB Messenger subsample
Construct M(SD) 1 2 3 4 5 6 M(SD) 1 2 3 4 5
1 PSO 24.57(1.32) - £3.36(1.50) -
2 PSE 24.02(1.26) .44 - 3.02(1.40) .57 -
3 PPR 24.27(1.36) .46 .67 - 3.15(1.52) .59 .68 -
4 BTR 23.16(1.37) .52 .54 .54 - 52.73(1.35) .47 .58 .46 -
5 IND 23.03(1.79) .46 .38 .39 .66 - 52.25(1.41) .39 .42 .43 .69 -
6 PCO #4.95(1.23) -.03 -.28 -.33 -.13 -.08 - #4.96(1.20) -.09 -.27 -.29 -.20 -.17

Note. PSO = perceived socialness; PSE = perceived security; PPR = perceived privacy; PCO = privacy concerns;
BTR = brand trust; IND = intention to disclose. Means in the same row with a different superscript differ
significantly (p < .05).

Results
Analytical Strategy

The hypothesized model was tested with SEM using lavaan in R (Rosseel, 2012). Based on a
multivariate normality test using the package MVN in R (Korkmaz, Goksuluk, & Zararsiz, 2014), we
calculated Mardia’s multivariate skewness and kurtosis coefficients. This revealed that the distribution of the
entire sample is normal, which allows for the use of maximum likelihood estimation in SEM. The analysis
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consists of different steps. First, we built a measurement model and examined whether the manifest
variables provided a reliable reflection of the latent variables. Then, we estimated a structural model to test
the relations among the latent variables (i.e., hypothesis testing), followed by specifying and testing the
indirect relationships in the model. To infer indirect relationships, we used the Sobel test approach. Finally,
we conducted multigroup analyses to test the model across the two different subsamples (WhatsApp and
FB Messenger) and explore differences in path estimates.

Measurement Model

As a first step, we aimed to confirm adequate support for the measurement models of both
subsamples to establish a proper relationship between the manifest variables and their corresponding latent
constructs. Based on a confirmatory factor analysis (CFA) with maximum likelihood estimation, we found
that the model for the WhatsApp subsample, x?(215) = 677.91, p < .001, comparative fit index (CFI) =
0.96, Tucker-Lewis index (TLI) = 0.95; standardized root-mean-square residual (SRMR) = 0.027, root-
mean-square error of approximation (RMSEA) = 0.058, 95% confidence interval (CI) [0.054, 0.062], as
well as the Facebook Messenger subsample, x(215) = 686.80, p < .001, CFI = 0.97, TLI = 0.96, SRMR =
0.034, RMSEA = 0.058, CI [0.054, 0.062], had a good fit.

To measure reliability and validity of our model, composite reliability (CR) and average variance
extracted (AVE) were estimated in this study (Bagozzi & Yi, 1988). Table 3 presents all these values,
together with the Cronbach’s alpha’s and standardized factor loadings for all items. The standardized
loadings for all items in both subsamples were high and statistically significant (p < .001), and all Cronbach’s
alpha values indicate good internal consistency of the scales. It also shows that both CR values (ranging
from 0.91 to 0.96) and AVE values (ranging from 0.64 to 0.88) for all constructs exceed the cutoff limits of
0.70 and 0.50, respectively (Bagozzi & Yi, 1988).

Discriminant validity was then tested by comparing the AVE values for any two constructs with the
square root of the correlation estimate between these two constructs. If the AVE is higher than the squared
correlation estimate, then discriminant validity is demonstrated (Fornell & Larcker, 1981; Hair, Black, Babin,
& Anderson, 2014). Both subsamples passed this test for all the constructs in the study.



262 Zarouali, Brosius, Helberger, and de Vreese International Journal of Communication 15(2021)

Table 3. Construct Measurement Summary: Results of Convergent Validity Tests.

WhatsApp subsample (n = 645) Facebook Messenger subsample (n =

644)
Stand. Stand.
Constructs and items loading AVE CR loading AVE CR
Perceived socialness (Cronbach’s a = 0.94) 0.68 0.91 0.78 0.95
1. There is a sense of human contact in WhatsApp/Facebook Messenger 0.77 0.83
2. There is a sense of personalness in WhatsApp/Facebook Messenger 0.78 0.81
3. There is a sense of sociability in WhatsApp/Facebook Messenger 0.82 0.92
4. There is a sense of human warmth in WhatsApp/Facebook Messenger 0.88 0.95
5. There is a sense of human sensitivity in WhatsApp/Facebook Messenger 0.86 0.91
Perceived security (Cronbach’s a = 0.92) 0.81 0.91 0.85 0.92
1. My personal information is securely managed in WhatsApp/Facebook Messenger 0.88 0.91
2. WhatsApp/Facebook Messenger is safe for my personal information 0.92 0.94
Perceived privacy (Cronbach’s a = 0.95) 0.80 0.93 0.88 0.96
1. I feel have enough privacy when using WhatsApp/Facebook Messenger 0.89 0.93
2. I am comfortable with the amount of privacy I have when using WhatsApp/Facebook Messenger 0.90 0.96
3. I think my privacy is preserved when I use WhatsApp/Facebook Messenger 0.90 0.93
Brand trust (Cronbach’s a = 0.96) 0.84 0.96 0.83 0.96
1. I would trust a brand on WhatsApp/Facebook Messenger 0.90 0.87
2. I would have confidence in a brand on WhatsApp/Facebook Messenger. 0.89 0.94
3. A brand on WhatsApp/Facebook Messenger would have integrity. 0.93 0.92
4. 1 can depend on a brand on WhatsApp/Facebook Messenger to do the right thing. 0.92 0.92
5. A brand on WhatsApp/Facebook Messenger can be relied upon. 0.93 0.92
Information disclosure (Cronbach’s a = 0.93) 0.88 0.93 0.82 0.94
Please specify the extent to which you would share personal information to a brand on WhatsApp/Facebook Messenger:
1. Unlikely/likely 0.92 0.93
2. Not probable/probable 0.92 0.94
3. Unwilling/willing 0.87 0.83
Privacy concerns (Cronbach’s a = 0.90) 0.64 0.90 0.65 0.91
1. I am worried that my personal data may be misused by others. 0.71 0.77
2. When I am online, I have the feeling that others keep track of what I do. 0.65 0.67
3. I am afraid that my personal data that I share online is not stored safely. 0.86 0.88
4. 1 am afraid that my personal data online is distributed without my permission. 0.88 0.87
5. I am afraid that my personal data online can be accessed by people I do not know. 0.91 0.87
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Structural (WhatsApp) Model: Testing Hypotheses 1-7

To test H1-H7, a structural model was estimated for the WhatsApp subsample, in which we define
the predicted relationships among the latent variables. Table 4 presents the results of the structural model,
including its standardized regression coefficients and standard errors. The goodness-of-fit indices indicate a
good fit for the model, x?(218) = 686.27, p < .001, CFI = 0.96, TLI = 0.95, SRMR = 0.029, RMSEA = 0.058,
CI [0.053, 0.062]. The explained variance for brand trust was 59% (R? = .59), and for disclosure intention
43% (R? = .43). As reported in Table 4, the three variables representing the platform perceptions (i.e.,
socialness, privacy, and security) are significantly related to brand trust on WhatsApp. Therefore, H1-H3
are supported. Surprisingly, when it comes to privacy concerns, the model revealed neither a significant
relationship with brand trust (H4) nor intention to self-disclose (H5). Thus, both hypotheses are rejected.
Brand trust has a strong and positive relationship with disclosure intention, which confirms H6.

Table 4. Standardized Path Coefficients Across Both Subsamples.
WhatsApp subsample (n = 645) Facebook Messenger subsample

(n = 644)
Std. path Std. path
coefficient SE coefficient SE
H1 PSO — BTR 0.34™ 0.05 0.16™" 0.04
H2 PSE — BTR 0.22™ 0.11 0.15™" 0.08
H3 PPR — BTR 0.20™" 0.20 0.15™" 0.09
H4 PCO — BTR -0.01 0.05 -0.03 0.05
H5 PCO — IND 0.04 0.05 —-0.05 0.04
H6 BTR — IND 0.76™" 0.04 0.67"" 0.04
H7 Direct effects:
PSO — IND 0.11™ 0.06 0.08" 0.04
PSE — IND -0.04 0.13 -0.06 0.08
PPR — IND -0.06 0.10 0.04 0.08
Indirect effects:
PSO — BTR — IND 0.25™ 0.05 0.11™ 0.03
PSE — BTR — IND 0.17* 0.11 0.15™ 0.07
PPR — BTR — IND 0.15™ 0.09 0.13"™" 0.06

Note. PSO = perceived social presence; PSE = perceived security; PPR = perceived privacy; PCO =
privacy concerns; BTR = brand trust; IND = intention to disclose. *p < .05, **p < .01, ***p < .001.

In H7, we predict that the relationship among the three WhatsApp perception variables (socialness,
privacy, and security) would be positively related to information disclosure, through brand trust as the
mechanism that underlies the predictive links among these variables. As illustrated in Table 4, only one of
the three direct relationships is significant (i.e., perceived socialness), while all indirect paths yield significant
values. That means two variables are fully mediated and one variable is partially mediated. Therefore, we
conclude that H7 can be accepted.
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Multigroup Testing: Answering RQ1

To establish whether there are model-related differences (i.e., path coefficients), various
multigroup analyses were performed. We followed prior literature to explore group differences by comparing
a series of nested models (e.g., Riqguelme & Roman, 2014; Teo, Lee, Chai, & Wong, 2009). To compare
different groups, we first have to test for measurement invariance to ensure that the items are measuring
the same constructs in both samples (Steenkamp & Baumgartner, 1998). This test started with a baseline
model (i.e., configural model—M1) and showed an acceptable fit, x?(430) = 1883.30, SRMR = .029, RMSEA
= .072, CFI = .95, TLI = .94. Then, we assessed a metric invariance model (M2), which assumes intergroup
equality of factor loadings (by adding equality constraints to the factor loadings). This M2 model led to an
increase in x2 of around 49 (Ax2 = 49.18, Adf = 17), compared with the configural solution, which is a
significant difference (p < .001). This means that full metric invariance is not supported.

However, scholars have argued that a partial invariance (i.e., tolerating that some factor loadings
can differ across groups) is also acceptable (Byrne, 2009; Steenkamp & Baumgartner, 1998). Therefore,
we constrained the three items that were not invariant across the groups (brand trust Item 2, information
disclosure Item 3, privacy concerns Item 1—see Table 3 for the item wordings). Based on this, we estimated
a partial invariance model (M3), which had a good fit and was not significantly different from the baseline,
configural model M1 (Ax2 = 14.61, Adf = 14, p < .41). Moving on, we assessed scalar invariance, which
assumes intergroup equivalence for both factor loadings and items’ intercepts. The full scalar model (M4)
resulted in a significant change in x2 value (Ax2 = 46.23, Adf = 17, p < .001). We identified and constrained
two intercepts that were not invariant across the two groups (information disclosure Item 3, perceived
socialness Item 2). By constraining these two items, we estimated a partial scalar model (M5), which was
not significantly different from the baseline model (Ax2 = 22.30, Adf = 15, p =.10). Having established
partial scalar invariance, we then proceeded to test structural coefficient differences across groups (RQ1).

To answer RQ1, we first have a look at the regression coefficients for both samples, which can be
consulted in Table 4. Based on a visual analysis of this table, we can see that all the significant paths for
the WhatsApp subsample are also significant for the Facebook subsample, though the coefficients in the
Facebook Messenger group are much weaker. Then, an overall structural model was estimated, and it
revealed an acceptable fit with the data, x?(218) = 692.41, p < .001, CFI = 0.96, TLI = 0.96, SRMR =
0.037, RMSEA = 0.070, CI [0.064, 0.076]. After this, we proceeded with (structural) multigroup analysis,
which revealed significant variation in path coefficients across the two subsamples, since the model of total
equality of pathways was rejected (Ax2 = 56.07, Adf = 12, p < .001). To inspect this significant invariance
in paths in more detail, we conducted a series of one degree of freedom pairwise comparisons of both
subsamples for each hypothesized path (see H1-H6). At each time, we compared a baseline model with a
nested model, in which a parameter (i.e., a specific path) was constrained. The results of these pairwise
analyses are reported in Table 5.
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Table 5. Multigroup Comparison of Path Coefficients Among the WhatsApp and FB Messenger

Subsample.

Path (whose equality constraint was released) X2 Ax2 p value
Baseline 1,976.2

PSO — BTR 1,949.1 27.18 p < .001
PSE — BTR 1,966.7 9.59 p < .01
PPR — BTR 1,967.7 8.51 p < .01
PCO — BTR 1,976.0 0.25 p = .62
PCO — IND 1,975.8 0.40 p =.53
BTR — IND 1,964.4 11.86 p < .001

Note. PSO = perceived social presence; PSE = perceived security; PPR = perceived privacy; PCO =
privacy concerns; BTR = brand trust; IND = intention to disclose.

In this table, a significant x2 value difference for the two models indicates that the path coefficient is
statistically different across the two subsamples (Byrne, 2009; Riquelme & Roman, 2014; Teo et al., 2009).
The effects of perceived socialness (Bwa = .34 vs. Brs =.16, Ax2 = 27.18, p < .001), perceived security (Bwa
= .22 vs. Brs = .15, Ax2 = 9.59, p < .01) and perceived privacy (Bwa = .20 vs. Brs = .15, Ax2 = 8.51, p <
.01) are significantly stronger in the WhatsApp group than in the Facebook group. We found no significant
difference between both groups in the effect of privacy concerns on brand trust (Bwa = —0.01 vs. Bes =
—0.03, Ax2 = 0.40, p = .53) and on intention to self-disclose (Bwa = .04 vs. Brs = —.05, Ax2 = 0.40, p =
.53). Finally, analyses revealed a much larger effect of brand trust on intention to self-disclose in the
WhatsApp condition than in the Facebook condition (Bwa = .76 vs. B =.67, Ax2 = 11.86, p < .001). In
sum, all the direct paths, except those related to privacy concerns, are significantly larger in the WhatsApp
group compared with the Facebook group.

Regarding the indirect effects (see Table 4), the path of perceived socialness to intention to self-
disclose via brand trust was significant in both groups (indirect effect wa = .25, p < .001; indirect effect rs
=.11, p < .001), but was much more pronounced in the WhatsApp condition. The two other indirect effects
in Table 4 are also significant in both subsamples: perceived security (indirect effect wa = .17, p < .01;
indirect effect rs = .15, p < .001) and perceived privacy (indirect effect wa = .15, p < .001; indirect effect
e =.13; p <.001) on intention to self-disclose via brand trust, but instead of seeing large differences across
the two groups, they were only slightly more pronounced in the WhatsApp group.

Discussion

This study identified and tested a research model (see Figure 1) in which brand trust operates as
an underlying mechanism for why consumers might be willing to disclose their personal information to
brands on WhatsApp. Results revealed a well-fitting model, which shows that consumers’ perceptions of
socialness, security and privacy in WhatsApp are related to increased trust in brands communicating via this
messaging app. Furthermore, we found that brand trust also mediates the effect of these perceptions on
consumers’ intention to disclose personal information to a brand on WhatsApp. Having more favorable
perceptions about WhatsApp increases people’s trust in brands on WhatsApp, which in turn increases their
intention to disclose personal information to these brands.
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Besides WhatsApp, we also explored whether the hypothesized model fit in a different context (i.e.,
Facebook Messenger). After having established measurement invariance (i.e., partial scalar invariance), we
found significant differences showing that the relations among the main variables in the research model are
different across the two samples. More precisely, all hypothesized relationships in the model (except for
those related to privacy concerns) were significantly stronger in the WhatsApp group, compared with the
Facebook Messenger group. In addition, the WhatsApp model had a better fit to the data than the Facebook
Messenger model. Based on the descriptive results, we also conclude that consumers have less favorable
perceptions about Facebook Messenger, as well as lower trust in and intention to disclose information to
brands on Facebook Messenger (as compared with WhatsApp). In brief, we were able to apply the
hypothesized WhatsApp model in a different context (while still preserving an acceptable fit), although it
has to be noted that the WhatsApp group had more favorable descriptive results, stronger psychometric
properties (for the model), and stronger intervariable relationships (compared with the Facebook group).

Our study makes an incremental theoretical contribution to the limited literature on brand
communication via WhatsApp and Facebook Messenger. When it comes to platform perceptions (i.e.,
socialness, security, and privacy; e.g., Belanger et al., 2002; Flavian & Guinaliu, 2006; Gefen & Straub,
2004; Lu et al., 2016), we showed that they operate through direct (on trust) and indirect effects (on
disclosure intention) in a private messaging setting. These results make a valuable contribution to the
development of theory on how environmental perceptions affect brand responses and behavioral intentions.
With respect to brand trust, we showed its importance for communication on WhatsApp: Trust is influenced
by platform perceptions and can be theorized as a meaningful mediator through which these platform
perceptions affect intentions to disclose information to brands (see also Culnan & Armstrong, 1999;
Jarvenpaa et al., 2000; Metzger, 2004). Thus, it seems that brand trust plays a pivotal role in establishing
consumer-brand relationships in WhatsApp (see also Ambler, 1997; Delgado-Ballester et al., 2003).

Contrary to expectations, privacy concerns had an influence neither on brand trust nor on one’s
intention to self-disclose on WhatsApp. As argued by Taddicken (2014), who found that privacy concerns
hardly impact self-disclosure in the social web, it might be important to distinguish between public self-
disclosure and self-disclosing behavior within environments where users feel safe from privacy invasion.
Based on the descriptive results (see Table 2), we found that WhatsApp is perceived to be a relatively private
environment, which might explain the “limited” influence of privacy concerns. However, it would be useful
to further investigate this in future studies.

Additionally, the current findings also show differences between WhatsApp and Facebook
messenger as platforms of trust. Consumers hold different perceptions about the two messaging apps.
Specifically, perceptions toward Facebook Messenger are less favorable, which is in line with previous
research (see, e.g., Gupta, 2019; Van den Broeck et al., 2019; Vanian, 2018), and may be due to the lack
of knowledge about the shared ownership of both messaging apps (DuckDuckGo, 2018). Such different
perceptions might result in different levels of brand trust and intention to self-disclose. In other words, the
way consumers evaluate and process interactions with brands might not be invariant across messaging
services, but instead, depend on the platform in which the persuasion attempt takes place.
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These results have several relevant implications, both for practice and policy. For practitioners
(e.g., marketeers, advertisers, brand managers), WhatsApp could be an important and strategic tool to
interact with customers (more so than Facebook Messenger). By creating a business account on this popular
instant messaging platform, brands could capitalize on the platform’s perceptions of socialness, privacy, and
security to increase consumers’ brand trust, which in turn will translate into a higher willingness to share
information with brands. Thus, to improve their marketing strategy, brands could create a business account
on WhatsApp (which also provides helpful information for consumers, such as address, website, etc.), and
subsequently, offer consumers the opportunity to interact and participate with the brand by means of direct
messaging. Some examples of consumer-brand interactions on WhatsApp could involve customer service
(e.g., help consumers with their questions by providing quick customer support via chat), promotional
offerings (e.g., provide consumers special deals or coupons via chat), customer feedback (e.g., ask
consumer for feedback and reviews via chat to get quick and valuable business insights), or updates and
reminders (e.g., send updates about the status of an order directly via chat). Most of these consumer-brand
interactions can either be done manually (i.e., a person replying to all the messages in a quick and efficient
way), or alternatively, in an automated way (i.e., creating a chatbot that responds immediately to every
prompt—see Zarouali et al., 2018). Based on our findings, we can conclude that such interactions via
WhatsApp, which is an app that is generally used for private conversations, could tap into consumers’
feelings of socialness, privacy, and security. These feelings can contribute to an increased brand trust and
intention to self-disclose among target audiences, which are important ingredients in establishing strong
and long-lasting consumer-brand relationships.

However, in spite of the potential benefits for brands, there are also concerns from a (policy-based)
data protection perspective. To the extent that users do trust brands that use WhatsApp as a communication
channel, such commercial uses of WhatsApp can, without additional information and transparency for the
customer, potentially create a false feeling of security. WhatsApp may guarantee a certain level of security
and confidentiality of the communication due to encryption, and it also requires its Business users to meet
legal obligations, including those arising from the General Data Protection Regulation (GDPR; for services
offered in Europe).! Having said so, these “guarantees” only apply to the use of WhatsApp for the purpose
of communicating with potential customers.? WhatsApp exercises no control whatsoever over the use of the
personal data that consumers share after the communication. Further research would be needed to ascertain
whether consumers are aware of the different levels of data processing (processing of personal data in the
context of communication via WhatsApp, and further commercial uses of data gained as a result of that
communication). It is worth noting that where WhatsApp is used as a means for businesses to communicate
with consumers, not only the GDPR is relevant, but also consumer law, for example in the form of the

! See WhatsApp Business Terms of Service (https://www.whatsapp.com/legal/business-terms/?lang=en).
2 “To the extent your customers are located in the European Region and the General Data Protection
Regulation (Regulation (EU) 2016/679) (‘GDPR’) applies to your processing of any Personal Data (as that
term is defined in the GDPR) contained within Customer Data, you are the data controller selecting the
message recipients and instructing WhatsApp, for the duration of these Business Terms, to process such
Personal Data on your behalf as your data processor pursuant to these Business Terms to deliver Company’s
messages to its customers” (emphasis added). WhatsApp Business Terms of Service, section 7
(https://www.whatsapp.com/legal/business-terms/?lang=en).



268 Zarouali, Brosius, Helberger, and de Vreese International Journal of Communication 15(2021)

provisions on unsolicited communication® and unfair commercial practices.* Another question that arises
from this study and that merits further (legal) research is whether the fact that users seem to trust brands
using WhatsApp triggers additional obligations regarding the confidentiality of information on the side of
WhatsApp, once an amended ePrivacy Directive® is expanded to also cover services such as WhatsApp and
Facebook. The findings from this study, and the fact that WhatsApp’s commercial dealings with businesses
may benefit from the trust that consumers have in WhatsApp as a communication platform, could be an
additional consideration in that context. On a more practical, enforcement level, the fact that businesses
use (encrypted) WhatsApp communication services to engage with potential customers can also pose a
challenge for regulatory authorities when enforcing data protection and consumer protection rules.

Finally, this study has a number of limitations that open up pathways for future research. First, we
did not measure attitude or familiarity toward the messaging app (WhatsApp and Facebook Messenger). As
a result, we could not control for potential confounding effects of prior attitudes and experiences with both
platforms. People are likely to have different attitudes toward both platforms, so future research could test
how prior attitudes toward the app might impact the effectiveness of marketing communication via private
messaging apps. Second, we rely on self-reported survey data and reports of intentions to self-disclose.
However, such intentions might not always translate into actual behavior. Our research nevertheless
provides a starting point for future research, which could, for example, test these findings in a real-life
context and measure actual information disclosure toward brands that communicate on WhatsApp or other
messaging platforms. Third, future studies should scrutinize the terms of use and privacy policies of
WhatsApp vis-a-vis consumers, and Business users, and the extent to which the trust of consumers toward

3 Art. 7 of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain
legal aspects of information society services, in particular electronic commerce, in the Internal Market (‘E-
Commerce Directive’). According to Art. 7 of the E-Commerce Directive, unsolicited commercial
communication (also referred to as “spam”) must be in any event clearly identifiable as such. In addition,
member states must ensure the availability of opt-out registers, in which natural persons not wishing to
receive such commercial communications can register themselves. Member states can also decide to ban
unsolicited commercial communication.

4 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the Council
and Regulation (EC) No 2006/2004 of the European Parliament and of the Council (*Unfair Commercial
Practices Directive’), OJ L 149, 11.6.2005.

5> Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (‘ePrivacy
Directive’), OJ L 201, 31.7.2002. As to the current state of the procedure regarding the revision of the
ePrivacy and possible extension to services such as Whatsapp, see Council of the European Union, Proposal
for a Regulation of the European Parliament and of the Council concerning the respect for private life and
the protection of personal data in electronic communications and repealing Directive 2002/58/EC
(Regulation on Privacy and Electronic Communications), Progress report, 23 November 2020, Brussels,
https://data.consilium.europa.eu/doc/document/ST-13106-2020-INIT/en/pdf
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brands using WhatsApp is actually justified—for example, because of extra safeguards that WhatsApp may,
or may not, undertake to protect the privacy of consumers. Moreover, the scope of this article did not allow
us to engage in an in-depth assessment of the current practices of using WhatsApp for Business under
current and future data protection and consumer law. Based on this study, we suggest that doing so might
be useful and necessary.
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Appendix

The fictitious examples we showed the respondents.

@ Jasper's Market \.

Hi, welkom bij Jasper's
Market! Wat kan ik voor je

n? ©
@doe’7

Hi, welkom bij Jasper's Market!
Wat kan ik voor je doen? @

GROUP 1: WhatsApp GROUP 2: Facebook Messenger



